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Active Directory Change Tracker

Change Auditing, Tracking and Analysis for Active Directory

At a Glance

* No Agent installation. Works off
your desktop. Installing and
configuring the tool takes just a few

minutes.

* Track and audit all changes made
to Active Directory, across your
enterprise. Track changes fo crifical

OUs and GPOs.

* Analyze and determine the
integrity of the changes (whether
the right changes were made by the

right personnel).

* Track changes with or without
using Active Directory’s native
auditing capabilities.

* Efficient data collection. Only
incremental Change datais
collected during each run. Creates
almost no additional load on the

domain controllers.

Capture and maintain
a Change History of all
critical changes to your
Active Directory and
GPOs.

Why do you need it

Active Directory has become the backbone of an enterprise’s
information infrastructure. The sheer size and overwhelming
complexity of Active Directory has made its management
burdensome. Change Management has become essential for
Compliance, regulation and internal administration needs in
order to answer important questions about Security and the
health of your network. Active Directory Change Tracker is
Vyapin's solution to frack and audit all changes to your Active
Directory.

Active Directory Change Tracker can work with or without your
AD’s native auditing. Without enabling your AD’s native auditing,
you can still frack changes to your AD by using our solution’s
efficient method of incremental Change data collection and
recording what exactly changed and where it changed, to a
database. If you decide to use your native AD audifing, it is even
more powerful fo use our solution to first detect these changes,
cut through the clutter and noise in your Security event logs from
all your domain controllers (since event log data is not
replicated) and exfract only those relevant records that contain
those valuable information on who made the changes and
when the changes happened. Additionally, you will have the
ability to store the entire Event log record along with the changes
for your future reference. Active Directory Change Tracker is your
most efficient way to frack and maintain a long-term history of all
changes made to your Active Directory.
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At a Glance (Contd.)

* Capture audit records from Event
logs by using native Active Directory
auditing and combine them with the
fool to produce reports on who
made the change and when the

change occurred.

* Create and maintain a Change
History in a SQL database along with
Event log Audit records. Helps you
store several years of Change data
for compliance and regulation

pUrposes.

* Selectively track only important

containers or OUs.

* Search your entire Change History
using powerful Search criteria -
search for additions, deletions and
modifications on specific users,
groups, OUs, object property values

efc.

* Schedule your reports for
immediate email notification as

soon as changes are detected.
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How does it work

Active Directory Change Tracker tracks, analyzes and reports all
changes made to your Active Directory configuration. The tool
keeps track of changes made to your AD by periodically
collecting only the changed data, including what exactly
changed, along with old and new values, where the change
occurred, who made the change and when the change was
made. Active Directory Change tracker records and maintains
the entire history of all tracked changes along with the relevant
Security Event log data in a SQL server database for future
reference and analysis.
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Reports

A powerful search tool helps you analyze all past changes on
any predefined search criteria. For example, you may search for
all object deletions in your AD in the last one month or you may
search for object values that got changed or you may search for
rights that changed for an Administrator. You may also search for
specific users, groups or OUs on which changes were made
during a particular time period. Changes can be selectively
fracked (such as only OUs or specific containers) and the built-in
email notification helps you detect changes straight from your
mailbox.



