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1 General Information
1.1 About NTFS Security Auditor

Vyapin  NTFS Security Auditor is a powerful reporting solution for auditing NTFS
Security across your entire Windows Network. NTFS Security Auditor provides answers
to important questions about the security and health of File systems in your servers and

workstations.

0 Who has access to what in your Files, Folders and Shares? Is there any
unauthorized access?

U0 What type of access has been granted? Who can Read, Modify and Delete
confidential Files and Folders?

U Do deleted or unknown users have access to files and folders?

U Who have been given special/explicit permissions on folders? Do the normal rules
such as "inheritance of permissions by folders from parent" apply or have they
been broken or subverted?

U0 Who have un authorized access to confidential files and folders indirectly because
of nested group membership?

U Are people sharing folders from their workstations? Are there Shares in

workstations that need further security scrutiny?

With Vyapi nds NTFS Se owuyou tap pefarmd & tomplete security scan of

Shares, Folders and Files present in your network. You can perform an automated

inventory of permissions on Folders and Files at regular intervals and keep a constant

watch on the health of your NTFS security. Our solution provides a variety of audit

reports that are simple, elegant and highly customizable for System Administrators, IT

infrastructure Managers and Systems Audit personnel to use and act on. There are

several powerful, ready -to-use reports that as sist in both Management reporting and

Compliance reporting requirements such as SOX and HIPAA. Vyapinbés NTFS Secur
Auditor serves your needs of administrative tasks as well as complex data preparation

tasks for assisting in compliance.
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Vyapi NBFS Se curity Auditor has been architected using the latest Microsoft .NET

technology, bringing you the best -in-breed reporting solution for your entire Windows
Network. The Software is highly optimized for performance (using native Windows API

calls wherever appropriate), resulting in fast data collection of permissions from Shares,
Folders and Files. You can create data subsets for your network using our powerful scan

options and mea ningfully segment your entire network for data collection and reporting.

NTFS Security Auditor supports current versions of Microsoft Windows Server
(2000/2003/2008) and localized versions of Windows Server, including German, Spanish
and French.
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1.2 System requirements

For the computer running NTFS Security Auditor

Processor:

Disk Space & Memory:

Operating System

Database:

Software

For the computers reported by

Intel Pentium processor

512 MB RAM and minimum of 20 MB of free disk

space

Windows 7 / Windows Vista / Windows XP /

Windows Server 2000 / Windows Server 2003 /

Windows Server 2008 / Windows Serv er 2008 R2
with .NET Framework 4 .0 or higher with the latest

service packs.

Microsoft SQL Server 2008 (Enter prise / Standard
/ Developer / Express edition) or Microsoft SQL

Server 2005 (Enterprise / Standard / Developer /

Express edition) running in local / remote

computer with latest Service Pack.

MDAC) v2.5/2.6/2.8

NTFS Security Auditor

Windows 7/ Windows Vista / Windows XP / Windows Server 2008 / Windows

2003 / Windows 2000 with Microsoft Remote Registry Service enabled.
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1.3 How to activate the software?

Once you purchase the software online or through any one of our resellers, you will
receive a sale notification through e -mail from our sales department. We will send you

an e -mail with the necessary instructions to activate the software.

In case you do not receive an e -mail from our sales team after you purchase t he
software, please send the following information to our sales department at

sales@vyapin.com with the sales order number:

G Company Name: End-user Company Name

U Location: City & Country for the Company Name given above

Please allow 12 to 24 hours from the t ime of purchase for our sales department to

process your orders.

" )
Sctivate NTFS Security Auditor
License Type: 13-day Evaluation Copy
To activate the software, copy and paste the license key inthe texthox below:
License Key: A
Activate ] I Cancel
Image 1 - Activate screen

Perform the following steps to activate the software:

1) Download evaluation/trial copy of software from the respective product page
available in our website at http://www.vyapin.com/

2) Install the software  on the desired computer.

3) You will receive a license key through e -mail as soon as the purchase process is
complete.

4) Click 'Activate' in Help -> About -> Activate menu to see the Activate dialog

(as shown in Image 1).
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5) Copy the license key  sent to you through email and pastes it in the ‘License Key'

textbox. For help on how to copy the license key, click 'Click here to see how to

copy and paste the license key' link in the Activate dialog (as shown in Image 2).
Howw to copy license key
- BEGIN LICENSE KEY (COPY BELDWW THIS LINE) —-{Zglect and then Copy the
‘,,f’ zelected text

T STl S0

Image 2 - How to copy license key screen
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1.4 Technical Support

NTFS Security Auditor Frequently Asked Questions (FAQ) section is available online at

our website http://www.vyapin.com.

Please direct all technical support questions to support@vyapin.com. In clude the

following information to expedite a response:

a) Include the version of the product you are using.

b) If the problem is associated with installation, include the steps that led to the

problem.

c) If the problem is associated with usage, please state the series of steps you
performed.

d) Include the version of the OS, info about any service packs or hot -fixes and

local language of the OS installed.
e) Attach the Error Log File available in the common application data  path of

NTFS Security Auditor (e.g., < Application Data >\ NTFS Security Auditor

2 x\ NTFSSecurityAuditorErrorLog. Log).
NOTE:
<Application Data> is the common area where NTFS Security Auditor settin gs will

be stor ed in the computer  running NTFS Security Auditor. The <Application Data
Folder> can be found from the Help -> About screen. The default path of

<Application Data Folder> is as follows:

a) Windows XP, Windows 2003  -C:\Documents and Settings \All Users \ Documents
b) Windows Vista, Windows 2008, Windows 7 - C:\Users\Public\Documents



2 Getting Started

2.1 Configuration Wizard -Configure NTFS Security Auditor

There are two ways to configure the NTFS Security Auditor i one through a wizard and

the other by directly modifying the specific configuration settings.
Using NTFS Security Auditor Configuration Wizard

NTFS Security Auditor wizard will help you configure the a pplication during the startup of
the first run. You can access the wizard anytime by choosing Tools -> Configuration

Wizard from the main application menu.

MTF= Security Suditor Confiquration Wizard @

Welcome to HTFS Security Auditor configuration wizard. The wizard will quide you through the process of
configuring MTFS Security Auditar, *

This wizard allows ywou ta configure the following:
1. Database Settings
2. Computer Enumeration

3. Darnain Credentials

Showe at startup | Cloze

Click Next to proceed.
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Step 1 of 3 : Database Settings

P

MTFS Security Suditor Configuration YWizard @
Step 1 of 3 : Database Settings

Select an ophion for gtanng the application data either in M5 Access or SOL zerver. If you chooge SOL server,

enter a SEL zerver unning SAEL Server 2005 / 2008 [Enterprize / Standard ¢ Exprezs) edition and the uzer *
credential having sufficient privileges to connect, create and delete database in the specified SOL server. * .';\\
Jze MS Access

@ sze SOL Server

SAL Server:  rd02

e.q., MS5OLSRYV
D atabase Option

@ lze a zingle central databasze for all instances of the application
Ilze a separate database for each instance of the application

(Ei? Authentication Mode:

Windows Authentication [Curently logged on uzer)

@ SOL Server duthentication

lzer Mame:  zgllogind -
Pazzword:
[] Shaw at startup < Back ‘ I Mest = ‘ | Cloze |
NTFS Security Auditor may be configured to use either MS -Access MDB or SQL Server

database for its data storage to generate reports. If you choose SQL server, NTFS
Security Auditor requires an SQL Server running SQL Server 2008 / 2005 (Enterprise /
Standard / Express ed itions) to connect and create a database. NTFS Security Auditor
will connect to the specified SQL Server based on the authentication mode and user
credentials to create manage its own application databases. A new database will be
created in your SQL server by the name NTFSSecurityAuditor -<COMPUTER>, where
COMPUTER stands for the computer name that is running NTFS Security Auditor
application. Thus, each installation of NTFS Security Auditor will deploy its own database
based on the computer where NTFS Secur ity Auditor is installed. For example, if you
install the software on 3 different machines, 3 different databases will be created and

each installed application will generate reports separately independent of each other.
Specify the SQL Server name, authen tication mode, user name and password in the

above screen.  Click Next to proceed .
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Step 2 of 3: Computer Enumeration

NTFS Security Auditor uses Computer Browser Services or Active Directory services for
enumerating computers in your domain. In order to automatically enumerate computers
in your network, the application may be configured to use either the Computer Browser
Service (uses Windows Network APIs) or your Active Directory (queries your AD for

Computer Accounts).

1) Use Computer Browser Service
0o Uses Windows Network API to enumerate computers in a domain. This
displays all the computers that are currently active in your Network. This
option may be used if you have a small network for faster enumeration of
computers.
2) Use Acti ve Directory Services
0 Queries your Directory Server to enumerate its computers. This option

requires Domain Administrator credentials to connect to your domain

2

controller.
MTFS Security Suditor Configuration Wiizard
Step 2 of 3 : Computer Enumeration
Select an option for enumerating computers in your domain. |n order to automatically enumerate computers in
your netwark, the application may be configured ta use either the Camputer Browszer Service [uses Windaws
Hetwork AFl=] or your Active Directory [quenies your AD for Computer Accounts].
@ | lze Computer Browser Service |
Uzes wWindows Metwork APl to enumerate computers in a domain. Thiz dizplays all
the computers that are curently active in your Metwaork. Thiz option may be uzed if
yiou have a zmall netwark, far faster enumeration of camputers.
lze Active Directary Services
Guenes your Directory Server to enumerate its computers. Thiz option requires
Dormain Adminiztrator privilege to connect to your domain contraller.
Show at startup < Back | | Mest » Cloze

Click Nex tto Proceed.
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Step 3 of 3: Domain Credentials

Manage alternate  credentials for Domain / Directory Servers. The application by default
uses the currently logged on user context to enumerate computers and shares and to
collect NTFS permissions data. If you want to specify alternate Domain Administrator
credentials you m ay do so by clicking on the 'Add ' button below. Click 'Add domains
from forest ' option to enumerate domains from a different forest and then supply

necessary credentials for the selected domain.

 of 3 : Domain Credentials

ge alternate credentialz for Domain £ Directory Servers. The application by default uses the curently g
d on usger context bo enumerate computers and shares and to collect HTFS permizsions data. [F you want *
cify alkernate Domain &dministrator credentialzs you may do 2o by clicking on the ‘bdd ' button belov. * 2 y
Add domaing from forest’ option to enumerate domainz from a different forest and then supply neceszan i
ntialz for the zelected domain.

a}. L.dd | gﬂ Edit | @ Delete | {:; Connect |&Add domains from forest., |

Domain Name Forest Mame dzer Mame Statug

Fathfinder pathfinder.lacal pathfinder.adminuser Connected

Show at startup < Back ] ’ Hest > ] E Firizh i ’ Cloze

For more information on Do main Credentials please refer Domain Credentials. Click

Finish to save the configuration details.
Using the Configuration Settings Dialog

You may directly modify the configuration settings, once you get familiar with the user
interface. You may access the Configuration Settings menu from the Tools menu in the
application. Once you open the Settings window, you will see the different modules for

configuration.

10
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ials
ate credentialz for Domain £ Directony Serverz. The application by default uzes the currently logged on uzer
merate computers and shares and to caollect MTFS permissions data. If you want to specify altemate
ztrator credentialz you may do 2o by clicking on the hdd ' button below, Click '‘add domaing from forest’
te domainz from a different forest and then supply neceszsary credentialz for the zelected domain.

Ela Settings a}, Add | @Edit | @ Delete | {:; Connect |ﬁ.&dd domains from forest..,

Dromain M ame Foreszt Mame |Jzer Mame Statusg

adventure Adventure. local adventuretadminuzer | Connected

""" 1= pathfinder. local Pathfinderiken

Cloze

11



3 Configuration Settings
3.1 Database Settings

NTFS Security Auditor may be configured to use either MS -Access MDB or SQL Server
database for its data storage to generate reports. If you choose SQL server NTFS
Security Auditor requires an SQL Server running SQL Server 2005 / 2008 (Enterprise /
Standard / Express editions) to connect and create a new application database. NTFS
Security Auditor will connect to the specified SQL Server based on authentication mode

and user credentials to manage its own applicati on database.

You can access the Database settings by clicking Tools -> Configuration Settings
menu in the NTFS Security Auditor main application window and choose Database

settings, as shown below

Configuration Settings @

Databasze Settings

Select an option for staring the application data either in M5 Access or SAL server. If vou choose SOL server, enter a
SOL zerver unning SOL Server 2005 /2 2003 [Enterprize / Standard / Express] edition and the uzer credential having
zufficient privileges to connect, create and delete databasze in the specified SOL zerver.

i)

=g Settings

----- H [atabase Settings () Use MS Access

@ Use SOL Server

!':‘ Computer Enurmeratior

!':‘ Domain Credentials
SOL Server:  rd02

e.g.. MSSOLSRWT
[atabase Option

=g E-mail Settings

@ Use a single central database for all instances of the application

() Usze a separate database for each instance of the application

@i? Authentication M ode:
() windows Authentication [Currently logged on user)

@ SOL Server Authentication

dzer Mame:  zgllogin3 -

Pazgword,  esssssses|

[ ok ] [ LCancel

12
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User Authentication

To connect to SQL Server, NTFS Security Auditor uses the relevant user accounts based
on the authentication mode as listed below:

A)

B)

Windows Authentication:

In this method, NTFS Security Auditor uses the currently logged on user account

while running reports
SQL Authentication:

In this met hod, NTFS Security Auditor uses the specified SQL user account and
password while running reports. NTFS Security Auditor stores the SQL user name
and password as a user profile in 'Stored User Names and Passwords' applet for

its usage.

NOTE: NTFS Security  Auditor expects the user account to have sufficient

privileges to create, add to and delete database in the SQL server.

Database creation

NTFS Security Auditor creates databases in SQL Server based on the following database

options (whichever is selected) as outlined below:

1)

2)

Use a single central database for all instances of the application

o0 A new database will be created in the SQL server by the name
NTFSSecurityAuditor. Inside the NTFSSecurityAuditor database, separate
tables will be created for each instal lation of NTFS Security Auditor. The table
names will be prefixed with the computer name that is running NTFS Security
Auditor application. Thus, each installation of NTFS Security Auditor will
deploy its own tables based on the computer where NTFS Securit y Auditor is
installed. For example, if you install the software on 3 different computers,
single database with 3 different tables will be created inside the single
database and each installed application will generate reports separately
independent of eac  h other.

Use a single central database for all instances of the application

o0 NTFS Security Auditor creates a single application database in the default data
storage location used by the SQL Server during application launch. NTFS
Security Auditor uses the f  ollowing naming convention: NTFSSecurityAuditor -
<COMPUTERNAME>, where COMPUTERNAME is the name of the computer
running NTFS Security Auditor.

13
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o For example, if the computer running the NTFS S

NTFS Security Auditor creates 'NTFSS ecurityAuditor -CLIENTO1' with data
(NTFSSecurityAuditor -CLIENTO1.mdf) and log ("NTFSSecurityAuditor
CLIENTOL_log.LDF") files stored in the default SQL data folder in the SQL

server (for example, C: \Program Files \Microsoft SQL
Server \MSSQL.1\MSSQL\Data).

Database cleanup

'NTFS Security Auditor will delete the application database while uninstalling

the NTFS Security Auditor application from the computer'.

3.2 Computer Enumeration

Configure Computer Enumeration

For enumerating computers in your network automatically, NTFS Security Auditor uses

either Computer Browser Service or Active Directory Services. Select an option for
enumerating computers in your domain as shown below. You may use the Brow ser
service if you have a smaller network, as it may take time for the Browser service to

respond to data requests on large networks. The advantage of a Browser service is that

it lists only those computers that are currently active/alive on your network. You may
use the Active Directory Services option if you have a large network and you need a

quicker enumeration of computers in your domain. However, this option requires that

the domain controller is contacted and queried. Therefore, the currently logged on user
must have sufficient privileges to connect to a domain controller or you may specify

alternate domain credentials for a domain controller (see configuring the Domain

Credentials section in the wizard).

NOTE: IF you use the Browser service, ensure t hat NETBIOS over TCP/IP is enabled in
both the client and the computers that need to be reported on. The Browser service

must also be running

You can access the Computer Enumeration settings by clicking  Tools -> Configuration
Settings menu in the NTFS Security Auditor main application window and selecting

"Computer Enumeration” node as shown below:

14
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[

Configuration Settings @
Computer Enumeration

Select an option for enumerating computers in your domain. In order to automatically enumerate computers in pour

network, the application may be configured to uge either the Computer Browser Service [uses Windows Mebwork APz] or
your Active Directony [quernes your AD for Computer Accountz)],

=g Settings

. @ Use Computer Browser Service
- || Database Settings

Computer Enurmeratior

IJzes Windows Metwork, AP to enumerate computers in a domain. This displays all

the computers that are curently active in your Metwork, This option may be used if
you have a small network, for fazter enumeration of computers.

i !‘E] Dromain Credentials

-5 E-mail Settings

71 Use Active Directony Services

Clueries your Directory Server to enumerate itz computers. This option requires
Cramain Adminiztrator privilege bo connect to pour domain contraller.

1) I

Cloze

15
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3.3 Configuring Domain Credentials

Domain Credentials

Manage alternate  credentials for Domain / Directory Servers. The application by default
uses the currently logged on user context to enumerate computers and shares and to
collect NTFS permissions data. If you want to specify alternate Domain Administrator

credentials you m ay use this option.
Configuring Domain Credentials

You can access the Domain Credentials settings by selecting the Domain Credentials

option in the Configuration Settings  window.

éjmain Adminigtrator credentialz you may do 2o by clicking on the ‘Add ' button below. Click ‘4dd domains from forest!
tion ko enumerate dormainz from a different forest and then supply necezsary credentials for the selected domain.

Ela Settings a}, Add | B Edit | @ Delete

------ [ Database Settings

+u Connect |ﬁ.&dd dormains from forest.,

Dromain M ame Foreszt Mame |Jzer Mame Statusg

----- ﬁ Computer Enumeratior

------ ﬁ Ciomain Credentials

----- @ E-mail Settings

i Idzer Cannection Profil

4| i | »
IF you have chosen Active Directory Services under the Computer Enumeration settings,

you can launch the NTFS Security Auditor Domain Credentials window within a report

window by doing the following:

1) Select any one of the reports from the NTFS Security Auditor ma in application

window. For example Standard Reports ->Domains -Shares option.

16
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2) The action will launch the Domains -Shares report window.

3) In the reports windows, at the bottom of the treeview click Add Domains  button.

This action will launch the "Domain Credentials" windows as shown below:

I('_l. Refresh | Print/Prewviewn ||_,¢,>E><p|:|r‘t |TF|Iter |Custu:um|ze |@E rmail |F|nd |:|-I
= 6 T [ 2 5|

&) ADVENTURE
------ - [H) DISCOVERY
------ ...{ ) PATHFINDER

e
gk Acddd Domains

ﬁ Darmains - Shares (Enterprise - DOMAIMN ) E@@
(&3 Refresh |E;;3 Print/Prewviem |@Expnr‘t |T Filter |Customize ||§|E-mail | Fird l:ll
(= E; Enterprize - DDMJ’J—D—-‘“ I

! i ~
8 sovng |93 Domancredentis W

@ COMQUERGR ' | Manage altemate credentials for Domain / Directory Servers. The application by default uses the cumently logged
on user contexd to enumerate computers and shares and to collect NTFS permissions data. I you want to specify

@ DISCOVERY atternate Domain Administrator credentials you may do so by clicking on the "Add " button below . Click "Add domains
@ from farest” option to enumerate domains from a different forest and then supply necessary credentials for the
) PATHRINDER selected domain.

ﬂ; | @’ | &, | {:g |¢ﬁ;Add domains from forest... |

Domain Mame Forest Name User Name Status

adwventure Adw adwertureadminuser ected

itz atiodrocd|pabinieainmuss

The various operations that can be performed in the Domain Credentials screen are

given below:

17
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Operation Description

Add To Add a new domain to the list.

Edit To Edit the properties of a domain in the list. Select a domain and
click Edit button.

Delete To Delete a domain from the list. Select a domain and click Delete
button.

Connect To connect to a domain in the list. Select a domain and click Connect
button.

18
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3.4 Add a Domain

You may also add one single domain at a time to the list of domains in the credentials

list by using Add Domain feature.

Add a domain to the list

1) Launch Domain Credentials  window.

2) |
|

3) The New domain connection dialog will be displayed as shown below:

=5 Add domain ==

P

n the Domain Credentials window, click

ist.

Specify a Domain name to retrieve computers present in
g ' domain. Clear the 'Log on uzing current uzer' checkbox o
gpecify alternate credentials for connecting to the domain.

Domain Mame: |

Log an using curent user
Uzer Hame: | RD54MAdministrator

Paszword:

L2

Ok ][ Cancel ]

-

e

U Enter the name of a domain.

5 Add domain ==

- Specify a Domain name to retrieve computers present in
3 = ' domain. Clear the 'Log on uzing current uzer' checkbox to
zpecify altermate credentials for connecting to the damain.

Domain Mame: | pathfinded

[7] Log on uzsing curent user

zer Mame:  patfinderadminuzer -

Password, esssssssss

Store the above credentials in Microzoft windows 7]
Stared Uzer Mame and Passwardz applet @
ak. ] [ Cancel ]

-

a"‘ Add button to add a domain to the

19
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4)

5)
6)

Specify user name and the corresponding password to connect to the specifi ed
domain.

Store the above user credential in Microsoft Windows Stored User Names

and Passwords applet - NTFS Security Auditor allows the user to enter different

user credentials to connect to the domain. Uncheck the checkbox ‘'Log on using

current user'  if you like to connect to the domain using a different user context.

NTFS Security Auditor will store the user credential to connect to domain in the
Microsoft Windows Stored User Names and Passwords applet / Credential
Manager for security reasons. The stored user profile is tied to the user context

(currently logged on user account) in which the profile is created.

Click OK to add the domaintothe Domain Credentials list.
NTFS Security Auditor will connect to the domain with the newly provided

connecti on parameters and add it to the list, upon successful connection to the

domain.

kanage alternate credentialz for Domain # Directary Servers. The application by default uzes the currently logged on user
cohtest to enumerate computers and shares and to collect HTFS permiszsions data. If you want to specify alternate
Dramain Adminiztrator credentialz you may do zo by clicking on the YAdd ' button below. Click 'add domaing from forest’
option to enumerate domainz from a different forest and then supply neceszany credentials for the selected domain.

----- @ E-mail Settings

Settings a}, Add | @Edit | @ Delete | {:; Connect |ﬁ.&dd domains from forest..,
j [atabase Settings

ﬁ Cornputer Enurmeratior
ﬁ Diornain Credentials

Dromain M ame Foreszt Mame |Jzer Mame Statusg

adventure Adventure. local adventuretadminuzer | Connected

pathfinder. local Fathfinderken

|zer Connection Profil

m | »

Cloze

7

Click Cancel to abort the add process of the domain to the Domain Credentials
list.
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3.5 Edit a Domain

To Editadomain inthe Domain Credentials |, follow the steps given below:

1) Launch Domain Credentials window.

2) In the Domain Credentials window, select any row (domain), Click & Edit button

to Edit an existing  domain in the list, as shown below:

n ko enumerate domainz from a different forest and then supply necesszary credentlals for the zelected domain.

= a Settings a}, Add | @Edit | @ Delete | {:; Connect |ﬁ.&dd domains from forest..,
------ J [atabase Settings
------ ﬁ Computer Enumeratior
------ ﬁ Domain Credentialz

----- @ E-mail Settings
5 ----- Idzer Cannection Profil

Dromain M ame Foreszt Mame |Jzer Mame Statusg

adventure Adventure. local adventuretadminuzer | Connected

pathfinder. local Pathfinderadminuzer

Cloze

3) The domain name cannot be modified during the edit operation.

4) Specify user name  and the corresponding password to connect to the specified
domain.

5) Click OK to save and connect to the domain with the newly provided connection
parameters and update the domain in the Domain Credentials list.

6) NTFS Security Auditor will ¢ onnect to the domain with the newly provided
connection parameters and modify it in the list, upon successful connection to the

domain.
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2 Alternate credentialz for Domain # Directory Servers. The application by default uges the currently logged on user
b enumerate computers and shares and to collect NTFS permissions data. If pou want to specify alternate
dminigtrator credentialz you may do 2o by clicking on the ‘4dd ' button below. Click ‘4dd domainz from forest!
enumerate domaing from a different forest and then zupply neceszam credentials for the selected domain.

- a S eftings B add | EVEdit |5 Delete |+ Connect |ﬁ.&dd dornains from forest.,
------ G Databaze Settings
------ ﬁ Computer Enumeratior

Dromain M ame Foreszt Mame |Jzer Mame Statusg

adwventure Adventure.local adventuresadminuzer | Car
""" ﬁ Damain Credentials pathfinder pathfinder. local Pathfinderiken

----- @ E-mail Settings
5 ----- Idzer Cannection Profil

Cloze

7) Click Cancel to retain the existing connection parameters of the domain in the

Domain Credentials list.
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3.6 Del ete a Domain

Perform the following steps to delete a domain:

1) Launch Domain Credentials window.

b

2) In the Domain Credentials window, select any row (domain), click Delete

button to delete the forest  from the Domain Enumeration Manager list.

; e
nage alternate credentialz for Domain A Directory Servers. The application by default uges the curently logged on user
ohtest bo enumerate computers and shares and to collect MTFS permizsions data. If pou want to specify alternate

omain Adminiztrator credentialz you may do zo by clicking on the YAdd ' button below. Click '‘add domaing from forest’
oh to enumerate domaing from a different forest and then supply necessary credentials for the selected domain.

Ela Settings a}, Add | @Edit | @ Delete | {:; Connect |ﬁ.&dd domains from forest..,

""" G Database Settings Dromain M ame Foreszt Mame |Jzer Mame Statusg

------ ﬁ Computer Enumeratior

adventure Adventure. local adventuretadminuzer | Connected

pathfinder. local Fathfinderken

------ ﬁ Diomain Credentials

@ E-mail Settings

i Idzer Cannection Profil

Cloze

3) An alert message asking for confirmation to delete the forest will be displayed

as shown below:

@ Do wou want to delete 'rdd3' from the list?

4) Click Yes to delete the selected forest.

5) Click No to abort the delete process of the selected forest.
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3.7 Add domains from forest

In order to connect to a different forest in your Active Directory and configure these
domains for enumerating computers and generating reports on them, you may use the

6 Add Domains fr deatur€or est 0
Add domains from forest to the list

1) Launch Domain Credentials window.

2) In the Domain Credentials window, click ﬁ\ to add domains from forest Button,
to add domains in the forest to the list.

3) The Add domains from forest connection dialog will be displayed as shown below:

-

_tf_\l Enurnerate all Damains in a forest @

N Specify a Forest Mame. The Forest Mame will be uzed to retrieve domaing present in the forest, Clear the 'Log on
@ uzinig current user' checkbox to specify alternate credentials for connecting to the forest,

Forest Mame: |

Mate: The DMNS name vou zpecify here muzt be visible from thiz computer.

[Thiz computer must be able to rezolve the specified DMS name) Domainz in forest []

LI:Ig an uzing current user Show Damains =

IJzer Hame: RO54%Adrminiztratar

Pazzwiord:

@

ok ] [ LCancel

U Enter the name of a forest.
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"

_f_'\ Enumerate all Diamains in a forest @

[] Log on using current user

-

uzing current uzer checkbox to specify alternate credentials for connecting to the forest,

4 ? Specify a Farest Mame. The Farest Hame will be uzed ta retieve domainz present in the forest. Clear the 'Log an

Farest Mame:  pathfinder. local

Mate: The DMNS name vou zpecify here muzt be vizible from thiz computer.

[Thiz computer must be able to resolve the specified DNS name] Damains in forest []

Show Domaing =

Izer Mame: adventurehadminuszer -

Pazgwiord: TIITIIL L

Store the above credentialz in Microzoft windows
Stored User Hame and Passwords applet

L)

ok ] [ Cancel

4)

5)

Specify user name and the corresponding password to connect to the specified
forest.

Store the above user credential in Microsoft Windows Stored User Names
and Passwords applet - NTFS Security Auditor allows the user to enter different
user credentials to connect to the forest. Uncheck the checkbox 'Log on using

current user' if you like to connect to the forest using a different user conte xt.

NTFS Security Auditor will store the user credential to connect to forest in the
Microsoft Windows Stored User Names and Passwords applet / Credential
Manager for security reasons. The stored user profile is tied to the user context

(currently logged  on user account) in which the profile is created.
Click 'Show Domains' button to add the domains in the specified forest to the

list and select the desired domains in the list. Click OK to add the selected

domains to the Domain Credentials list as shown below:
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Specify a Farest Mame. The Farest Hame will be uzed ta retieve domainz present in the forest. Clear the 'Log an
uzing current uzer checkbox to specify alternate credentials for connecting to the forest,

Farest Mame:  pathfinder. local

Mate: The DMNS name vou zpecify here muzt be vizible from thiz computer.

[Thiz computer must be able to resolve the specified DNS name] Damains in forest [ pathfinder local |

. ~[|ADVENTURE
Log on uzsing current uger [ Shaow Domains = ] CONOUERDR
IJzer Mame: Fathfinder.adrinuser - ~[IPATHFINDER
Fazsword: TITITIIY
— Store the above credentialz in Microzoft windows
Stored User Hame and Passwords applet L7)

6) NTFS Security Auditor will add the selected domains to the Domain Credentials

list.

context ko enumerate computers and shares and to collect MTFS permizsions data, If pou want to specify alternate
omain Adriniztrator credentialz you may do o by clicking on the ‘Add ' button below. Click ‘Add domains from farest!
tioh to enumerate dorains fram a different forest and then supply necessany credentials for the selected domain,

Ela Settings a}, Add | @Edit | @ Delete | {:; Connect |ﬁ.&dd domains from forest..,

------ [ Database Settings

Dromain M ame Foreszt Mame |Jzer Mame Statusg

------ ﬁ Cornputer Enurmeratior

adwventure Adventure. local adventuretadminuzer | Connected

pathfinder. local Fathfinderken

------ ﬁ Damain Credentialz

----- @ E-mail Settings

i Idzer Cannection Profil

Cloze
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3.8 Configure SMTP Server

NTFS Security Auditor provides the option to e -mail the reports generated. For e -mailing
reports, NTFS Security Au ditor requires SMTP Server , FROM E -mail Address, TO E -mail
Addresses (recipients separated by semicolon) , and the e -mail report format. NTFS
Security Auditor maintains a single SMTP Server and a FROM E- mail Address for use by
all reports. You can specify a separate set of TO e-mail addresses (recipients), e -mail

report format, subject and body of the message for each report.

You can set SMTP Server and From Address by clicking Tools -> Configuration Settings
menu in the NTFS Security Auditor main application window, as shown below:
Configuration Settings @

E-mail Settings

o Specify the SMTP Server name and Sender [From) e-mail address to send the generated reparts through e-mail

=g Settings
..... i Database Settings An SMTP server is the zerver that iz uged for pour outgoing e-mail.

E‘Ej Comnputer Enurneratior SMTF Server:  1ddh

E‘E] Diomain Credentials

SN £ -mail Seftings YWhen you zend e-mail, pour name will appear in the from of the
= outgoing meszage. Type vour name az you would like it o appear.

From Addrezs;  aAlexs E.Fringi@pathfinder. local

E.x: someone@example. com

4 1) I

ok ] [ LCancel
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3.9 User Connection Profiles

NTFS Security Auditor creates a user profile in Windows Stored User Names and
Passwords applet / Credential Manager, in order to store the domain user context

for enumerating servers using ADSI.

The stored user profile will be useful for generating reports using NTFS Security Auditor

under the following scenarios:

U Using an alternate user account to connect to the domain to retrieve servers
using ADSI.
U Providing credentials that have sufficient rights to enumerate shares present

in computers within a domain.

The stored user profile persists for all subsequent logon sessions on the same computer
where NTFS Security  Auditor is installed. The stored user profiles are visible to the

application under other logon sessions on the same computer.

The stored user profile created by NTFS Security Auditor is restricted to the Windows

User Profile context. If the Windows User P rofile is maintained locally, NTFS Security
Auditor stored user profile is accessible only by the same user in the same computer. If

the user, who creates NTFS Security Auditor stored user profile, has a Roaming user
account in the enterprise, the NTFS Sec urity Auditor stored user profile can be accessed

by the same user in any computer in the Windows enterprise.

The stored user profile is a generic credential of Windows Stored User Names and
Passwords applet / Credential Manager and can be used by the appl ication only.
The credential information is stored securely in a 256 bit encrypted format in Windows

Stored User Names and Passwords applet / Credential Manager.

The stored user profile corresponding to the user account will be used by the application
in order to connect to the domain, if 'Use ADSI' is selected in NTFS Security Auditor

Enumeration Settings.

Using the Connection Profile  dialog show n below, new profile can be created and

available profiles can be  removed from the profiles list.
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[

Configuration Settings @
Uzer Connection Profiles

5 MTFS Secunty Auditor can store user credential information az user profiles for Directory Servers using Windows Stored

= |lzer Mame and Paszwords applet. To add a user profile, click &dd. To delete a user profile, click Remove.
E-‘ SEttingS :} Edd... x Eemguem
5 ﬂ Databaze Settings
. Profile Mame Dezcription
Computer Enumeratior
!EE Diomain Cradentials 3_) DISC.EIVET_I,"'-.FETdInand
5 Eernail St 1_;. patfinderscholes
-_E} a2 e nds 1_;. Adventureladminuszer
i | | zer Connection Profi
4 0 3

Cloze

Click Add buttontoadd a new profile and a dialog will appear as shown below:

P

.,

?_;. Mewe User Profile @

Create a new uger profile and store it in windows stored ugernames
and pazzwords applet.

Uszer Mame: ™ PathfinderhScholes

e.0. , domain‘username

Paszword: © TIIIII L

Confimn Password: T sesssses

Dezcription: |

[ * mandatory fields )

ok ] [ Cancel

Click Remove button in the Connection Profile dialog , to remove available profiles.
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4 Standard Reports

4.1 How to view Domain information?

Standard Reports

|£§ Darmains

Clic

K ‘% Shares and Resources

Domain Shares Information

. Ll Sh . . .
Click il Sharss to view the shares for a given domain.

button to view domain information.

4 Domains - Shares (PATHFIMDER)
|y Refresh | i Print/Preview | s Export | Filter A Customize IgE-mail

E-F Enterprise - DOMAINS
: ADVENTURE
DISCOVERY
PATHFIMNDER.

Find
\ul  Shares |
et Share Name Path Uszer Mame Security MU Comment i
Mame Uses
RD45 ADChangeTracker§ F\BharathADChant =
Address C:\Program Files'Exq Everyone Allowy - Read Unlimited "Access to address objects"
BUILTIMWdimirist... | &llow - Full Contral | Unlimited "Access to address objects” m
PATHFINDER'RDS ... | &llowy - Full Contral | Unlimited "Access to address objects”
ADMINE CANMDC S Admin Share Unlimited Remote Admin
Bharsth Source Cog Fr\BharsthBharath § PATHFINDERAAD .. | Allow - Full Cortrol | Unlimitec
Bulk export for patc| FiBulk export for ps Everyone Allovy - Fead Unlimited
CE C Admin Share Unlimited Defautt share
F§ F: Admin Share Unlimited Defautt share
G G Everyone Alloewy - Read Unilimited
METLOGOM CMMDOWESY Sy BUILTINdminist... | Allow - Full Contral | Unlimitec! Logon server share
PATHFINDER'Do... | Allowy - Full Control | Unlimited Logon server share
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4.2 How to view Shares

and Resources

information?

Click on

)

Standard Reports

_::F:j Dormains

|‘% Shares and Resources

tab as listed below:

Click vul  Shares tab to view the following information:

Name, Security,

.% Shares and Resources - Shares (R045)
163 Refresh | i3 Print / Preview

E--f3 Enterprise - SHARES
ADVENTURE
DISCOVERY
{8 PATHFINDER

Maximum, and Comment

button to view information available

under each

Share Name, Path, User

(=3 Eol| )

|56 Export | 57 Filter Customize [ Scan Profiles (Computers) + IgE—maiI Find
) Shares | " Folders | ] Files I
Share Mame Path Uszer Mame Security Ed::ismum Comment o

ADChangeTrackerd | FriBharathiaDChani s Unlimited

Address C:hProgram Files\Ex) Everyane Allow - Read Unlimited "hecess to address .. || =
BUILTIMGAdmini... | Allow - Full Control Unlimited "Arcess bo address ...
PATHFINDER'R... |Allow - Full Contral Unlimited "Access bo address ...

ADMING CHWINDOWS Admin Share Unlirnited Remote Adnin b

Bharath Source Cod FriBharathiBharath| FATHFINDERA, .. | Allow - Full Cankraol Unlimited

Bulk expart For patc| Fi\Bulk export for pi Everyone Allovs - Read Unlimited

G &, Everyone Allow - Read Unlimited

METLOGOMN CHWINDOW S, SYSY) BUILTIN Admini,.. | Allow - Full Control Unlimited Logon server share
PATHFINDERD. .. |A&llow - Full Control Unlimited Logon server share
PATHFINDERAD. .. | Allow - Full Control Unlimited Logon server share
Everyone Allows - Read Unlimited Logaon server share

How to view permissions of folders in a share?

Click | [ Foiders tab. TheAiFol der s and P ediadgsameas:n s
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0y Refresh

,ﬂ Shares and Resources - Folders (RD45)

£z Print / Preview | 5 Export | F Filt I Folders and Permissions

=

4 1

93 Enterprise - SHARES
-3} ADVENTURE

DISCOVERY

PATHFINDER

1l Shares

Q

All shares

Select share(s)

@ ail Find

=] ]| &3
122

L

.......... D ADChangeTrackerd

.......... D Address

.......... D Bharath Source Cade Backup$
---------- D Bulk export: for patch

.......... ] neTLoGon
.......... [ ro4s.LoG
.......... D Resourcess

.......... D Support

m

Include sub-folders

1

| Do not display files that have the same permissions as the

parent Falder

You can view permissions of folder

server by selecting

You can also optionally

inAl I

include

sub-f ol d eptieno

| Cancel |

s logioners @ Sel ect

the sub -folder(s)

s bption egpsciively.

information by selecting the i

(s) in a share or for all the shares in the selected

necl

The sub -fold er(s) having permissions identical as the parent folder would be shown in

bold text with

"Same as parent”

in both User Name and Security fields in the report. If

you do not want folders with identical permissions as the parent folder reported, then

select,

the "Do not display folders that have same permissions as the parent folder"

option. This option will not report folders with identical permissions as the parent folder.

To view up to a certain level of sub

folder in the share" option and specify a sub

as follows:

-folders, select the "Traverse only 'n' level(s)

\\server \sharename \Level 1 \Level 2 \Level 3 ...

NOTE: The "Include sub

unless you specify

share" option.

-folders" option defaults to enumerating all the sub

a sub -folder level in "Traverse only 'n' level(s) of sub

of sub -

-folder level, where the levels are numbered

-folders

-folder in the

NOTE: The "Do not display folders that have same permissions as the parent folder"

option would be enabled by default.

The report would be displayed as below:
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'ﬂ Shares and Resources - Falders (RD45) EI@
|y Refresh | & Print / Preview |3 Export |57 Filter Custamize | (] Scan Profiles (Computers) + | 5 E-mail Find 2]
(= @ Enterprise - SHARES || ] Shares | | 7| Falders | ) Files
SI[S)\;ZI\\IJTELIIQT ggfnr: E;:er Sub-Folders ner H:?nre Security Inherited  Apply To i
PATHFINDER: ADChangeTrach \\RD4SIADCha ADChangeTrack,.. | BUILTINYAdminis... | BUILTIMNiA... |Allow - Full Co... |Mo This folder only
ADChangeTrack... | BUILTIMNAdminis... |BUILTINA... |Allow - Full Co... |No This Folder, subfolders...
ADChangeTrack... | BUILTIMNAdminis... |BUILTINUsers |Allow - Special ... |No This Folder and subfold. ..
ADChangeTrack... | BUILTIMNAdminis... |BUILTINUsers |Allow - Special ... |No This Folder, subfolders...
ADChangeTrack... | BUILTINVAdminis... |CREATCR ... | Allow - Special ... |MNo Subfolders and files only
ADChangeTrack... | BUILTIMNAdminis... |WT AUTHOR... [Allow - Full Co... |No This Folder, subfolders...
Address V1RO45 Addres Address BUILTINNAriniz... |BUILTIMiA... | Allow - Full Co... | Yes This folder only
Address BUILTIMN Adminiz... |BUILTIMNVA. .. | Allow - Special ... |Yes Subfolders and files anly
Address BUILTIMNAdminiz... |BUILTIMNSe... |Allow - Special ... |Yes Subfolders and files anly
Address BUILTIMNAdminiz... |BUILTIMNSe... |Allow - Special ... |Yes This Folder anly
Address BUILTIMNAdminiz... |CREATOR ... | Allow - Special ... |Yes Subfolders and files anly
Address BUILTIMNAdminiz... |NT AUTHOR... |Allow - Special ... |Yes Subfolders and files anly i
] T b -

How to view permissions of files in a share?

; Files . A .
Click I[ tab. The "Files and Permissions " dialog appears:
'5! Shares and Resources - Files (RD45) o || B | 2
[y Refresh | & Print / Preview |50 Export | 5P Filt I Folders and Pemissions @ il Find [
—g Enterprise - SHARES || 5] Shares all=parcs
: ADWENTLRE @ Select sharels)
DISCOVERY -] ADChangeTrackerd -
PATHFINDER -] Address
Q RO45 D Bharath Source Code Backup$
LB RDS4 ] Bulk export Far patch E

D Resourcest
]| Support X

Include sub-folders
1

V| Do not display Files that have the same permissions as the
parent Folder

< n 3 | cancel |

You can view permissions of files in a share or for all the shares in the selected server by

selecting "All shares" option or "Select share(s)" option respectively.

You can also optionally include the sub -folder(s) information by selecting the "Include

sub -folders" option.

The files having permissions identical to the parent folder would show up with "Same as
parent" in both User Name an d Security fields in the report. If you do not want files with
identical permissions as the parent folder reported, then select, the "Do not display files
that have same permissions as the parent folder" option. This option will not report files

with ident ical permissions as the parent folder.
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To view up to a certain level of sub -folders and files, select the "Traverse only 'n' level(s)
of sub -folder in the share" option and specify a sub -folder level, where the levels are

numbered as follows:
\\server \sharename \Level 1 \Level 2 \Level 3...

NOTE: The "Include sub -folders" option defaults to enumerating all the sub -folders
unless you specify a sub -folder level in "Traverse only 'n' level(s) of sub -folder in the

share" option.

NOTE: The "Do not display filesth  at have same permissions as the parent folder" option

would be enabled by default.

The report would be displayed as below

'ﬂ Shares and Resources - Files (RD45) EI@
|y Refresh | & Print / Preview | = Export | 5P Filter Custornize | (&) Scan Profiles (Computers) = | 5 E-mail Find =
| )  Shares | ] Folders | ] File=s |
ggfnr: E;ﬁerfile ;::;rfile x}lad:r.fFiIE ner User Mame Security Inheriter Apply To |§|
ADChangeT |\RO45)ADCHE Bl =T A BUILTIMAdmiris...  BUILTIM|Admiris... Allow - Full ... This Folder arly £
ADChangeTrack... |Folder BUILTIM\Adminis... |BUILTIN\Adminis... |Allow - Full ... [MNa This Falder, subfal...
ADChangeTrack... |Folder BUILTIMAdminis... |BUILTIM\sers Allow - Spe... Mo This folder and su...
ADChangeTrack... |Folder BUILTIMAdminis... |BUILTIM\sers Allow - Spe... Mo This folder, subfal...
ADChangeTrack... |Folder BUILTIMAdminis... | CREATOR OWMNER | Allow - Spe... |MNo Subfolders and fil. ..
ADChangeTrack... |Folder BUILTIMVAdminis... |NT AUTHORITY... |Allow - Full ... |MNo This folder, subfal...
ADChangeTrack... |File BUILTIMAdminis... |BUILTIMAdminis... |Allow - Full ... |MNo
ADChangeTrack... |File BUILTIMVAdminis... |BUILTIMVAdminis... |Allow - Full ... |Yes
ADChangeTrack... |File BUILTIMAdminis... |BUILTIM\sers Allow - Spe... |Yes
ADChangeTrack... |File BUILTIMNVAdminis... |NT AUTHORITY... |Allow - Full ... |¥es
Address | V\RD45\Addre Address Folder BUILTIM Adrminis,.. | BUILTIM|Adminis... | &llow - Full ... |Yes This falder only
Address Folder BUILTIMAdminis... |BUILTIMVAdminis... |Allow - Spe... |Yes Subfolders and fil. .. i
] 1 ¢
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5 Built -in Reports

5.1 AboutBuilt -in Reports

Built -in reports  are a set of predefined reports that are based on some of the common

tasks in  NTFS permissions reporting. Built -in reports are easy to use because of the built

in queries that  speeds -up the report generation process.

The built -in reports feature provides reports on the following r esource categories:

i Permissions Reports

i Shares and Resources

5.2 How to view Built -in Permissio  ns Reports  ?

Permissions Reports

Permissions Reports includes reports that focus solely on reporting the access

permissions assigned to users and groups on objects such as folders etcetera.

L]

Built-in Reports

|% Permissions
'ﬂ Shares and Resources

Click on

button under Built -in Reports button in the toolbar.
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List of Permissions Reports

Report Name

Description

List of permissions for specific users

and groups on folders

Reports the folder permissions assigned
to specific users and/or groups on a

selected set of folders.

List of permissions for  folders

Reports the permissions associated with

a selected set of folders.

List of permissions for specific users

and groups on files

Reports the files permissions assigned to
specific users and/or groups under a

selected set of folders.

List of permissions for files

Reports the permissions associated with

files under a selected set of folders.

List of all permissions for folders

(Inherit & Explicit)

Reports the permissions for users
assigned in the folders directly and

inherited by means of nest  ed groups.

List of effective permissions for users

and groups on folders

Reports the effective permissions for

users and groups for a set of folders.

List of effective permissions for users

and groups on files

Reports the effective permissions for
users and groups for files available in a

set of folders.

List of effective permissions for

specific users and groups on folders

Reports the effective permissions for
specific users and groups available in a

set of folders.

List of effective permissions for

specific users and groups on files

Reports the effective permissions for
specific users and groups for files

available in a set of folders.
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How to view Built -in Permissions Reports?

List of permissions for specific users and groups on folders

This report allows you to view folder permissions for specific users and groups.

L]

Built-in Reports

|§ Permissions
'g Shares and Resources

Click on button under  Built -in Reports in button in the

toolbar.
The Built -in Reports window with the list of reports will be displayed as shown below:
Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time.

Built-in Reports - List of permissions for specific users and groups on folders

Step 1 of 3 @ Select Report
Select a report from the available Built-n Reports, =]

Description
Elg Permissions :

------- 8. pmions i s rd s e
------- [E) List of permissions for folders specific user/group

------- [ Uist of permissions for specific users and groups on files account,
------- @ List of permissions for files

------- [ List of all permissions for folders (Inherited & Explicit)

------- [ List of effective permissions for users and groups on folders
------- [ List of effective permissions for users and groups on files

------- @ List of effective permissions for specific users and groups on folders

------- |§| List of effective permissions for specific users and groups on files

ack Mext I ’ Close

Click Next to proceed to the next step.
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Step 2: Select User/Group Accounts:

Select user and/or group accounts for which you would like to view the permissions for

foldersf/files.

[

Built-in Reports - List of permissions for specific users and groups on folders @
Step 2 of 3 ! Select User/Group Account(s)
Select user andfor group accounts For which wou would like to view the permissions on Files/Folders., Ei

Enter account names ; =i Add to list ﬂ'

Accounts fram domaimserver: [ Browvse and Select ]

Accounts from Scan Profiles (UserafGroups): [Frequerﬂ Scans v] .ﬁ.;.

Selected Accounts:

Account Mame Account Type Remave

Adventureladminuser

Adventure)alan
Adventure)alex
Adventure\Michael
BuiltinAdministrators

Back I ’ Mext I ’ Close

U Enter the name of User/Group in domain \account name format and click Add to
List to add the name to selected accounts list

U Use Select a Scan Profile (Users/Groups) option to use the users and groups
added in the profile. For more information on Scan Profiles, click About Scan
Profiles (Users/Groups).

U Use Browse and Select option to retrieve users and groups from servers or

Scan Profile (Computers).
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"

Sele

ct Accounts

Wi and Select Accounts [ sers/Groupz] available from computers displayed below.

(]

£} DISCOVERY
=@} PATHFINDER.

: RD54'|,au:|minuser
-] rRDS4iGuest

13

m

Find: Guest

] ] [ LCancel

U Usethe Find option

Click Next to proceed.

Step 3: Select shared folders

Select one or
Built-in Reports

Step3o0f3 :5
Enter the full
faolder paths F
properties For

Share/Folder LS

Scan Profile

Folder Path

VRD49Aaddre
VIRD4ADMI
WRO4CE
WRO4M D
VIRD4MES
VWRD4Exchy
VIRD4NMFS
VIRD4HE

4 |

Do nok disp

more servers to retrieve available shares:

to search desired user/group accounts.

Select Shares

Wiew and select Shares and Folders available From compuaters displayed below,

Scan Profiles (Computers)

- Domains
£ ADYENTURE
El--- Domain Controllers
-] ro4g
-] VRD4siAddress
-] VRD4SLADMING
-] virD4aiCE
~[Z] VRD49iDg
-] VRD4siES
-] V\rD49iExchange0aB

[ ] VRD4wyEs

e N0 Profile found, Configure using Scan Profiles Manager, =

= (=]
sk of LIMC =f
=
A
Evel | | &dd From

Impork

m

4

Remoyve

r

L |

Ok

Folder Oplions
Zancel ]

Back. ] ’ Einish l [ Close
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- |

Built-in Reparts - List of permissions for specific users and groups on folders @

Step 3 of 3 :Select Shared Folder{s)
Entet the tull path of a Share or Shared Folder, Click Add From to load the list of shares, Innport toimport a list of LNC Ef
folder paths From a kext File, Select a faolder in the list below and Click Edit Folder Options to modify the default k}&
properties for scanning each Folder,

Share/Falder LNC Path:

Scan Profile (Shares): | Sample Scans - ¥
Folder Path Include sub-fFolders Folder level * | | &cd From
NRO4NAddress True all
WRD4SADMING True al
VRD49CH True al e | r——
WRD4MDE True all
VRD4MES True al i
VRO4NExchangeOaE True all
VRO4ANFS True all
WRD4SHE True al -
4 | 1 3

Do notk display folders that have the same permissions as the parent folder Edit Folder Options

Include group membership information

Include SID

[ Back, ] [ Finish ] ’ Close

You may also type the UNC path of a folder that is not in the list, such as a folder that is
not shared, and then click Add , to add it to the list. In addition, you may also import a
list of UNC paths to shared and non -shared folders from a text file by us ing the Import

button.

Folders that have identical permissions as the parent folder would show up with "Same
as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder r eported, then select Do not
display folders that have same permissions as the parent folder option. This

option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the par ent folder"

option would be enabled by default.

NTFS Security Auditor defaults to scanning all the sub -folders under a given shared
folder. If you want to change the Include sub -folders and Folder level options click Edit

Folder Options.
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Folder Options

Folder Path:

Include sub-folders

[ Traverse only|1

e
-

level(s) of sub-folder in the share

|:| Apply this setting to all folders in list [ )4

==

Click OK to proc eed.

Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

8 Built-in Repaorts - List of permissions for specific users and groups on folders
|Gy Refresh | i Print / Preview | i5¢ Export | S E-mail
Report Details
Report Name :  List of permissions for specific users and groups on folders

Generated on: 20 Jul, 2011 11:02:39 AM

Status: Success

Find

Falder
User Mame Path Sub-Folders Crener S0

BUILTIMAdministrata \\RD49Exchal ExchangeDaB | BUILTIMNVAministra 5-1-5-32-544
0zZbZe7ob-66c8-¢ BUILTINNAdministra 5-1-5-32-544

VRD49%Group| Grouphetrics BUILTIMN Administry 5-1-5-32-544

VRD4IMETLD METLOGON BUILTIMN &dministra 5-1-5-32-544

Account

Type

ADVEMTURE Administ {\R049% Test s Test share Folder BUILTIMN Administra 5-1-5-21-3221| User

GEroup
GEroup
GEroup
GEroup

Member of

Acces:

Type

CM=0rganization Managemer Allow

CM=iaroup Palicy Creator O
CH=Domain Admins
CN=Enterprise Admins
CH=5chema Admins
CN=Remote Desktop Users

CH=Administrators

Allow
Allow
Allow

Allow

Inheriter Security

Mo

Full Contral

Full Contral
Full Contral
Full Contral
Write Attributes
Take Cwnership

Change Permissions| This Folder only  +

Apply To

This Folder, subf

This Folder, subf
This Folder, subf
This Folder, subf
This Folder only
This Folder only

3

m
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How to view Built -in Permissions Reports?

List of permissions for folders

This report allows you to view the associated permissions for specific folders.

L]

Built-in Reports

|ﬁ Permissions
'g Shares and Resources

Click on button under

toolbar.

Built -in Reports

in button in the

The Built -in Reports window with the list of reports will be displayed as shown below:

Step 1: Report Selection

Select the report  to be generated. Only one report can be generated at a time.

Built-in Reports - List of permissions for folders

Step 1 of 2 @ Select Report
Select a report from the available Built-n Reports,

a& Permissions

------- [ List of permissions for spedific users and groups on folders
....... 5

------- @ List of permissions for specific users and groups on files

------- @ List of permissions for files

------- @ List of all permissions for folders {Inherited & Explicit)

------- [ List of effective permissions for users and groups on folders
------- @ List of effective permissions for users and groups on files

------- @ List of effective permissions for specific users and groups on folders

------- |§| List of effective permissions for specific users and groups on files

Description

This report lists the
permissions assigned to a
specific folder.

Mext I ’ Close

Click Next to proceed to the next step.
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Step 2: Select shared folders

Select one or more servers to retrieve available shares

Built-in Reparts - List of perrmissions for folders == ]

Step 2 of 2 : Seleq Select Shares @
Entet the tull path § view and select Shares and Folders available from computers displayed below, uMC

ﬁf-
Folder paths From & h;&

properties For scan

Share/Folder UNC F e Scan Profiles {Computers) -

4108 Sampls Scans Add From
- Domains
Imnpork

-0} DISCOVERY
= Domain Controllers
—-Tm) RO4E
..... VRD45\ARKAD Screen Shots
----- NRD46,CE
..... ] wRDsicD

----- ViRD4a sampletask
- =1 F

Folder Path

m

..... ] virD4sishare
..... [ wrD4elExchangelm
..... [ viRD4siEffective -

[ K ] [ Cancel I

Trer Close

-

Built-in Reports - List of permissions for folders @

Step 2 of 2 : Select server(s) for Shared Folders-list
Entet the tull path of a Share or Shared Folder, Click Add From to load the list of shares, Innport toimport a list of LMC Hf-
folder paths From a kext File, Select a Folder in the list below and Click Edit Folder Options o modify the default .
properties For scanning each Folder.

Share/Folder UNC Path:

Scan Profile (Shares): | Sample Scans - ﬁ
Folder Path Include sub-folders Folder level * | | &cdd From
NRO4NAddress True all —
Irnpark

VRO4NADMING True Al
WRD491CH True Al - (W r—
VRD4DE True al =
VROINES True all
VRO4NExchange0aB True all
WRD4FS True Al
WRD4HE True all -
4 I I

Do not display Folders that have the same permissions as the parent folder Edit Folder Options

Include group membership information
Include SID

[ Back. H Einish H Close

You may also type the UNC path of a folder that is not in the list, such as a folder that is

not shared, and then click Add, to add it to the list. In addition, you may also import a
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list of UNC paths to shared and non -shared folders from a text file by using the Import

button.

Folders that have identical permissions as the parent folder would show up with "Same
as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as the parent folder option. This

option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent folder"

option would be enabled by default.

NTFS Security Auditor defaults to scanning all the sub -folders under a given shared
folder. If you want to change the Include sub -folders and Fold er level options click  Edit

Folder Options.

-

Folder Options @

Folder Path: | NETREERFSI0S

Include sub-folders

-
-

[ Traverse only|1 lenvelis) of sub-folder in the share

|:| Apply this setting te all folders in list QK ] [ Cancel

Click OK to proceed.
Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

o= Built-in Reports - List of perrnizsions for folders EI@
1 Refresh | gy Print/ Preview |56 Export | 5g) E-mail Find 5]
Report Details
Report MName : List of permizsions for folders
Genersted on: 20 Jul, 2011 051 4:53 PM Status: Canceled
-
Fuolder Path Sub-Folders OrmEr User Mame Sio Account Type Access Type Inherite Security Apply To
\RD4YAddress Address MT AUTHORITY BUILTIM)Adriniskrat S5-1-5-32-54 Group Allov Yes Full Control This fFalder, subfolde 3
MT AUTHORITY\SYS 5-1-5-18 | Well Known Sid Allow Yes Full Control This falder, subfolde
MT AUTHORITYYAUL 5-1-5-11 | Well Known Sid Allov Mo Read This fFalder, subfolder
VRO ADMING ADMING NT SERVICEST ry BUILTIMYUsers 5-1-5-32-54 Group Allov Ko Read and Execul This folder only
MT SERWICEYTrusteq S5-1-5-80-2% Well Known Sid Allov Mo Full Control Subfolders only
This folder only
MT AUTHORITY1SYS 5-1-5-18 | Well Known Sid Allov Mo Full Control Subfolders and files
BUILTIMYAdrministrat 5-1-5-32-54 Group Allo Mo Madify This Falder anly
Full Control Subfaolders and files
MNT AUTHORITYYSYS 5-1-5-18 | Well Known Sid Allow Mo Madify This Falder anly il
4 T 3
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How to view Built -in Permissions Reports?

List of permissions for specific users and groups on files

This report allows you to view file permissions for specific users and groups.

L]

Built-in Reports

|% Permissions
.ﬂ Shares and Resources

Click on button under  Built -in Reports

toolbar.
Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time.

in button in the

"

Built-in Reparts - List of perissions for specific users and groups an files

Step 1 of 3 : Select Report
Select a report From the available Built-in Reports.,

E% Permissions
....... ) List of permissions for specific users and groups on Folders
....... @ List of permissions For Folders

------- @ List of permi 5 fic users and groups on files

------- [E] List of permissions for files

------- @ List of all permissions For Folders (Inherited & Explicit)

------- @ List of effective permissions for users and groups on folders
------- @ List of effective permissions For users and groups on files

------- @ List of effective permissions For specific users and groups on Folders

------- [E] List of effective permissions For specific users and groups on files

kgﬁgﬁ

De=zcription

This report lists the file
permizzions assigned to a
specific USerigroup
account.

ek l ’ Close

Click Next to proceed to the next step.
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Step 2: Select User/Group Accounts:

Select user and/or  group accounts for which you would like to view the permissions for

foldersf/files.

Built-in Reparts - List of perrmissions for specific users and groups on files

Step Z of 3 : Select User/Group Account{s)
Select user andjor group accounts For which wou would like ko view the permissions on files/Falders.

Accounts from domaintserver: [ Browwse and Select ]

Accourts from Scan Profiles (Users/Groups): [Frequerﬂ Scans v] .;ﬁ;.

Selected Accounts:

Enter account name : =8 Add o list (i ]

Accounkt Mame Account Type

Adventureladminuser
Adventureialan
Adventure)alex
AdventureiMichael
Builtinhadministrators

Femmoe

4 (L1

Back, l [ Mexk l ’ Close
U Enter the name of User /Group in domain \account hame format and click Add to
List to add the name to selected accounts list
U Use Select a Scan Profile (Users/Groups) optio n to use the users and groups

added in the profile. For more information on Scan Profiles, click About Scan

Profiles (Users/Groups).

i Use Browse and Select option to retrieve users and groups from servers or

Scan Profile (Computers).
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Select Accounts @
Wiew and Select Accounts [ sersGroups] available from computers dizplayed below.
e Scan Profiles {Computers) e
C - Sarple Scans
[ — Domains =
----- M@ DIScovERY
=@l PATHFINDER.
- Domain Controllers
= &) serversworkskations
=8y RDS4
--[] ROS#\administrator
------- RDS4hadminuser
-] RDS#GUest Il
Find:  Guest =) ok | [ Concel
U Usethe Find option to search desired user/group accounts.
Click Next to proceed.
Step 3: Select shared folders
Select one or more servers to retrieve available shares.
Built-in Reparts [ Select Shares @ |_EE |
Step 3of 3 9 View and select Shares and Folders available From computers displaved below,
Enker the full g st of UMC Ef
falder paths Fr Llk H}&
properties For
(= Scan Profiles (Computers}) e
© i <Ma Profile Found. Zonfigure using Scan Profiles Manager, =
Share/Folder U
- Domains
Scan Profils =8y ADVENTURE =
El Domain Controllers
Folder Path @1 RD49 Ervel | | Add From
WRD4staddrg) 0 0 L YRD491Address -
NRDaStADMI 5 VRD4NADMING
YRD4SCE E
wRodsiog || o VRD4TCE
WRDesES || 0 b VIRD49\D4 i
VRD49Exchy| 0 0 i [ wrD4siEs
VWRDdMFE ] 08 i ] WRrD49Exchang=0ng
VRO4IHE AN
< o=

Do not disp

older Options

Cancel ]

Back

H Finish ][ Close

49



Chapter -5-Built -in -Reports

- |

Built-in Reparts - List of perrissions for specific users and groups an files @

Step 3 of 3 :Select Shared Folder{s)
Entet the tull path of a Share or Shared Folder, Click Add From to load the list of shares, Innport toimport a list of LNC Ef
folder paths From a kext File, Select a faolder in the list below and Click Edit Folder Options to modify the default k}&
properties for scanning each Folder,

Share/Falder LNC Path:

Scan Profile (Shares): | Sample Scans - ¥
Falder Path Include sub-Folders Falder level * | | Add From
NRO4NAddress True all
NRO4NADMING True all
WRD4CE True all 3 Remove
WRD4MDE True all
WRD4SES True al i
VRO4NExchangeOaE True all
VRO4ANFS True all
VWRD49YHE True all -
4 | 1 3

Do not display files that have the same permissions as the parent folder Edit Folder Options

Include group membership information

Include SID

[ Back, ] [ Finish ] ’ Close

You may also type the UNC path of a folder that is not in the list, such as a folder that is
not shared, and then click Add, to add it to the list. In addition, you may also import a
list of UNC paths to shared and non -shared folders from a text file by us ing the Import

button.

Folders that have identical permissions as the parent folder would show up with "Same
as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as the parent folder option. This

option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the pa rent folder"

option would be enabled by default.

NTFS Security Auditor defaults to scanning all the sub -folders under a given shared
folder. If you want to change the Include sub -folders and Folder level options click Edit

Folder Options.
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Folder Options

Folder Path: S ADMIN

Include sub-folders

[ Traverse only|1

e
-

|:| Apply this setting to all folders in list

level(s) of sub-folder in the share

(o] (o |

Click OK to proceed.

Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

o) Built-in Reparts - List of permissions for specific users and groups on files

(=1 EoR /==

1

“Wrike Attribukes

|Gy Refresh | &5 Print / Preview | 5 Export | 528 E-mail Find 2]

Report Details
Report Name :  List of permizsions for gpecific users and groups on files

Generated on: 21 Jul, 2011 03:58:04 P Status: Canceled
User FalderFile Folder/File FolderF Account ACCESS , , i
Marme Path hame TEE Chner sio T T Inherite  Security Apply To

BUILTIM| Adminis {iRD49Address Address | Folder | NT AUTHORIT| 5-1-5-32 Alias Allove es Full Contral This faolder, subfalders and
ADYENTURE adn YWRD49NTFS Securil NTFS Secd Folder | ADVENTURE S 5-1-5-21 User Allow Mo Full Control This falder, subfalders and
BUILTIN Adminis Y\RD494NTFS Securil NTFS Secd Folder | ADVENTURE S 5-1-5-32 Alias Allow Mo Full Control This folder, subfalders and

VRD4ASYSVOL SOl | Folder | BUILTIMAdmin 5-1-5-32 Alias Allow Mo Create Folders | Apf This folder only E

This Folder only

Write Extended Attr This folder only
Read Permissions | This folder only
Change Permissions| This folder only
Read Extended Atk This folder only
Read Attributes This Folder only
Take Ownership This folder only
Create Files [ Write | This folder only

hanne Perrniczinnel SokFaldears and Filas anbe
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How to view Built -in Permissions Reports?

List of permissions for files

This report allows you to view the associated permissions for specific files.

L]

Built-in Reports

|ﬁ Permissions
'g Shares and Resources

Click on button under

toolbar.

Built -in Reports

in button in the

The Built -in Reports window with the list of reports will be displayed as shown below:

Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time.

Built-in Reports - List of permissions for files

Step 1 of 2 @ Select Report
Select a report from the available Built-n Reports,

EI& Permissions

....... [E] List of permissions for specific users and groups on folders
....... [E) List of permissions for folders

....... [E] List of permissions for specific users and groups on files

....... 5

------- @ List of all permissions for folders {Inherited & Explicit)

....... [ List of effective permissions for users and groups on folders
------- @ List of effective permissions for users and groups on files

------- @ List of effective permissions for specific users and groups on folders

------- |§| List of effective permissions for specific users and groups on files

Description

This report lists the
permissions assigned to
files under a specific folder.

Mext I ’ Close

Click Next to proceed to the next step.
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Step 2: Select shared folders:

Select o ne or more servers to retrieve available shares

Built-in Repaorts - List of permissions for files EX
Step 2 uf 2 H SEIE':l— =y F oh A Eald Lick
Enter the tull path of Select Shares (5l lnc =,
Folder paths from a i wiew and select Shares and Folders available From computers displayed below, h&

properties For scann|

Share/Folder UMC Paf| = Scan Profiles {Computers) -
- %Mo Prafile Found, Canfigure using Scan Profiles Manager, =
Scan Profile {Sharef{| }
=+ DOMNAINS
Folder Path - [@) ADVENTLIRE J i
e .

WRD49\Address = Dormain Controllers

VRO ADMING -8} RD49

YRO4SCE -[] YiRD49\ Address 3

WRD421DY [ VR4S ADMING

R4S E:

HRD43IES -] ViRD49iCE

YWRD4Exchangeo) - -

\IRD4SFS o a|\iRD451D%

YVRD4HE -] \IRD43ES 8

‘ -] YRD49\Exchange0aE r

] V\RD49FE

Do not display File g \iRD49\G — | |pptions
Include group me
Tnclude 51D [ ok || cancel |

Acddl From

Impork

Remowve

Il

| Bk || Ensh ||

Close I

Built-in Reparts - List of permissions for files

Step 2 of 2 : Select server({s) for Shared Folders-list

folder paths From a kext File, Select a folder in the list below and Click Edit Folder Options to modify the default
properties For scanning each Folder,

Share/Falder UNC Path:

Entet the tull path of a Share or Shared Folder, Click Add From to load the list of shares, Inport toimport a list of UNC

[l

Scan Profile (Shares): | Sample Scans - ﬁ'

Faolder Path Include sub-Folders Folder level * | | Add From
NRO4MAddress True all —
VRD4SADMING True all

WRD4SCH True all [ r—
YRD4NDE True Al =
WRD4NES True al

VRO4NExchangeOnE True all

NRODAFS True all

VRO9NHE True all -

4 n I

Do ot display files that have the same permissions as the parent Folder Edit Folder Options

Include group membership information
Include SID

| Back || Ensh ||

Close

53



Chapter -5-Built -in -Reports

You may also type the UNC path of a folder that is not in the list, such as a folder that is
not shared, and then click Add, to add it to the list. In addition, you may also import a
list of UNC paths to shared and non -shared folders from a text file by using the Import

button.

Folders that have identical permissions as the parent folder would show up with "Same

as parent" in U ser Name and/or Security fields in the report. However, if you do not

want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as the parent folder option. This

option will not rep  ort folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent folder”

option would be enabled by default.

NTFS Security Auditor defaults to scanning all the sub -folders under a given shared
folder. If you want to change the Include sub -folders and Folder level options click Edit

Folder Options

Folder Options @

Folder Path:  IEREEIEEEIRT

Include sub-Folders

[T Traverse only |1 = | level{s) of sub-folder in the share

[] Apply this setting to all folders in list [ oK ] [ Cancel

Click OK't o proceed.
Click Finish to generate the selected report.

After the data collection process is complete, the report would be genera ted in a report

window as shown below:

a2 Built-in Reports - List of permissions for files = ==
|Gy Refresh | iy Print / Preview | |ise Export | 58l E-mail Find =X
Report Details

Report Mame :  List of permiszions faor files

;;ﬁerﬂle E::er"e ?yn:ad:” Cwener Uzer Mame Security Inheritec Apply To i
VIRD4Sh st 1 testl Folder | BUILTIMVAdministrak Unknown Account | Allows - Special Accem This falder, subfolders and files
BUILTIMVAdministrak Allows - Full Control | Mo This Folder anly
Allove - Special fcce: Mo This Folder, subfolders and Files L
PATHFINDER\adminl Allow - Full Control |Mo This Folder, subfolders and Files 1
PATHFIMDER \crouch allow - Special Acce: Mo This folder, subfolders and Files
Ewervaone Allow - Special Acce: Mo This folder, subfolders and Files
Unknown Account | Allow - Special Acce: Mo This Folder, subfolders and Files | &
PATHFIMDER\Twst | allow - Special Acce: Mo This folder, subfolders and Files
Allow - Special Acce: Mo This folder and subfolders
Application Data Folf Folder | BUILTIMYAdministrall Unknown Account | Allow - Special Acce: Yes This folder, subfolders and files
BUILTIMVAdmministrak Allow - Special fcce: Yes This folder, subfolders and files il
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How to view Built -in Permissions Reports?

List of all permissions for folders (Inherited & Explicit)

This report lists the permissions (explicit and inherit) assigned to the users for a set of

folders.

L]

Built-in Reports

|% Permissions
.ﬂ Shares and Resources

Click on button under Built -in Reports in button in the

toolbar.
The Built -in Reports window with the list of reports will be displayed as shown below:
Step 1. Report Selection

Select the report to be generated. Only one report can be generated at a time.

Thiz report lists the
permissions (explict and
-~ [E] List of permissions For Folders inherit) assigned to the
users for & set of falders.

E‘l Liskt of permissions For specific users and groups on Folders

@ List of permissions For specific users and groups on Files
@ List of permissions For Files
@ List af all perm Far Folders (Inherited

@ List af effective permissions Ffor users and groups on falders
E‘l List of effective permissions For users and groups on files

E‘l List of effective permissions For specific users and groups on Folders

@ Lisk of effective permissions For specific users and groups on files

Built-in Reports - List of all permissions for folders Inherited & Explicit) @
Step 1 of 2 @ Select Report
Seleck a repart From the available Builk-in Reports, hgf
Description

Mexk l ’ Close

Click Next to proceed to the next step.
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Step 2: Select shared folders:

Select one or more servers to retrieve available shares

Built-in Reports - List of all permissions for folders dnherited & Explicit) e=|
Step 2 of 2 : Selg
Enter the full pakh o =ct Shares U2 e e =
folder paths From | View and select Shares and Folders available From computers displayed below, h;&

properties for scal

208 RD49

SharefFalder UNC
-] WRD4saddress

Scan Profile (Shal

-] WRD4SADMING
- WRD4SCE

Folder Path & Add From
\,'l,TlDirg'l,:dd T [paarron |
ress

WURD43LADMING WRD49IES =
VRDSCE mbd |1\ RO4NExchangeCnE = =
1|RD49\D§ [ irD4oiFs
VIRD4ES EI VRD4IGEH
WRDA9Exchange D WV RD4aEroupetrics
VRD42\FE

-] WRD4EHE
VRD4HE |l
- ] WRD4SANETLOGON -

-] WRD49\NTFS Bulk Sharez
-] \\RD49WMTFS BulkTest Share

Do not display A

er Oplions

] [ Cancel ]

J

[ ok

J |

’ Back Finish Close ]

-

=5

Built-in Reports - List of all permissions for folders (Inherited & Explicit)

Step 2 of 2 : Select server(s) for Shared Folders-list
Entet the full path of a Share or Shared Folder, Click Add From to load the list of shares, Innport toimport a list of UNC
folder paths From a kext File, Select a Folder in the list below and Click Edit Folder Options o modify the default
properties For scanning each Folder.

Share/Folder UNC Path:

scan Profile (Shares): ﬂ

-

Sample Scans

Falder Path Include sub-fFalders Falder level * | | Add From
RO Address True all

VWRD4ADMINE True all
WRD4NCE True all =

VRODINDE True all
VROINES True all

VRO4NExchange0AB True all

VWRD49FE True all

WRD4HE True all -

4 m 3

Do not display folders that have the same permissions as the parent folder

Edit Folder Options

[ Back. H Einish H Close

You may also type the UNC path of a folder that is not in the list, such as a folder that is

not shared, and then click Add, to add it to the list. In addition, you may also import a
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list of UNC paths to shared and non -shared folders from a text file by us ing the Import

button.

Folders that have identical permissions as the parent folder would show up with "Same
as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder r eported, then select Do not
display folders that have same permissions as the parent folder option. This

option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent folder"

option would be enabled by default.

NTFS Security Auditor defaults to scanning all the sub -folders under a given shared
folder. If you want to change the Include sub -folders and Folder level options click Edit

Folder Options.

Faolder Options @

Folder Path:  EREEE

Include sub-folders

-

[ Traverse only 1 = level(s) of sub-folder in the share

|:| Apply this setting to all folders in list Ok ] [ Cancel ]

Click OK to p roceed.
Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

a7 Built-in Reports - List of all permissions for folders Inherited & Explicit) EI@
|y Refresh | i Print / Preswiew | 5 Export | =gl E-mail Find =3
Feport Details
Report Name: List of all permissions for folders (Inherited & Explicit)
Generated on: 21 Apr, 2011 06:05:49 P Status: Cancelled
Folder Path Sub-Fold  Cwner User Mame Security Inherite: Apply To Typelinkherited & Explicit) -
WRD4S test1 kestl BUILTIM'Adr Everyone Allow - Special Acced Mo This Folder, subf... |Explicitly assigned.
PATHFINDER AL dmin Allow - Special Acce: Mo This Folder, subf... |Inherited from groups):Administrators|Domai. ..
Allow - Full Control | Mo This Folder only Inherited from groupis):Administrators =
Allow - Special Acce: Mo This Folder, subf... |Inherited from group(s):Administrators
Allow - Full Control | Mo This Folder only Inheriked from groupis):Adminiskrators|Domai. ..
PATHFIMDER \Administ allow - Special Acces Mo This Folder, subf... |Inherited From groups): Administrators
Allow - Full Contral | Mo This Folder only Inherited from groups):Administrators|Enter ...
Allow - Special Acce: Mo This Folder, subf... |Inherited from group(s):Administrators|Enter ...
This falder, subf... |Inherited from group(s):Administrators|Daomai. ..
Allow - Full Control | Mo This Folder only Inherited from group(s):Administrators|Daomai. ..
This folder only Inherited from groupis):Administrators
PATHFINDER \adminuss Allow - Full Control | Mo This Folder only Inherited from groupgs):Administrators|Domai. ..
This folder onl Inherited from groupis): Administrators bl
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How to view Built -in Permissions Reports?

List of effective permission for users and groups on folders

This report lists the  effective permissions  for users and groups assigned to set of folders.

L]

Built-in Reports

|§ Permissions
'g Shares and Resources

Click on button under

toolbar.

Built -in Reports in button in the

The Built -in Reports window with the list of reports will be displayed as shown below:

Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time.

Built-in Reports - List of effective permissions for users and groups on folders

Step 1 of 2 : Select Report
Select a report from the available Built-in Reports.

List of permissions for specific users and groups on folders
List of permissions for folders

List of permissions for specific users and aroups on files
List of permissions for files

List of all permissions for folders (Inherited & Explicit)

List of effective permissions for users and groups on files

List of effective permissions for specific users and groups on folders

W W 0 [ 0 [ [ 0

List of effective permissions for specific users and groups on files

Description

This report lists the effective
permissions for users and
groups assigned to et of
folders.

Next ] [ Close

Click Next to proceed to the next step.
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Step 2: Select shared folders:

Select one or more servers to retrieve available shares

Built-in Reparts - List of effective permissions for users and groups on folders [==]
Step Z of 2 : Seleck, Lot fon L Aol L=e
Enker the full path ol Select Shares [ 2= |pnc 5
Folder paths from & § wisw and select Shares and Folders available from computers displayed below, hg&
properties For scann
Share/Falder UMC Pa Scan Profiles {Computers) ‘m
- #Mo Profile Found, Configure using Scan Profiles Manager, =
Scan Profile (Share ;
Domains

Folder Path i) ADVENTURE 3 -~ | | et From

)18}, Domain Controllers
WRD4SAddress -3 Domain
VRD4ADMINGE =)= RD49
VRD4CE -] ViRD4S\Addrass - 5
WRD45DE -] \IRD49|ADMING

R.D49E
i \E$ -] ViRD49C -
VRD4ExchangeCd
VRD49YFS -0 tirD4siog
WRD4S1HS !
< -] ViRD4S\ExchangeOAB b
-] WiRD431F$
Do not display fol Opki
N -] 1iRrD4sias - | foetons |
[ Ok ] [ Cancel ]
[ Back ] [ Einish ] [ Close ]
Built-in Reparts - List of effective permissions for users and groups on folders @

Step 2 of 2 : Select server(s) for Shared Folders-list
Entet the tull path of a Share or Shared Folder, Click Add From to load the list of shares, Innport toimport a list of LNC Ef
folder paths From a kext File, Select a Folder in the list below and Click Edit Folder Options o modify the default k&
properties for scanning each Folder,

Share/Falder LNC Path:

Scan Profile (Shares): | Sample Scans -| @
Folder Path Include sub-Folders Folder level # || &cdd From
NRO4NAddress True all —
Impark

VRD4MADMING True al l I
WRD4MCE True Al 3 Remove
WRD4MD$ True all l_—J
NROYNES True all
VRO4NExchangeOaE True all
LVRD491FS True al
WRD4SHE True al -
4 mr 3

Do not display folders that have the same permissions as the parent folder Edit Folder Options

| Back || Ensh || close
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You may also type the UNC path of a folder that is not in the list, such as a folder that is
not shared, and then click Add, to add it to the list. In addition, you may also import a
list of UNC paths to shared and non -shared folders from a text file by using the Import

button.

Folders that have identical permissions as the parent folder would show up with "Same

as parent" in U ser Name and/or Security fields in the report. However, if you do not

want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as the parent folder option. This

option will not rep  ort folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent folder”

option would be enabled by default.

NTFS Security Auditor defaults to scanning all the sub -folders under a given shared
folder. If you want to change the Include sub -folders and Folder level options click Edit

Folder Options.

Falder Options @

Folder Path: NEREEIEEIIT

Include sub-folders

[T] Traverse only|1 2| lexvel(s) of sub-Folder in the share

-

|:| Apphy this setting to all folders in list (8.4 l [ Cancel

Click OK to proceed.
Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:
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o) Built-in Reports - List of effective permissions for users and groups on folders EI@
|Qy Refresh | g2 Print / Preview | |3 Export | Sy E-mail Find 5
Report Details

Report Mame :  List of effective permiszions for users and groups on folders

Generated on: 21 Apr, 2011 05:16:00 PM Status: Success
UseriGroup . . . . a
Folder Path Sub-Falders  Owwner - Type (Inherited & Explicit) Effective Permissions
V\RD4S TestingPern) TestingPermi BUILTIMN\Administra PATHFINDER\adminl Inherited fram: PATHFIMDERIDomain Admins Full cantral E

Inherited from: BUILTINGAdministrators
Inherited from: BUILTIMYUsers- = h=Domain Lsers
Explicitly assigned

PATHFINDER aland? Inherited from: BUILTINWUsers- =CH=Domain Users | Read Permissions
Explicitly assigned

PATHFIMNDER ar Inherited from: BUILTIM\Users- =CN=Domain Users | Read Attributes

PATHFINDER alandq Inherited from: BUILTIN\Users- =Ch=Domain Users | List Folder [ Read Data
Explicitly assigned

Traverse Folder [ Execute File

Write Extended Attributes

How to view Built -in Permissions Reports?

List of effective permission for users and groups on files

This report lists the effective permissions for users and groups assigned to files available

in a set of folders.

L]

Built-in Reports

|g| Permissions

| |
Click on o2  Shares and Resources button under Built -in Reports in button in the

toolbar.

The Built -in Reports window with the list of reports will be displayed as shown below:

Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time.
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Built-in Reports - List of effective permissions for users and groups on files

Step 1 of 2 @ Select Report

Select a report from the available Built-n Reports,

Elg Permissions

------- @ List of permissions for specific users and groups on folders
------- [E) List of permissions for folders

------- @ List of permissions for specific users and groups on files

------- @ List of permissions for files

------- @ List of all permissions for folders {Inherited & Explicit)

------- [ List of effective permissions for users and groups on folders
------- @ List of effective permissions for users and groups on files

------- @ List of effective permissions for specific users and groups on folders

------- @ List of effective permissions for specific users and groups on files

Description

This report lists the effective
permissions for users and
groups assigned to files
available in a set of folders.

Mext I ’ Close

Click Next to proceed to the next step.

Step 2: Select shared folders:

Select one o r more servers to retrieve available shares

Built-in Reports - List of effective permissions for users and groups on files

Step2of2 : Selec| g.jact Shares
Enter the tull path o
folder paths from a
properties For scanm

View and select Shares and Folders available from computers displaved below,

Scan Profiles {Computers)
SharefFolder LINC P4
P B «Mo Prafile found. Configure using Scan Profiles Manager, =
Scan Profile (Shard [ — Domains
- ADVENTURE
Folder Path El Domain Contrallers
1RD4MAddress EI RO4D
:::Eg:g:zzwm ----- YRD49\Address
weDssos || L] vrodstaommg
PRD4SES
IRD4MExchanged,
WIRD49FE
WRD4HE
1 -
Do not display Filg

| »

dd

m

N Acdd Fram

(]

Remoyve

m

I
7 | |options

[ o

” Cancel ]

[ Back

l [ Finish

|| close
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- |

Built-in Reparts - List of effective permissions for users and groups on files @

Step 2 of 2 : Select server(s) for Shared Folders-list
Entet the tull path of a Share or Shared Folder, Click Add From to load the list of shares, Innport toimport a list of LNC Ef
folder paths From a kext File, Select a faolder in the list below and Click Edit Folder Options to modify the default k}&
properties for scanning each Folder,

Share/Falder LNC Path:

Scan Profile (Shares): | Sample Scans - llj
Folder Path Include sub-Folders Folder level # | | &cd From
NRO4NAddress True all —
V\RD49\ADMING True al Iﬁl
WRD4CE True Al 1 Remove
WRD4HD True al I_—/
VRD4MES True al
VRO4NExchangeOaE True all
LVRD49YFS True al
WRD4SHE True al <
Fi L1 I
| Do not display files that have the same permissions as the parent folder Edit Folder Options
| Back, ‘ | Finish ‘ | Close
You may also type the UNC path of a folder that is not in the list, such as a folder that is
not shared, and then click Add, to add it to the list. In addition, you may also import a
list of UNC paths to shar ed and non -shared folders from a text file by using the Import
button.
Folders that have identical permissions as the parent folder would show up with "Same
as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as the parent folder option. This
option will not report folders with identical permissions as the parent folder.
NOTE: The "Do not display folders that have same permissions as the parent folder"
option woul d be enabled by default.
NTFS Security Auditor defaults to scanning all the sub -folders under a given shared
folder. If you want to change the Include sub -folders and Folder level options click Edit

Folder Options.
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Folder Options @

Folder Path: | IETRE=e s

Include sub-folders

[] Traverse anly|1 = level(s) of sub-folder in the share

¥

|:| Apply thiz setting to all folders in list [ oK ] ’ Cancel ]

Click OK to proceed. Click Finish to ge nerate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

o) Built-in Reports - List of effective permissions for users and groups on folders EI@
|y Refresh | g2 Print / Preview ||z Export | 5y E-mail Find (5
Feport Details

Report Mame :  List of effective permissions for users and groups on folders

Genersted on: 21 Ape, 2011 06:16:00 PM Status: Success
UseriGroup . . . . a
Folder Path Sub-Falders  Owwner — Type (Inherited & Explicit) Effective Permissions
VWRD4S\ TestingPerm TestingPermi BUILTIMN \Administra PATHFINDERadmin! Inherited from: PATHFIMDERDomain Admins Full control E

Inherited from: BUILTINGAdministrators
Inherited from: BUILTIMYUsers- =_hN=Domain Lsers
Explicitly assigned

PATHFINDER aland? Inherited from: BUILTINWUsers- =CH=Domain Users | Read Permissions
Explicithy assigned

PATHFINDER | ar Inherited from: BUILTIMYUsers- =ChN=Domain Users | Read Attributes

PATHFINDER alandq Inherited from: BUILTIM\Users- =Ch=Domain Users | List Folder [ Read Data
Explicitly assigned

Traverse Folder [ Execute File

Write Extended Attributes
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How to view Built -in Permissions Reports?

List of effective permissions for specific users and groups on folders

This report lists the effective permissions assigned to a specific user/group account for a

set of folders.

L]

Built-in Reports

|% Permissions
.ﬂ Shares and Resources

Click on button under Built -in Reports

toolbar.
The Built -in Reports window with the list of reports will be displayed as show
Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time.

in button in the

n below:

"

Built-in Reports - List of effective permissions for specific users and groups on folders

Step 1 of 3 : Select Report
Select a report From the available Built-in Reports,

B% Permissians

------- @ List of permissions For specific users and groups on Folders
------- @ List of permissions For Folders

------- |§| List of permissions For specific users and groups on files
------- [ List of permissions for files

------- @ List of all permissions For Folders {Inherited & Explicit)

------- @ List of effective permissions for users and groups on Falders

kg“;;.

Descrigtion

Thiz report lists the effective
permiszions assigned to a
specific userigroup account
for & set of folders.

Mext l ’ Close
Click Next to proceed to the next step.
Step 2: Select User/Group Accounts:
Select user and/or group accounts for which you would like to view the permissions for

foldersf/files.
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Built-in Reports - List of effective permissions for specific users and groups on folders

Step 2 of 3 : Select User/Group Account{s}
Select user andjor group accounts Far which wou would like ko view the permissions on FilesiFalders,

Erter accourt name : Ea Add o list i

Accounts from domaimseryver: [ Browrse and Select ]

Accourts fram Scan Profiles (UsersiGroups): [Frequerﬂ Scansz v] .;ﬂ.;.

Selected Accounts:

Account Marme Account Type

Adventureladminuser
Adventurelnlan
Adventure flex
Adventureiiichael
Builtinadministrakors

4 1L}

Remove

Back || met || close |
U Enter the name of User/Group in domain \account name format and click Add to
List to add the name to selected accounts list
U Use Select a Scan Profile (Users/Groups) option to use the users and groups
added in the profile. For more information on Scan Profiles, click About Scan
Profiles (Users/Groups).
U Use Browse and Select option to retrieve users and groups from servers or

Scan Profile (Computers).

=

Select Accounts

“iew and Select Accounts [Uszers/Groups] available from computers dizplayed below,

-

(e

Iél ............. Domains
DISCOVERY

-] D54

) rOS4\administrator
; RDS4Yadminuser
- D RDS54,Guest

m

Find: Guest [E_‘-']J Ok ][ LCancel
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U Usethe Find option to search desired user/group accounts.
Click Next to proceed.
Step 3: Select shared folders

Select one or more servers to retrieve available shares.

Built-in Reports | sajact Shares @ |£l
Step 3 of 3 : 9 View and select Shares and Folders available From computers displayed below,
Enter the ol f sk af LING [—] b
falder paths Fi n h;&

properties Faor

- Sean Profiles (Computers) -

oo =Mo Prafile Found. Configure using Scan Prafiles Manager. =
SharefFolder L)

- vomains

Scan Profils -8} ADVENTLRE L

El Domain Controllers
Falder Path El DT Ervee| - Aol Fraom
WRD49iAddre -—[] VRO Address L
HRDASAADII) E WRD49ADMING
VIRD4SCS =
VWRD49YD4 -[Z) viRD4siCE
VIRD4ES -[] MRD4SIDE A
VRO Escha -] MRD49iES
VIRD451FS -] ViRD49\Exchange0ns
WRD4SHE - I
i ~[ 1 WRo4sies M k

Do not disp older Options
[8].4 ] ’ Zancel ]

| Back || Emsh || close |

Built-in Repaorts - List of effective permissions for specific users and groups on folders @

Step 3 of 3 : Select Shared Folder(s)

Enter the tull path of a Share or Shared Folder, Click &dd From to load the list of shares, Import boimport a list of UMC =f
folder paths From a text file. Select a Folder in the list below and Click Edit Folder Options to modify the default y
properties For scanning each Folder,

Sharef/Folder UNC Path;

Scan Profile (Shares): | Sample Scans "] (i ]

Falder Path Include sub-Folders Folder level | | &dd From
VRD4Maddress True ol

VIRD4MADMING True Al
VRO4MCE True Al 3 Remoyve
oot oo N
VIRD4MES True Al i
VWRD4NExchangeOnE True all

VIRD4FE True Al

VYRD49YHE True all -

a4 | 1 I

Do niok display folders that have the same permissions as the parent folder Edit Folder Options

| gack || Emsh || close
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You may al so type the UNC path of a folder that is not in the list, such as a folder that is
not shared, and then click Add , to add it to the list. In addition, you may also import a
list of UNC paths to shared and non -shared folders from a text file by using the Import

button.

Folders that have identical permissions as the parent folder would show up with "Same
as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as the parent folder option. This

option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent fold er

option would be enabled by default.

NTFS Security Auditor defaults to scanning all the sub -folders under a given shared
folder. If you want to change the Include sub -folders and Folder level options click Edit

Folder Options.

Folder Options @

Folder Path: I eET= eIt

Include sub-folders

[T Traverse only|1 2| levelis) of sub-Folder in the share

[] Apply this setting to all folders in list [ ok | [ Cancel

Click OK to proceed. Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

a5 Built-in Reports - List of effective permissions for specific users and groups on folders EI@
&y Refresh | iy Print / Preview | = Export | S E-rmail Find (.2
Report Details

Report Name :  List of effective permissions for specific users and groups on folders

Generated on: 21 Jul, 2011 03:52:59 P Status: Success
-
Folder Path Sub-Folders Crvner E:;r:}roup Type (Inherited & Explicit) Effective Permizsions
VR4 address Address MT AUTHORITYS) ADYEMTIUREYAdminid Inherited From: BUILTIMNVADministrators Full control

Inherited From: Authenticated Lsers
Explicitly assigned

VRD4NSYSYOLAdY scripts BUILTIMN%Administra ADYEMTIUREYAdminiz Inherited From: BUILTIMN\ADministrators List Folder f Read Data
Inherited From: Authenticated Users
Explicitly assigned

Policies BUILTIMN%Administra ADYEMTUREYAdminid Inherited From: BUILTIMVAdministrators Read Extended Attributes
Inherited from: ADVEMTUREYGroup Policy Creator Owwners
Inherited From: Authenticated Users
Explicitly assigned

Read Atkributes -
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How to view Built -in Permissions Reports?

List of

effective permissions for specific users and groups on files

This report lists the effective permissions assigned to a specific user/group account for

files available in a set of folders.

Click on

toolbar.

L]

Built-in Reports

|% Permissions
.ﬂ Shares and Resources

button under Built

-in Reports

in button in the

The Built -in Reports window with the list of reports will be displayed as shown below:

Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time.

Built-in Reports - List of effective permissions for specific users and groups on files

Step 1 of 3 : Select Report
Select a report From the available Built-in Reparts,

EIE] Permissions

------- @ Lisk of permissions For specific users and groups on Folders
------- [E] List of permissions for Folders

------- E‘] List of permissions For specific users and groups on files

------- @ Lisk of permissions For files

------- E‘] Lisk af all permissions For Folders {Inherited & Explicit)

------- E‘] List of effective permissions for users and groups on Folders
------- E‘] Lisk of effective permissions for users and groups on files

------- [E] List of effective permissions For specific users and groups on Folders

------- @ Lisk of effective perm 5 For s fic users and groups on files

Fﬁi’

Description

This report lists the effective
permissions assigned to &
specific usetfigroup scoount
far files available in a zet of
folders.

ext ] [ Close

Click Next to proceed to the next step.

Step 2: Select User/Group Accounts:

Select user and/or group accounts for which you would like to view the permissions for

foldersffiles.
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Built-in Reports - List of effective permissions for specific users and groups on files @
Step 2 of 3 : Select User/Group Account(s}
Seleck user andfor group accounts For which you would like to wiess the permissions on files Folders, E"—

Erter account name e Add to list i

Accounts from domainserver: [ Browvse and Select ]
Accounts from Scan Profiles (UsersiGroups): [Frequen’[ Scans v] -jﬁj.
Selected Accounts:
Biocounk Mame fiocount Type Remove
Adventure! adminuser
Adventuretalan —
Adwventuret Alex

AdwventureMichael
Builkimh Adrministr atars

4 LU L3

Back || met || close |

U Enter the name of User/Group in domain \account name format and click Add to
List to a dd the name to selected accounts list

U Use Selecta Scan Profile (Users/Groups) option to use the users and groups
added in the profile. For more information on Scan Profiles, click About Scan
Profiles (Users/Groups).

0 Use Browse and Select option to retr ieve users and groups from servers or

Scan Profile (Computers).

Zelect Accounts @

Wiew and Select Accounts [Users/Groupsz) available from computers displayed below.

E ............. Dumains
-] DISCOVERY

m

) ros4tadministrator
- RS54 adminuser
[ ros#\Guest i

Find:  Guest [ ak. ] [ LCancel
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U Use the Find option to search desired user/group accounts.
Click Next to proceed.
Step 3: Select shared folders

Select one or more servers to retrieve available shares.

Built-in Reports | sajact Shares @ |£l
Step 3 of 3 : 9 View and select Shares and Folders available From computers displayed below,
Enter the ol f sk af LING [—] b
falder paths Fi n h;&

properties Faor

- Sean Profiles (Computers) -

oo =Mo Prafile Found. Configure using Scan Prafiles Manager. =
SharefFolder L)

- vomains

Scan Profils -8} ADVENTLRE L

El Domain Controllers
Falder Path El DT Ervee| - Aol Fraom
WRD49iAddre -—[] VRO Address L
HRDASAADII) E WRD49ADMING
VIRD4SCS =
VWRD49YD4 -[Z) viRD4siCE
VIRD4ES -[] MRD4SIDE A
VRO Escha -] MRD49iES
VIRD451FS -] ViRD49\Exchange0ns
WRD4SHE - I
i ~[ 1 WRo4sies M k

Do not disp older Options
[8].4 ] ’ Zancel ]

| Back || Emsh || close |

Built-in Repaorts - List of effective permissions for specific users and groups on files @

Step 3 of 3 : Select Shared Folder(s)

Enter the tull path of a Share or Shared Folder, Click &dd From to load the list of shares, Import boimport a list of UMC =f
folder paths From a text file. Select a Folder in the list below and Click Edit Folder Options to modify the default y
properties For scanning each Folder,

Sharef/Folder UNC Path;

Scan Profile (Shares): | Sample Scans "] (i ]

Falder Path Include sub-Folders Folder level | | &dd From
VRD4Maddress True ol

VIRD4MADMING True Al
VRO4MCE True Al 3 Remoyve
oot oo N
VIRD4MES True Al i
VWRD4NExchangeOnE True all

VIRD4FE True Al

VYRD49YHE True all -

a4 | 1 I

Do niok display files that hawe the same permissions as the parent Folder Edit Folder Options

| gack || Emsh || close
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You may also type the UNC path of a folder that is not in the list, such as a folder that is

not shared, and then click Add, to add it to the list. In addition, you may also import a

list of UNC paths to shared and non -shared folders from a text file by us ing the Import
button.

Folders that have identical permissions as the parent folder would show up with "Same

as parent" in User Name and/or Security fields in the report. However, if you do not

want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as the parent folder option. This
option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent folder"
option woul d be enabled by default.

NTFS Security Auditor defaults to scanning all the sub -folders under a given shared
folder. If you want to change the Include sub -folders and Folder level options click Edit
Folder Options.

Folder Cptions @

Folder Path: | NTTREEEIG

.

Include sub-Faolders

e

[ Traverse only|1 = level(s) of sub-folder in the share

|:| Apply thiz zetting to all folders in list Ok ] ’ Cancel ]

Click OK to proceed. Click Finish  to g enerate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

I

at) Built-in Reparts - List of effective permissions for specific users and groups on falders E'@
|y Refresh | i Print / Previewy | |5 Export | 58l E-mail Find 12
Report Details

Report Name :  List of effective permizzions for specific uzers and aroups on folders

Genersted on; 21 Jul, 2011 035259 PM Status: Success
UseriGroup . . . . i
Falder Path Sub-Folders Crivnier Name Type (Inherted & Explicit) Effective Permizsionz
VWRD4MAddress | Address MNT AUTHORITYAS5] ADYEMTURE Adminid Inherited From: BUILTIN)Administrators Full control

Inherited from: Authenticated Users
Explicitly assigned

VRD4 9 SYSYOL Ady scripts BUILTIM Adrinistraf ADYEMTURE' Adrmini: Inherited Fram: BUILTIM\Adriinistrators List Falder | Read Data
Inherited from: Authenticated Users
Explicitly assigned

Policies BUILTIM Administral ADYEMTURE' Adminit Inherited From: BUILTIM\Administrators Read Extended Attributes
Inherited from: ADVENTURE\Group Policy Creator Owners
Inherited from: Authenticated Users
Explicitly assigned

Read Attribukes T
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5.3 How to view Built -in Reports  for Shares and Resources ?

Shares and Resources Reports

The Shares and Resources reports can be generated against domains(s) and specific

sever(s) as well.

L]

Built-in Reports

-

5 Permissians

|'5 Shares and Resources

Click on button under  Built -in Reports in button in the

toolbar.
The Built -in Reports window with the list of reports will be displayed as shown below:

Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time. Click

Nextto proceedtothe Next step.

Step 1 of 3 :Select Report

This window shiows the list af Built-in reparts awvailable For the selected Built-in repart category, Seleck any Ef-
Repork o proceed. 3

Built-in Reparts @

o

= uf% Shares and Resources
------- [E] List of Shares

- [E] List of Shares with permissions

Close

73



Chapter -5-Built -in -Reports

Step 2: Select Domain (s) / Server(s)

Select the server(s)/Domain (s), for which the report needs to be generated.

The default option selected is All Domains, for all the reports.

Built-in Reports - List of Shares with permissions @
Step 2 of 3 : Select Domain{s)/Server{s)
You can either generate the report across domains by selecting All Domains or For a specific =f-
dormain/server by selecting the Select DomaingServer option, This report can also be generated H&

specifically For a single server by selecting the Server option,

all Domains

@ Select DormainfServer

- [C] ADVENTURE
+1-[C| DISCOVERY
—- [T |PATHFIMNDER
e RD45
Select Scan Profile: | --Select a Profile— B #

| Back Close

Click Next to proceed to the next step.
Step 3: Select Report Criteria

To view the part of the report that is of more significance, change the report criteria
settings. Only the data that matches the specified criteria will be displayed in the

generated report.

Built-in Reports - List of Shares with permissions @
Step 3 of 3 : Select Report Criteria

To view the part of the report that is of more significance, change the report criteria settings, Only the ='f-

daka that matches the specified criteria will be displaved in the generated report, H}&
Share Type:

o |[Folder Share
| A dmin Share

Back | | Einish | | Close
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Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

[

! Built-in Reports - List of Shares with perrmissions

=N =5

(@ Refresh | i Print f Preview | 5 Export | 52 E-mail Find =
Report Details
Report Name :  List of Shares with permizsions
Domainfzerver Share hlame Path Uzer hlame Security Eﬂ:;ismum Commert i
PATHFIMDER\RD4S | Bulk export For patclFilE _
1 Admin Share Unlimited | Default share |
TestMessagebox | Fi\TestMessage... |Everyone Full Contral Unlimited 3
TestingPermissions |FiiTeskingPermis. .. |Everyone Full Contral Unlimited
RO45.L0G CProgram Files... |BUILTIMyAdminis. .. |Full Control Urlimited  |Exchange message tracking logs
Support F:\Support PATHFINDER\ad... |Full Conkral Unlimited
F:lSupport PATHFINDER\da... |Full Control Unlimited
F:l,Support PATHFINDERAM, ., |Full Control Unlimited
ADChangeTracker | FriBharathiaDC, .. |Everyone Full Cantrol Unlirnited
G [H} Everyone Read nlirmited
Fi Fi, Adrnin Share Unlimited | Default share
Resourcess Ci\Program Files,.. |Everyone Read Unlimited | "Event logging files"
Ci\Program Files... |BUILTIM\Adrinis. .. |Full Control Unlimited | "Event logging Files" il

List of Reports:

Report Name

Description

List of Shares

Reports all the shares and their properties

excluding the permission information.

List of Shares with

permissions

Reports all the shares and their properties

including the permission information.
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6.1 About Power Search

The Power Search feature lets you perform powerful, conditional Search queries of NTFS
Permissions on Files and Folders. You may select specific permissions from the list of
standard permissions and Advanced (special) permissions and run a query to determine
who have thes e permissions on which folders and files. You may Save frequently used
queries for reuse them later. Here are some examples of how you may make effective

use of this feature:

1) Search on who has Full Control on which folders and files

2) Select a set of accoun ts and determine for which folders and files they have Full
control access.

3) Determine which accounts have modified or delete permissions on critical files
and folders.

4) Determine what type of permissions members of the Administrators group have
on specifi ¢ folders and files.

5) Determine where Inheritance from Parent folder has been explicitly removed.

6) Determine Accounts for which folders have explicit Allows or Denys set on them.
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6.2 How to View Power Search Permissions ( DACL) Reports?

ks -
Power Search

| Permissions (DACLY..
Auditing (SACLY...

. Saved Search.., _—
Click on AVEE SeaTE button under Power Search ->Permissions (DACL)

button in the toolbar.

The Power Search ~ window will be displayed as shown below:

Step 1: Select Shared Folder(s)/Files

Select one or more servers to enumerate its Shared Folder(s)/Files

-

Pouver Search @

Step 1 of 4: Select Shared Folder{s) / Files
Enter the Full path of a Share or Shared Folder. Click Add From tao load the list of shares, Inmport ko impart a list of URC Folder
paths From a text file, Select a folder in the list below and Click Edit Folder Options bo modify the default properties For s
scanning each folder,

SharejFolder UNC Path:

Scan Profile (Shares):  |--Select a Profile-- '] '@'

Falder Path Include sub-folders Falder level &dd From

4 i | *

Cancel

77



Chapter -6 Power Search

Powver Search

Step 1 of 4: Select Shared Folder(s) / Files
Enter the Full path of a Share or Shared Faolder. Click Add From to load the lisk of shares, Import to impart a list of UNC Folder

paths From a bexk F# @ ps For %

scanning each Foldd Select Shares
‘Wiew and select Shares and Folders available from computers displaved below,

Share/Folder UMC P

Scan Profile (Shar |_:_| ADYENTURE i

=T} Domain Contrallers

-0 R4 [—]

] WRD49|Address -
Import

] WRD4SADMING

] wRoasics

~[_] WRD43D$

] WRD4siES

-[] WRD49\ExchangeCAB

] wRD4siF$

-] WRD49\GH

Falder Path Add From

m

-] WRD49\HE -

4
] ViRD4SMETLOGON 2

Ok ][ Cancel ]

Cancel

X

Step 1 of 4: Select Shared Folder(s) / Files
Enter the full path of a Share or Shared Folder. Click Add From ko load the list of shares, Import to impart a list of UMC Folder
paths From a kext file, Select a Folder in the list below and Click Edit Folder Options to madify the default properties For s
scanning each Folder,

Share/Folder UNC Path:

Scan Profile (Shares): | Sample Profilet *l ':ﬁ':'

Folder Path Include sub-Falders Folder lzvel A From
VWRO49Address Trug all

VWRO4NMExchangeOAB True all
V\RO49% GroupMetrics True all

VIRD42MTFS Bulk Share2 True Al
VIRD49\MTFS BulkTest Share True all

4| in [

Do not display files that have the same permissions as the parent Folder Edit Folder Options

|:| Include files present inside folders

’ et ] [ Cancel

Pouver Search @
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You may also type the UNC path of a folder that is not in the list, such as a folder that is
not shared, and then click Add, to add it to the list. In addition, you may also import a
list of UNC paths to shared and non  -shared folders from a text file by using the Import

button.

Folders that have identical permissions as the parent folder would show up with "Same

as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder reported, then select , Do not
display folders that have same permissions as the parent folder option. This

option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent folder”

option would be enabled by default.

NTFS Security Auditor defaults to scanning all the sub -folders under a given shared
folder. If you want to change the Include sub -folders and Folder level options click Edit

Folder Options.

Folder Options @

Folder Path:

-

Include sub-folders

e

=/ level{s) of sub-folder in the share

[] Traverse only|1

7] Apply this setting to al folders in list [ oK ][ Cancel ]

Click Next to proceed to the next step.
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Step 2: Select Access Control Entry Type and Permissions:

Select ACE Type and permissions to search in the Access Control List of the selected

share(s) / folder(s) ffiles(s)
Power Search
Step 2 of 4: Select Access Control Entry Type and Permissions
Select ACE type and permissions to search in the Access Control List of the selected share(s) [ folder(s) [ file(s].
s
ACE Type
Allow Diany
@ Show both inherted and explicitty assigned ) Show inherted only ) Show explicit onby
Pemissions
7) Basic Pemissions @ Special Permissions
|:| Full Control -[| Traverse Folder / Execute File -
[T Modify -.[| List Folder / Read Data il
Read and Execute (List Folder Cortents) [T Read Attributes
Read Write and Execute -.[¥f] Read Extended Attributes =

|:| Read -.[¥] Create Files / Wiite Data

L[] Wiite -.[]Create Folders / Append Data
-] Write: Attributes
-] Write Extendad Atributes
-] Delete Subfolders and Files
[ Nelete i

[[] Show exact match foldersAiles that have sxactly these permissions)
Back l [ Mext ] [ Cancel
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Step 3: User and/or Group Selection

1) Select the user or group, for which you wish to run the search.

2) The selected users will be added to the wizard as shown below:

Powver Search

step 3 of 4: select User/Group Account{s) (Optional)
This step is optional. Use this step to select specific user andfor group accounts For which wvou would like to view the
permissions on Files/Folders.

Enter account name : d‘::l Acld to list

Accounts from domainiserver: [ Browyse and Select ]

Accounts from Scan Profies (UsersiGroups): [Frequerft Scans v] ﬁ

Selected Accounts

e Y

Account Marne Account Type Remove

L] I 2
[ Back ] [ Mesxt ] [ Cancel ]
U Use Select a Scan Profile (Users/Groups) option to use the users and groups

added in the profile.

Powver Zearch

Step 3 of 4: Select User/Group Account(s) {Dptional)
This step is optional. Use this step to select specific user andfor group accounts For which vou would like to view the
permissions on files/folders,

Enter account name : H':,':l Acded to list

Accounts from domaintserver: [ Browyse and Select ]

Accounts from Scan Profiles (UsersfGroups) [Frequem Scans v] ﬂ

Selected Accounts

=5

s

Adventureialan
Adventure)alex
AdventurelMichael
EuilkintAdministrators

- LU k

Accounk Marne Account Type [ﬂ
Adventureladminuser

Back l [ ek

] [ Cancel

|
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U Click Next to proceed to the Next step.

Step 4: Save Search

Enter a name and description for search.

Power Search

Step 4 of 4: Save Search
Enter a name and description for the search.

Search MName: Users who can Modify

Search Description:

<

Back | | Einish | | Cancel

Click Finish to generate the power search report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

o5 Powver Search Reports - User Access Check

1

|Gy Refresh | iy Print / Preview | iss Export | 52y E-mail Find =
Search Details
Search Mame: User Access Check Search Seftings
Generated on: 21 Jul, 2011 O7:15:51 PM Status: Success
-
Eg}l{i&rﬂle %b;zd Eglrieerfile Permissions ?gfﬂfils Inherited  Owner UseriGroup Name SiD
Type =
: VRD4S\address Faolder | Address Full Cantrol Allaw Yes MT AUTHORITYYSYS BUILTIMVAdministr skors | S-1-5-32-544
Read Allow Mo MT AUTHORITYYSYS NT AUTHORITY\Authent 5-1-5-11
Full Control Allow Yes MT AUTHORITYYSYS NT AUTHORITY|SYSTEM 5-1-5-18
VRO4MExchange Folder 0ZbZe76b-66 Reag and Execute {List Fi | Allov Mo BUILTIM\Administrat ADYEMTURE\Exchange 1 5-1-5-21-3221124953-
Rea
ADYENTURE\Organizatiq 5-1-5-21-3221124958-
ADYEMTURE! Wigw-Only | 5-1-5-21-3221124953-
Full Contral Al Mo BUILTIM\Administral BUILTIM &dministrabors | S5-1-5-52-544
T AUTHORITYSYSTEM 5-1-5-18
Exchange0ak Read Al Mo BUILTIM\Administral ADYEMTURE Exchange 1 5-1-5-21-3221124958-
Read and Execute (List Fi il
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6.3 How to View Power Search Auditing (SACL) Reports?

s -
Powver Search

Permissions (DACLL.,
| Auditing (SACL)..

. Saved Search... . .
Click on AVed Seare button under Power Search->New Search in button in the

toolbar.
The Power Search window will be displayed as shown below:
Step 1: Select Shared Folder(s)/Files

Select one or more servers to enumerate its Shared Folder(s)/Files

-

Pouver Search @

Step 1 of 4: Select Shared Folder{s) / Files
Enter the full path of a Share or Shared Folder, Click Add From to load the list of shares, Import bo import a list of UNC Folder
paths From a text file, Select a folder in the list below and Click Edit Folder Options bo modify the default properties For s
scanning each folder,

SharejFolder UNC Path:

Scan Profile (Shares):  |--Select a Prafile—- "] i ]

Falder Path Include sub-folders Falder level &dd From

4 n | »

Cancel
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Pouver Search

(=]
Step 1 of 4: Select Shared Folder(s) / Files
Enter the Full path of a share or Shared Folder, Click Add From to load the list of shares, Import o import a lisk of UMC Folder
paths From & bext F e For IR Y

scanning each fold{ Select Shares @

‘Wiew and select Shares and Folders available from computers displayed below,

SharejFolder LN P

Scan Profile (Sharg -1 ADVEMTURE -

= Domain Controllers

-] V\RD4SiADMING
-] \iRD4sics

- ViRD4siDg

-] ViRD4siES

-] \\RD49Exchange0Ag
~{_] \\rDagiFs
-] \\RD4siGE

-] ViRD49iH$ —
-] WRO4SIHETLOGON =

m

| roupMetrics

4

K ][ Cancel ]

Cancel

Falder Path &-[8) Ro4a Al From
-] ViRD49iadd
e

Step 1 of 4: Select Shared Folder{s) / Files
Enter the Full path of a Share or Shared Folder, Click. Add From to load the list of shares, Impart baimport a lisk of UMC Folder
paths from a text file, Select a Folder in the list below and Click. Edit Folder Options o modify the default properties For IR Y
scanning each Folder,

Share/Folder UNC Path:

Power Search @

Do not display files that have the same permissions as the parent folder Edit Folder Options

|:| Include files present inside folders

Scan Profile (Shares): | Sample Profilet v] 'Z'ﬁ':'

Folder Path Include sub-Folders Folder level Add Fram
WRD42 Address True All

VWRD4Exchangeab True all
VR4 Groupietrics True Al

RD49INTFS Bulk Share2 Trus All
VWRD49MTFS BulkTest Share True all

4| i 3

’ Mexk l [ Cancel
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You may also type the UNC path of a folder that is not in the list, such as a folder that is

not shared, and then click Add, to add it to the list. In addition, you may also import a

list of UNC paths to shared and non -shared folders from a text file by using the Import
button.
Folders that have identical permissions as the parent folder would show up with "Same

as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as th e parent folder option. This

option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent folder"

option would be enabled by default.

NTFS Security Auditor defaul ts to scanning all the sub  -folders under a given shared
folder. If you want to change the Include sub -folders and Folder level options click Edit

Folder Options.

Faolder Options @

Faolder Path: 1 RO45ADMING

-

Include sub-folders

-

= level(s) of sub-folder in the share

[] Traverse only|1

|:| Apply this setting to all folders in list oK ] ’ Cancel ]

Click Next to proceed to the next step.
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Step 2: Select Audit Type and Permissions:

Select Audit Type and permissions to search in the Audit Control List of the selected
share(s) / folder(s) /files(s)

Audit Type
Success Failore [7] Both Success and Failure
@ Show both inherted and explicithy assigned ) Show inherted only ) Show explicit anly
Permizsions
-] Full Control -

-] Traverse Folder / Execute File
-] List Folder / Read Data

- |Read &ttibutes

- |Read Extended &ttributes
-] Create Files / Wiite Data
-] Create Folders / Append Data
[Tt Attributes

-[]Wwrite Extended Sttributes
-] Delete Subfolders and Files
[ Delete

-["|Read Permissions

I Channe Permizsinns

m

[] Show exact match [folders/files that have exactly these permissions)

Poweer Search Wizard - Mews | A |
Step 2 of 4: Select Audit Type and Permissions
Select Audit bype and permissions ko search in the Audit Control List of the selected sharels) [ folder(s) [ file(s),
%

Back, H Mexk H Cancel
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Step 3: User and/or Group Selection

1) Select the

2) The selected users will be

user or group , for which you wish to run the search.

added to the wizard as shown below:

Powver Search

Step 3 of 4: Select User/Group Account{s) {Optional)
This step is optional. Use this step to select specific user andfor group accounts For which vou would like to view the
permissions on files/Folders,

Enter account names

s

Accounts from domainiserver: [

Browwse and Select

Accounts from Scan Profies (UsersiGroups): [Frequerft Scans v] ﬁ
Selected Accounts
Account Mame Account Type Remave
“ 1 3
Back ] [ Mexk ] [ Cancel

)

U Use Select a Scan Profile (Users/Groups)

added in the profile.

option to use the users and groups

Powver Zearch

step 3 of 4: select User/Group Account{s) (Optional)
This step is optional. Use this step ko select specific user andfor group accounts For which wou would like bo view the
permissions on files/Folders,

Enter account name

Accounts from domainiserver: [

Browwse and Select

[l

1

Accounts from Scan Profies (UsersiGroups): [Frequent Scans v] 'ﬂ
Selected Accounts
Account Mame Account Twpe Remoyve
Adventureladminuser
Adventureilan
Adventure)alex
AdventurelMichael
BuiltintAdrninistrators
] I 3
Back ] [ ek ] [ Cancel

)
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Click Next to proceed to the Next step.
Step 4: Save Search

Enter a name and description for search.

Power Search

Step 4 of 4: Save Search
Enter a name and description for the search.

Search MName: Users who can Modify

Search Description:

Einish ] [ Cancel

Click Finish

to generate the power search report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

o= Power Search Reports - Test for Auditing

PS8 =R =)

|Gy Refresh | & Print/ Preview | iz, Export ) E-mail Find (7}
Search Details
Search Mame: Test forauditing Zearch Seftings
Generated on: 22 Aug, 2011 044512 PN Status: Success
E;ﬁenﬂs E;pj:d E‘;ﬁ:ﬁk Permissions ;EE:? hherted  Owner User/Group Name & SID
J WADSE\ TestLocagn Falder TestLocagroups | List Folder) Read Data Success Ne BUILTINVAdministr ADVENTUREVAdministrs £1-5-21-3221124958-1708411652-13110307
IRD55\Testshare | Folder | Testshare Write Attributes | Suecess | Ne | BULTIN\Administr ADVENTUREWlan | 5-1-5-21-3221124958-1708411652-13110397
ge::{te Subfolders and Files Failure Ne BUILTINVAdministy ADVENTURELAan #1-5-21-3221134958-1708411652-13 110357
alete
WADES\Testlocagn Falder Testlocagroups | Read Attributes Success No BUILTINVAdministr ADVENTURE\ berto Po| £-1-5-21-3221124958-1708411652-13110307
Read Extended Attributes .Sumss Ne -EU ILTIN\Administs ADVENTURE|alec .S—1-5—21-322112495!—1?&8411552—131L039?
Write Bdtended Attributes Failure L[] BUILTIN\Administr ADVENTURE\Barder | 5-1-5-21-3221124958-1708411652-13110397 _
Delete Subfolders and Files 3
WRD55 TestShare .Fn Ider TestShare erte El‘trrbu‘tes o | Failure Mo | BUILTINad ministr ADVENTURE\michael :5—1-5—21-3221124‘]5!-1?&8‘111652—1311039?
| | | Full Contral | Success |No |y ILTINVAG minist ADVENTURE\michael | S1-5-21-3221134950-1700411652- 13110357
WRDES TestLocagn Folder TestLocagroups | List Ftl_ldcl'pl fl.aad Data | Success |No | BULLTIN\Ad ministr ADVENTURE\murugan | 1-5-21-3221124958-1708411652-13110357
Create Folders / Append Data | ALL No BUILTINVAdministr ADVENTURE\nanes 5-1-5-21-3221124958-1708411652-13110357
\WRDS51TestShare | Folder TestShare Read Edended Attributes Success No BUILTINVAdministr ADVENTURE\sample gr| 5-1-5-21-3221124958-1708411652-13110387
Write Attributes Failure No BUILTINVAdministr ADVENTURE\sample gre 51-5-21-3221124958-1708411652-13110397
Read Extended Attributes ALL No BUILTINVAd ministr ADVENTURE|\sample gr¢ 5-1-5-21-3221124958-1708411652-13110397
Write Bxtended Attributes Failure No BUILTINVAd ministr ADVENTURE|Steve Aust 5-1-5-21-3221124958-1708411652-13110307
WRDS5\TestLocagn Folder TestLocagroups | Read Attributes Success No BUILTINVAdministr ADVENTURE\Yoganand| 5-1-5-21-3221124958-1708411652-13110387 ~
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6.4 How to manage Power Search ?

s -

Power Search

Permissions (DACLYL.,
Suditing {SACL)..

Saved Search...

Click to launch the saved search  (s) window. The wind

show the list of search(s) that were saved over the period of time.

Powver Search Repaorts

Thiz window showes the list of zaved Power Search reportz. Select a saved zearch report from
the izt of zaved zearches to proceed. Chck Edit to edit the search zettings, Delete to delete

the zearch, Bun to generate the search report, View Details o view the search ettings :]1' %
SUMMArY.
Search Mame Search Dezcription

N zer Access Check Idzerz who can modify

4 n | 3

Edt || Bun || Delete ||viewDstak [ Close |

The saved search window allows you to perform the following operations:

i Create a new search

U Run an existing search

U Edit an existing search

U Delete a search

U Preview the settings of a search

ows
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Create a new search

1) To create a new search click New button in the window. The Power Search Dialog

will appear on the screen.

2) Follow the steps as outlined in How to create a power search report?
Run an Existing Search

1) To Run an existing search click Run button in the window. The Power Search
report window will appear on the screen and the report will be displayed once the
data collection is finished.

2) During edit operation you can modify the search inputs; however, you cannot

modify the type of the Scan Profile.
Edit an Existing Search

1) To edit an existing search click Edit button in the window. The Power Search
Dialog will appear on the screen which will allow you to edit the selected search.
2) During edit operation you can modify the computer list, however, you cannot

modify the name of the search.

Delete a Search

To delete a search, select the search you want t o delete, and then click Delete button.

The selected search will be deleted permanently.
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Preview the settings of a search

To preview the settings of a saved search, select a search, and then click

View Details

button. The settings will be displayed in a window as shown below:

Power Search Reports

This window shows the list of saved Power Search reports. Select a saved search report from
the list of saved searches to proceed. Click Edit {o edit the search settings, Delete to delste
the search, Fun to generate the search repart, View Details to view the search settings

SUMMary.

=
Q

Search Name

Users who can Modify

Search Description

Search Name: Users who can Modify

Selected shares/folders/ files:
—= V\RD49' Address

—= VWED49\ADMING

—= \\RD49\C%

—= V\RD49\DE

—= V\RD49\F%

--> \\RD49\ExchangeQAB

—= V\RD49\F%

—= V\RD49\GE

--= \\RD49\GroupMetrics

--> VRD49YHE

- VIRMAQYMET] CuZimn
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7.1 How to customize fields?

Tools

| Customize F2
T Eilter F3
iz Export F7
5 E-mail

)

Scan Profiles Manager

4

Click on Configuration Settings

&" Custorm Wiew - Dormains-Shares
Customization PATHFINDER

-

(3]

Share Mame
Path

User Mame
Security

[] Maimum Uses
[7] Comment

[gelecmu ][ Clear & ] [ Ok ][ Cancel

the changes.

Click for selecting all the check boxes.
Click for clearing al | the check boxes.
Click button for confirming
Click button for cancelling

the operation.

for customizing the information.
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7.2 How to apply Filter?

Taonls

Customize F2
‘T Filter F2
iz Export FT
5 E-mail

i

Scan Profiles Manager ]

4

i Configuration Settings
Click

for setting filter options .

The NTFS Security Auditor Filter window will be displayed. .

r? Filter - Domains-Shares @ﬁ
Field Operatar Yalues
|[Host Mame] -|= - |[ro4s v
[ Add to Filker |
S O

(0] ] [ Zancel

To set a filter condition, follow these steps.

1) Click S (Clear All)  button and clear the filter.

2) Choose a field name, an operator and a possible value from the respective

dropdown options.

3) Click [ &dd ko Filker

4) The Add to Filter will change to  AND to Filter. The OR to Filter button will be

enabled. The selected condition will be set as a filter

and displayed (as shown
below):
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? Filter - Domains-Shares @
Field Cperator Yalues
[[Hl:ust Marne] - ][: - ][RD45 - ]
[ AND to Filker | | 'R o Filker |

Haost Mame] = 'RD45'

o ] [ Cancel

5) Click OK to apply the filter.

NOTE:

Use the AND ta Filter | ’ [ OR! to Filker | and

build enhanced filter condition as shown below:

(Field A = Value 1 AND Field B = Value 2) OR (Field C = Value 3 AND
Field D = Value 4)

Use ¥¥ to remove the parenthesis

Use )4 to delete a selected condition.

The st at uBILTERED O6imdicator is used to indicate whether the current data is

filtered or not.

For a normal view |, the status bar will appear as

For a filtered view , the status bar will appear as

(1t

. Sf Filtered
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7.3 How to Refresh Data?

Refresh the current report data to view the latest informa tion from the Domain

Controller.

|Gy Refresh

Click on button in the toolbar available in the report window or press F5 to

refresh report data.  Alternatively, y ou can right -click on the grid, in the right pane of the

report window, and then select ORefr hketexisingtatad fr om t
will be cleared and latest data will be loaded in the report window.

7.4 How to Export data?

The Export feature helps the user to export report data generated by NTFS Security
Auditor to a file using various formats namely HTML/MDB/CSV/PDF/XLS/TIFF.
Customize F2
T Filter F3
||__=? Export F7

= E-mail

T Scan Profiles Manager *

k'{ . . . .
Click ¢ Configuration Settings for exporting the inform ation in the desired format or

select Export option under Tools menu to export report data to a file in the desired
format.

I

Select the export path, format, file name and table name for the report
to be exported.

=R R iic\ Documents \NTFS Security Auditor 2\Export]| |

File Format:

File Mame: test

Export to time-stamped sub-folder
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Specify a file name to export report data to or accept the default file name. Specify the
export path and select a desired file format. The path refers to the destination location

where the output file generated should be stored. It can be given using the Browse

button. To avoid overwrite existin g files, if any, in the specified export path, By default,

the report will be exported to a time -stamped sub -folder, in the format 'YYYY -MM-DD
HH.MM.SS', under the specified export path.

In XLS file format , the information is stored as sheets in Excel file . For each report, a

XLSX file will be generated. The name of the XLSX file will be the name of the report and

is stored in the specified destination path if "Export to time -stamped folder" option is
cleared. The XLSX file will be stored under a sub -folder , of the form YYYY -MM-DD
HH.MM.SS, under the specified export path, if "Export to time -stamped folder" option is
set. The Excel file can be exported in two formats either "Pre -Excel 2007" or "Excel 2007

and above". The "Pre -Excel 2007" option will export 6 5536 lines of data per sheet and
"Excel 2007 and above" option will export 1048576 lines of data per sheet. In both the
options, upon filling maximum numbers of lines in a sheet, the remaining data will saved

in consecutive new sheets inside the same XLSX file.

In CSV file format , the information is stored as comma separated values. For each

report, a CSV file will be generated. The name of the CSV file will be the name of the

report and is stored in the specified destination path if "Export to time -stamped folder"
option is cleared or under a sub -folder, of the form YYYY -MM-DD HH.MM.SS, under the

specified export path if "Export to time -stamped folder" option is set.

In HTML and XLS file format , the in formation is stored in the html and xls file
respectivel y. For each report, a HTML file will be generated. The name of the HTML file

will be the name of the report and is stored in the specified destination path if "Export to

time -stamped folder" option is cleared or under a sub -folder, of the form YYYY -MM-DD
HH.MM.SS, under the specified export path if "Export to time -stamped folder" option is
set.
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7.5 How to Print Data?

Preview the generated report output before printing  the report.

Click on button  in the toolbar available in the report window or press

CTRL + P to launch Preview  window. The report viewer will be displayed as shown below:

(13 NTFSSecurityAuditor Re

M 4 1 ofl b M | @ [#]| 100% - Find | Next | i B Il Beport... | |g Settings...
NTFS Security Auditor v2.0, 7/28/2011 11:31:47 AM

Report Mame: Users having Full control
Generated on: 28 Jul. 2011 11:31:30 AM

Folder/File Path = Object Type = Folder/File Name = Permissions = Access Control Type -
\\RD49\Address Folder Address Full Control Allow

\\RD49'ExchangeOAB Folder 02b2e76b-66C8-4f89-8d80- Full Control Allow
510155fedc13

ExchangeOAB Full Control

\\RD49\GroupMetrics Folder GroupMetrics Full Control

\\RD49\Test share folder Folder Test share folder Full Control

1) Click the Navigation buttons L= to navigate through the

report pages

2) Click the Refresh button to reprocess the report and reload the data from the

cache.

3) Click the Print button to print the report.

4) Click the Settings button to Show/Hide columns. The Report

Settings window will be displayed as shown below:
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Report Settings E

T able Headers|
Coaluran M amne: |Select a colurn L

Colurm W Share Mame

Sorting

T able colurmdg

Repes

T able: o e T =T ST TS T ey

Report columns selection |£|

Colurmn zetif Choose Calumng:

Path

Uszer Mame
Security

b airnurn Uses
Comment W colurnns

Hide g

Sart o

Direc

| Selectal |[ Clearan | | ok || Cancel

[ OE. ] [ Cancel

5)

6)

7

8)

Click the export button to export the report data in HTML, CSV,

MDB, PDF, XLS and TIFF file formats.

Select the Zoom control IM to enlarge or shrink the view size of

the report.

Click the Find button to find specific text within a report. The search is case -
insensitive and begin s at the page that is currently selected. Wildcards and
Boolean search operators are not supported.

Click the Next button to search for subsequent occurrences of the same search

field value.
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7.6 Howto E -Mail Data?

NTFS Security Auditor  provides the optionto e  -mail the reports generated.

=gt E-mail

Click button in the toolbar to e -mail the report to e -mail recipients. E-mall

dialog will be displayed as shown below:

.

E-rnail Report @
E Specify SMTP Server name, From Address, To address, Subject, Bady of the e-mail message, attachment
=

format and option ko atkach the repart as zip file Format,
1}

SMTP Server:  rd4S

Erom: Erings@pathfinder . local

L To... |.ﬁ.myRecker@PathFinder.Iu:u:al S*"

Check

Subject:  Domains - Shares

Atkachrment Format: |HTML - Compress the attachment

For e-mailing reports, NTFS Security Auditor  requires SMTP Server , From E -mail
Address, To E -mail Addresses (recipients separated by semicolon) and the report

attachment format.

Specify SMTP server name , from Address, To address, mail subject, mail cont ent,

attachment format and option to compress the attachment.

Click button to send thereportby e-mail to the selected recipients.
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Check names

NTFS Security Auditor provides check name feature to check the existence of

corresponding mail -enabled recipient object in Active Directory. To check name, click
&

Check putton.  If the entered name matches with a mail object in the Active directory /

its trusted domain, name enter ed in From Address textbox will be replaced by the

corresponding active directory recipient object. If there is more than one match, a dialog

which contains matching Active Directory recipients will appear as shown below. You can

select one or more recipie  ntand click OK.

€/ Check Mames @
MTFS Securnty Auditar Founds more than one 'de”*
Do you want to:
P
Delete thiz Recipients from the list
@ Change to |&|
.1_; Deco D. Canavaro[deco@pathfinder. local) |Ii| Properties... |
:s'iL D ezign[Dezign@pathfinder. local]
_{ DE iiadHdtahe uzelDE ueastPasseuser@pathiinder local]
5{, D evelopment[Development@pathfinder. local]
.1_; dethgtgh[rggggggg@pathfinder. local]
U To get more information about the listed recipients under Change to , select the
. F hies. ..
name, and then  click
|~] Deco D. Canawvaro @
Dekails
First Mame: Deco Initials: D
Last Mame: Zanawarao
Display Mame: Deco D, Canavaro
Title: Department:
Company:
Alias: deco Mobile number:
E-mail: deco@pathfinder.local
webpage:
[ Ok ] | Cancel
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If there is no match for the name entered by the user in Active Directory, a dialog will

appear as shown below:

-,

€~ Check Names @

MTFS Securty Auditor dogs naot recognize 'tz

Do you want ko
P

@ Delete thiz Recipients from the hist

Change ta Cancel

éat [Mo suggestions)

........

Select Delete op tion in the above dialog to remove the recipient name from To address
text box. Click Cancel button to close this dialog and the unresolved recipient(s) will

appear in red color.
Address Book

NTFS Security Auditor  provides Address Book feature to search for any mail enabled

recipient object (say, person, distribution list, contact, public folder) you want to send a

message to. Click button and then use the Find Names dialog box to
search for the recipient object you want to send a message to. (Note that you can't use
the Find Names dialog box to search for distribution lists in your Contacts folder.)
Select the object's name in the list and then click Add recipient to...To.
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