User Manual

Active Directory Change Tracker

&vvarin

2 ad| Active Directory Change Tracker

Change Auditing, Tracking and Analysis for Active Directony

Copyright © 2011-2022 Vyapin Software Systems Private Limited. All Rights Reserved.
Emnail: support@vyapin.com  Web: www.vyapin.com

Last Updated: June 2022

Copyright © 2022 Vyapin Software Systems Private Ltd. All rights reserved.

This document is being furnished by Vyapin Software Systems Private Ltd for information purposes only to licensed users of the
Active Directory Change Tracker software product and is furnished on an “AS IS” basis, that is, without any warranties,
whatsoever, express or implied. Active Directory Change Tracker is a trademark of Vyapin Software Systems Private Ltd.
Information in this document is subject to change without notice and does not represent any commitment on the part of Vyapin
Software Systems Private Ltd. The software described in this document is furnished under a license agreement. The software
may be used only in accordance with the terms of that license agreement. It is against the law to copy or use the software except
as specifically allowed in that license. No part of this document may be reproduced or retransmitted in any form or by any means,
whether electronically or mechanically, including, but not limited to the way of: photocopying, recording, or information rec ording
and retrieval systems, without the express written permission of Vyapin Software Systems Private Ltd.

"%‘w IVYAPIN

Vyapin Software Systems Private Limited

Website: http://www.vyapin.com/
Sales Contact: sales@vyapin.com
Technical Support: support@vyapin.com



http://www.vyapin.com/
http://www.vyapin.com/

Table of Contents

Active Directory Change TraCKer .......eeeiii ittt e e e e e e e i
= o = o= | 1
1.1 About Vyapin Active Directory Change Tracker (ADChangeTracker)................ 2

1.2 System ReqUIremMENTS .. .oiuiiiiiiii e s r s r s ran e naas 3

1.3 Who can Use ADChangeTracCKer? .....ouieieiiieiieieiie et ae e e e e e e e e e aeees 4

1.4 How to Register the Software? ..o e 5

2 GetliNg Started .o 8
2.1 Configure Active Directory AUditing ... .co.vieiiiiiiiii e 9

2.2 Change Application Data folder location ........cccviiiiiiiiiii e 11

2.3 How to Get the Change Made by Value Successfully? .........coviiiiiiiiiiinnnns 13

3 ADChangeTracker FEatUIES ... o ittt e e e e e ees 15
G B o[ 1=t 5 - - PP 16
AT <t ] e I 2 U= o o] o = PP 21
3.2.1 How to Search Change History? ......coviiiiiiiii e 21
3.2.2 HOW t0 Search EVENTS? ...t et e e 23

TG I o 11 o] VA 4= o = T 1= ol 25
3.3.1 How to Cleanup Events HiStOry? ....ccoiiiiiiiiiii it 25

R T o = =] o o] o = 26
3.4.1 AboUt EVENES REPOIMS «uriiiiii i e 26
3.4.2 Configure EVENtS REPOMS .. ..uiiiiiiiiii i e e e e e 27
3.4.3 How to generate User Logon/Logoff Reports? .....cccovvvviiiiiiiiiiiiiiiiiiiiinns 29
3.4.4 How to generate Password Change ReportsS? ......ccovviiiiiiiiiiiiiiiiii e 31
3.4.5 How to generate Terminal Services Activity Reports?........ccooiiiiiiiiiiiinnn, 33
3.4.6 Object Change RepoOrtS ..coiuiiiiiii i e e 35
3.4.6.1 How to generate Computer Accounts Change Reports? ..........ccoeveeeee. 36

3.4.6.2 How to generate Contacts Change ReportsS.......ccvviiiiiiiiiiiiiciiiciiennn, 38

3.4.6.3 How to generate Domain Change Reports?......ccciviiiiiiiiiiiiiciiic i, 40

3.4.6.4 How to generate Groups Change Reports?.....cccoeiiiiiiiiiiiiiiiiiiic i, 42

3.4.6.5 How to generate Group Policy Objects Change Reports?..............c...e. 44

3.4.6.6 How to generate Organizational Units Change Reports? .................... 46

3.4.6.7 How to generate Users Change Reports?......ccvviiiiiiiiiiiiiiiiciic i, 48

3.4.7 Permissions Change RePOMS. ...ivviiiiiiiiiii i e e re e e neaeans 50
3.4.7.1 How to generate Computer Accounts Permissions...........ccccevvivvinennne. 51

3.4.7.2 How to generate Contacts Permissions Change Reports?................... 53

3.4.7.3 How to generate Domain Permissions Change Reports? .................... 55

3.4.7.4 How to generate Groups Permissions Change Reports? ...........ccvevunen. 57

3.4.7.5 How to generate Group Policy Objects Permissions change Reports?... 59
3.4.7.6 How to generate Organizational Units Permissions change Reports? ... 61
3.4.7.7 How to generate Users Permissions Change Reports? ........c.ccvvvvennnns 63



3.5 How to Use AdVancCed Filter? covviiiiiii it e i e isiar e e renas 65

3.6 How to use QUICK Filter? ..o e e e 69
3.7 How to find data in @ report?......o e e 70
3.8 HOW t0 EXPOrt data? ..ot e 72
3.9 HOW to E-mail data?. ..o 73
4 USEE ProOfileS e e 77
ST ] =1 1= oL PP 79
5.1 How to Uninstall ADChange Tracker?.....c.cviiiiiiii e e 80
5.2 TechniCal SUPPOM ...t e e e e e 83
LS g T 1< PP 84






1 General

About ADChangeTracker
System Requirements

Who can use ADChangeTracker?
How to purchase?

How to activate the software?



1.1 About Vyapin Active Directory Change Tracker (ADChangeTracker)

Vyapin Active Directory Change Tracker (ADChangeTracker) audits, tracks and
analyzes all changes made to your Active Directory configuration. The tool audits all
changes made to your Active Directory by periodically collecting only the changed data,
reporting what exactly changed, along with the new and old values, when the change was
made, where the change happened in your Active Directory and the tool also determines
who made the change by looking up the Security Event logs of your audit enabled Active
Directory.. Active Directory Change tracker records and maintains the entire history all
tracked changes along with the relevant Event log data in a SQL server database for future
reference and analysis. A powerful search tool helps you analyze all past changes on any
predefined search criteria. Changes can be selectively tracked (such as only OUs) and a
powerful email notification mechanism lets you configure different types of changes (such
as Created, Deleted, and Modified) and get them notified to different end users based on
the OUs/containers where the changes happened.



1.2 System Requirements

For the computer running ADChangeTracker

Processor Intel Pentium Processor

Disk Space & Memory 512 MB RAM and minimum of 20 MB of free disk space

Operating System
Windows 10 / Windows 8.1 / Windows 8 / Windows
Server 2008 / Windows Server 2008 R2 / Windows

Server 2012 / Windows Server 2012 R2 with .NET
Framework 4.0 or higher with the latest service packs.

Database

Microsoft SQL Server 2012 (Enterprise / Standard /
Developer / Express edition) or Microsoft SQL Server
2008 (Enterprise / Standard / Developer / Express
edition) running in local / remote computer with latest
Service Pack.

Software MDAC v2.5/2.6/2.8

For the computers reported by ADChangeTracker

Windows Server 2012 R2 / Windows Server 2012 / Windows Server 2008 R2 / Windows
Server 2008 running Active Directory.



1.3 Who can Use ADChangeTracker?

Organizations running Microsoft Active Directory can greatly benefit from
ADChangeTracker. It is a powerful Change auditing tool for Active Directory
Administrators. System Administrators can monitor changes to Active Directory Servers

across the enterprise network in any location.

Users that would benefit from ADChangeTracker:

Systems management personnel
CIOs and CSOs

Security and Systems Audit personnel

YV V V V

System Administrators

Organizations that would benefit from ADChangeTracker:

» Companies having enterprise network based on Active Directory

» Any company having Windows 2012 R2 / 2012 / 2008 R2 / 2008 Active Directory
servers



1.4 How to Register the Software?

Once you purchase the software online or through any one of our resellers, you will receive
a sale notification through e-mail from our sales department. We will send you an e-mail
with the necessary instructions to activate the software.

In case you do not receive an e-mail from our sales team after you purchase the software,
please send the following information to our sales department at sales@vyapin.com with
the sales order number:

» Company Name: End-user Company Name

> Location: City & Country for the Company Name given above

Please allow 12 to 24 hours from the time of purchase for our sales department to
process your orders.

Register Active Directory Change Tracker

License Type: 15-day Evaluation Copy

To register the software, copy and paste the license key in the textbox below:

Apphy ]| Cancel

Image 1 - Activate screen
Perform the following steps to activate the software:

1) Download evaluation/trial copy of software from the respective product page
available in our website at http://www.vyapin.com/

2) Install the software on the desired computer.

3) You will receive a license key through e-mail as soon as the purchase process is
complete. You can also request the license key by using the “"Request license key...”
button in “About” dialog.

4) Click 'Apply' in Help -> About ADChangeTracker ->Register license Key button to
see the Register dialog (as shown in Image 1).

5) Copy the license key sent to you through email and pastes it in the 'License Key'
textbox. For help on how to copy the license key, click 'See example' link in the
Register dialog (as shown in Image 2).
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How to copy license key

x|

—--- BEGIN LICENSE KEY (COPY BELOW THIS LINEJu--f;e[ect and then Copy thej

/ selected text

MHCTAY KW YBBAGCN1gDolICbTCCAmMK G Cis GAQQBgid Y Aw GgggJZhl CVRIDAg ABA
3Jm EAI C AQ AEEARAAAAARAAASARAAAAAAAAEECPS D TZmecXI0q U Chivi: NUWWQ Baglg
«iqé Saslqyql9gzHG YngfabNn4383PIB Drebhspa ChivWA7mesj G Onwrls HI-H2x G LWFi
Jw8Gp/Zahdkibs/bn Elxs5l28:s QgD 03z Cafy KOwNSZ24gLF QU Yx2rySk U UsIRe 1 Habu C
#Svafpiog3HGrB2 GyZzk S4U14gxs3900 P2 NF Bimxf QWlig 1d Lk J9 P Tfusb Ht PUliSZ 04k
DljALS/T KKgig Lzt 2 E3FriSTAWKeie RSfmnn NSWQXHO 1 WRNT22Aq0b7 ANQOTEQ Y30 F
G7dBf QHpfZ+Xiskrf RlyiHRvp PZ+s LFm K32 BTdxXGyk IR40MItg7 Ox | Yr3awlgqTeon+o
E3Hbzns 001 Np19AUF PI02v HilW+JXqoomTq+B GTage SpMEJXCTkWdn 0 QTR THWS Ne
0 dz H3WD 1 CuTY R2Z Nt NoBlkoy LD35Zbk Yzf P+C Pigiy Rmd0 1Jg0nve?siN3wlv /LD
JSbbEm/Q02J PRI Ly flah GuXDpJdp Kgalf LEIj9 Pf Gs Qft U+2xbw F KMdPB+P FZ4m U
Jp QExddhigo PhT9w+C 0pqd 0128 P Ex0it Y uJh7 Ron Od HewhKm A==

---- END LICENSE KEY (COPY ABOVE THIS LINE) -----

Image 2 - How to copy license key screen
Request License Key:

e Select Help -> AboutADChangeTracker... from toolbar.
e The About ADChangeTracker dialog will appear as shown below:

About ADChangeTracker
Active Directory Change Tracker

Copyright © 2011-2022 Vyapin Software Systems Private Limited. All rights reserved.
Email: support@vyapin.com  Web: wyww, vyapin. com

View License Agreement

Computer Name: rd71
Full Computer Name: rd71.vsslab.local
Program Folder: C:'Program Files (x&8)\ADChangeTracker

Application Data Folder: |C:‘l,leers‘l,Puinc‘l,Dnmments‘lﬁ.DChangeTradcer

Product:

License Type: |15—day Evaluation Copy

License Description: | This software is meant solely for evaluation purposes only,

‘fou are on day: 5of 15
Remaining Days: 10

Request license key... Register license key. ..

Image 3 - About screen
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¢ Click Request license key... button. The Request License Key dialog will appear
as shown below:

P "

Request License Key @

Enter the details below to request a license key to register the product, The
license key will be delivered to the e-mail address stated in this form.

* Contact Name:
* Compary:
* Email:
* Phone:
(Country Code, Area Code, Phone MNo)

* Order 1D:

* Full Computer Mame: RD72 voyager local

License Type: | (Optional)

e.g.. Single License, Site License

Submit | | Cancel

Image 4 - Request License Key image

¢ Enter the following details and click Submit to place the license key request
through email.

* Contact Name: End-user of the product.

= Company: End-user Company Name.

= Email: Email address where the license key has to be sent.
= Phone: Phone number with country code and area code.

= Order ID: Order/Transaction ID reference.

» License Type: License that was purchased.
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2 Getting Started

Configure Active Directory Auditing
Chang Application Data Folder location
How to get the change made by value successfully



CHAPTER 2 - Getting Started

2.1 Configure Active Directory Auditing

This section provides step-by-step procedures for enabling auditing of changes to objects
in AD DS. This process consists of two primary steps:

>
>

Step 1:

1)

2)

3)

4)

5)
6)

The fol

Step 1: Enable audit policy.
Step 2: Set up auditing in object SACLs by using Active Directory Users and
Computers console.

Enable audit policy.

Click Start, point to Administrative Tools, and then Group Policy

Management.

In the console tree, double-click the name of the forest, double-click Domains,
double-click the name of your domain, double-click Domain Controllers, rightclick
Default Domain Controllers Policy, and then click Edit.

Under Computer Configuration, double-click Policies, double-click Windows
Settings, double-click Security Settings, double-click Local Policies, and then
click Audit Policy.

In the details pane, right-click Audit directory service access, and then click
Properties.

Select the Define these policy settings check box.

Under Audit these attempts, select the Success, check box, and then click OK.

Step 2: Set up auditing in object SACLs.

lowing procedure presents an example of just one of many different types of SACLs

that you can set in AD. You can configure additional SACLs based on the operations that
you want to audit.

To set up auditing in object SACLs

1)

2)

3)
4)

5)

Click Start, point to Administrative Tools, and then click Active Directory

Users and Computers.

Right-click the organizational unit (OU) (or any object) for which you want to enable
auditing, and then click Properties.

Click the Security tab, click Advanced, and then click the Auditing tab.

Click Add, and under Enter the object name to select, type Authenticated Users
(or any other security principal), and then click OK.

In Apply onto, click This object and all descendant objects.
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6) Under Access, select the Successful check box for Write all properties. If you
want to audit creation and deletion of objects, select the Successful check box for
Delete, Delete subtree and Create all child objects too.

7) Click OK until you exit the property sheet for the OU or other object.

10
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2.2 Change Application Data folder location

ADChangeTracker enables you to change Application Data folder location, where its
application settings and error log are stored, at any time after installing ADChangeTracker
software. To change the Application Data folder location, perform the following steps given
below:

1) Select About ADChangeTracker from Help menu.

Help

Contents F1

Tips...

| About ADChangeTracker..,

2) The About ADChangeTracker dialog appears as shown below:

Active Directory Change Tracker

Copyright © 2011-2022 Vyapin Software Systems Private Limited. Al rights reserved.

Email: support@vyapin.com  Web: www,vyapin. com

Wiew License Agreement

Computer Name: rd71
Full Computer Name: rd71.vsslab.local

Program Folder: C:\Program Files (x8a8)\ADChanaeTracker

Application Data Folder: |C:‘l.Users‘lPuinc‘llDumments‘l,ﬁ.DChangETradcﬂr |

Product:

License Type: |15—|t:lan-I Evaluation Copy |

License Description: | This software is meant solely for evaluation purposes only,

You are on day: 5of 15
Remaining Days: 10

Reguest license key... Register license key...

3) Click ... button to change Application Data folder location of ADChangeTracker
application.

11
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The Browse for Folder location dialog will appear as shown below:

Bowee for Foricl “ [
P )y S H

4 8 Computer ;
b <4 Floppy Disk Drive (A:)
4 ﬁ Local Disk (C:)
inetpub
OEMSettings
PerfLogs

Program Files

v
- — - V- —

m

ProgramData
> Users
b 4 Windows
>\ Local Disk (D:) |
> ca New Volume (& I
> € Network
@ Control Panel -

Make New Folder [ ok || cancel |

4) Select a desired folder location and Click OK. The folder location can be local drives
or mapped network drives.

5) ADChangeTracker provides an option to copy or move the existing

ADChangeTracker application settings and error log to the new location once you
change the Application Data Folder. Once you specify the new Application Data
folder location, ADChangeTracker will prompt you to copy or move existing
ADChangeTracker application settings to the new location as shown below:

R N ——)U__}

Do you want to Copy or Move all application settings and data from the old folder location to the new folder location?
Click the appropriate button below.

Lcopy | [ move | [ cose |

e

6) Click the desired action (Copy / Move / Close) to proceed. ADChangeTracker will
use the new Application Data folder location henceforth.

12
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2.3 How to Get the Change Made by Value Successfully?

ADChangeTracker reports the 'Change made by' value for all AD objects' changes in the
Active Directory. The ‘Change made by’ is retrieved from the event log of the domain
controller in which the change is made. This feature is applicable for Windows Server
2008 or later operating systems only.

The ‘Change made by’ field in the report may sometimes not get reflected immediately
after a change is observed in AD (will be empty/blank in the report window). This may be
due to a delay/failure in receiving the Event subscription notification by the ADCT Service
application. Click Refresh button in the report window to refresh the ‘Change made by’
field.

If the *Change made by’ value continues to remain unavailable, please ensure the following
points in order to retrieve Change made by value successfully:

a) Select the ‘Use Security event log in DC to retrieve additional Change data (Who &
When)’ checkbox in the Add domain or Edit domain dialog.

b) Enable the Audit directory service access Policy and set to success in Default

Domain Controllers Policy as shown below:

’ Group Policy Management Editor H[=1 B3

File Action View Help

Policy = |Policy Setting
s L o/ Audit account logon events Mot Defined
B [ Policies el ccnalssspancaent fick Daficsd
= Software Settings 12| Audit directory service access Success
& (] Windows Settings QR0 L T e - et Dermed
& = Narpe Resolution I::dicdy <) Audit object access Mot Defined
& Scripts (Startup/Shutdown) 2] Audit policy change Mot Defined

=] S Security Setti
& f% __:;cfccyouit ;nolgliiies Ue] Audit privilege use Mot Defined
= {1s] Audit process tracking Not Defined

| Local Policies : )
=B it Policy “o] Audit system events Mot Defined

] % User Rights Assignme

m®

B | Security Options
| Eventlog
_ 4 Restricted Groups
4 System Services
4 Registry
4 File System
Zo) Wired Network (IEEE 802
| Windows Firewall with Ac
::l Metwork List Manager Po
caff Wireless Network (IEEE £
| Public Key Policies =
| Software Restriction Poli
; MNetwork Access Protectic
|| application Control Policie
‘g, IP Security Policies on Ac

| Advanced Audit Policy Co
B -’_I_“l | 2]
| | |
c) Select Write all properties, Delete, Delete subtree and Create all child

HEEEEHEH

FREEEEEE

objects properties for the OU or domain in which you wish to track changes as

shown below:

13



CHAPTER 2 - Getting Started

B Active Directory Users and Computers !EE I

File Action View Help

B EREERE EEE EEE Y R

: Active Directory Users and Comput I Name I Type I Description  ~ |
= [ - I Aa
B AoCT Duk Properties o L
. n Advanced Security Settings for ADCT_Bulk ' X|
General I M ) )
Groupory [ EmSINg e L l UM Auditing Entry for ADCT_Bulk [x] '
To view or edit details for an —— opjace IPruperties I
Auditing entries:
N Name: | Authenticated Users Change... |
Type I Name e ——— —I
Success Adminuser! | Apply onto: IThis object and all descendant objects j tt and &l des...
Success Evemone | Bt Organizat...
Access: Successtul  Failed .
Success Everyone ant Organizat...
Success Everyone List contents O O :I tt and all des...
Permizsion Success Authentica Read all properties O H and all des...
Full con Write all properties O
Read Delete O
Wiite Delete sublree O
Creats & Read permissions a O
Delete & Modify permissions a O
modify owner a O
For specia " '
Advanced Add... | All validated writes a O e |
all extended rights O O
Leanshar W Include inkeritable suditi Create all child objects O =
4 |
. Apply these auditing entries to objects -
“what are the requirements ft [~ andjar containers within his container _lclear Al
only
Manaqing auditing J Apply I

| ok I Cancel I

d) Ensure that there is no Event flooding which may sometimes prevent the ADCT
Service application from receiving the subscribed events. For example, ensure that
“Read All Properties” is not selected in object’s Auditing. Selecting this setting will
create a flurry of events in DC and will cause Event flooding.

e) Disable firewall protection to read event logs: Ensure that the target Domain
Controller is not protected by Windows firewall to read event logs by remote clients.

f) Ensure that the 'ADCT Listener Service' is running in the computer where AD
Change Tracker application is installed (can be verified in How to view the
subscription status of domain controllers?).

14



3 ADChangeTracker Features

Collect Data
Search Reports
History Manager
Events Reports

15



3.1 Collect Data

The Collect Data feature allows you to collect the list of all the events made in Active

Direct

ory. You can check for various changes in Active Directory like addition or deletion of

objects, modification of properties.

Collect Drata
Select button in the toolbar. The Collect Event Logs window will be launched..
Collect Event Logs
Step 1 of 4: SQL Server Settings
Erter a SAL server unning SAL Server 2014 7 2012 / 2008 (Erterprise / Standard / Express) edition and >
the user credertial having sufficient privileges to connect, create and delete database. :\_E
SOL Server:

e.g., M3SQLSRV1

Mote: ADChange Tracker will create a database named ADChange Tracker-<Curent_Computer_Mame>
(ADChange Tracker-V55WHKS23) in the given 501 server.

@f?.ﬁ.umenﬁcaﬁnn Mode:
() windows Authentication (uses currently logged on user)

i‘ SQL Server Authentication
User Mame: ¥

Password: |

1=
]
AT

Cancel

User Authentication

To connect to SQL Server, ADChangeTracker uses the relevant user accounts based on

the au

A.

thentication mode as listed below:

Windows Authentication:

In this method, ADChangeTracker uses the currently logged on user account while
tracking changes using ‘Track Now’ or the Run as account while using ‘Track at
scheduled intervals’.

SQL Authentication:

In this method, ADChangeTracker uses the specified SQL user account and
password while tracking changes. ADChangeTracker stores the SQL user name
and password as a user profile in 'Stored User Names and Passwords' applet for its
usage.

16
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Note: ADChangeTracker expects the user account to have sufficient privileges to create,

add to and delete database in the SQL server.

Collect Event Logs

Step 1 of 4: SQL Server Settings

Erter a SQL server unning SQL Server 2014 7 2012 7 2008 (Entemprise / Standard / Bxpress) edition and
the user credential having sufficient privileges to connect, create and delete database. \

SQL Server:  |rdZ8

e.q., MS5QLSRV1
Mote: ADChange Tracker will create a database named ADChange Tracker-<Cument_Computer_MName:
(ADChange Tracker-V55WHKSZ23) in the given S50L server.

@f?.ﬂ.uﬂﬁenﬁcaﬁnn Mode:
() windows Authentication (uses currently logged on user)

. SOL Server Authentication

User Mame: sgllogind W

Password: | ssesseses

W

Mend Cancel

Specify the SQL Server name, authentication mode, user name and password in the
above screen and Click Next button.

17
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Collect Event Logs

Step 2 of 4: Event Selection

Select events to find changes in Active Directory. You can collect the changes immediatety or at
scheduled intervals.

|:| 05 Access

EI|:| Logon,/Logoff
--Dﬂa:u:nunt Lockout
"D|PSED Extended Mode
"D|PSED Main Mode
|:| IPsec Quick Mode
-] Logoff

EI|:| Logon

|:| 4624 - An account was successfully logged on.
|:|4€25 - An account failed to log on.

[ |Metwork Policy Server
Fe-[_|Other Logon/Logoff Events
|| Special Logon
#-[_|Object Access

#-[_|Palicy Change

< Back Mest =

Cancel

Select event IDs to find events in Active Directory and Click Next button

Collect Event Logs

Step 3 of 4: Domain Controller Selection

Select events to find changes in Active Directory. You can collect the changes immediately or at
scheduled intervals.

(@) Specify Domain Cortroller
DC Mame: Add
() Select Domain Cortroller
Domain Mame:  —SELECT A DOMAIN— Refresh

Domain Controllers:

[] Select Al
Log on @s cument user

User Name:  wvoyageradminuser]

Password: sssssssssss

Cancel

18
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a. In the Specify domain controller, click Add button to add a domain to the list using DC

Name textbox.

b. The list of domains available in the network will be loaded in the Domain Name

dropdown.

c. Select a domain from the Domain Name dropdown.

d. The list of domain controllers for the selected domain will be loaded in the Domain

Controller Name dropdown.
Select a domain controller from the Domain Controller Name dropdown.

Collect Event Logs
Step 3 of 4: Domain Controller Selection

Select events to find changes in Active Directory. You can collect the changes immediately or at
scheduled intervals.

() Specify Domain Controller

(@) Select Domain Contraller
Domain Mame: | WVOYAGER hd Befresh

Domain Cortrolers:

Select All
Log on as cument user

User Name: |woyager‘adminuserl

Password: essssssssss

= Back ot

W

Cancel

Specify user name and the corresponding password to connect to the specified server and Click

Next button.

Collect Event Logs

Step 4 of 4: Audit Event Logs

Select a suitable option to find changes in Active Directony. You can collect the changes immediatehy or at

scheduled intervals.

Collection Made

(@ Collect now (3 Callect at scheduled intervals

Date Range: | All available dates

= Back FEinish

Cancel

19
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Select Collect now option to collect events in Active Directory domain immediately upon clicking
the Finish button

Collect Event Logs

Step 4 of 4: Audit Event Logs
Select a suitable option to find changes in Active Directary. You can collect the changes immediately or at

scheduled intervals. :\_E

Collection Mode

() Collect now (® Collect at scheduled intervals

Task Mame: |ADChangeTracker-AuditingVOY AGER.

Run As: |VSSPROZYWwijay.m

Schedule Task: | Daily w | Start ime: [19:25 =

Date Range: | Last hour b

< Back Finish Cancel

Or select Collect at scheduled intervals option to collect changes made to Active Directory
domain at scheduled intervals.

Change the task schedule settings as required and set the password for the specified Run As
user and Click Finish to save the task details .

Events will be collected since the last time a collect data was performed. The collecting process
will only collect the event data and store it in the application's change history database

20
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3.2 Search Reports
3.2.1 How to Search Change History?

The Search Change History is a powerful feature that allows you to locate specific
changes from the past such as ‘all newly created user accounts between a time periods’.
You can specify a search criteria based on the different search options available.

By
Ly

Search

-

Change History., Ctrl+Alt+C

Events... Ctrl +480t+E

To launch 'Search Change History' window, click

toolbar. The 'Search Change History' dialog will appear as shown below:

menu in the

> Specify the Date range, Object type, Change type and a field based Filter criteria to
find specific changes in the application’s Change History database.

> Select the desired Domains to perform your search on.

» Optionally, you can save this search by specifying a name for your search and clicking on
the Save button. This will save the search for a future use. You can thus maintain a list of
your saved searches for repeated use in the future.

» Click on Generate button to begin search.

Search Change History

Nt query and domains.
79

Template Mame:  User Object Changes

Date range: From: 11/16/2013 ~ Tor 12/16/2013

Shaow only : Users

Changetype: (V] Added V| Modified  [V] Deleted

Quick Filter: (]
Any Field

L1]

Damains: .
Domain Mame

V| 5 RESEARCHLAB
[l SO vaGER

=i

Search for AD change by specifying a suitable criteria uzing date range, change tvpe, filter

Reset

If you want to use or edit an already saved search, select the name of saved search from
the drop down list. This will load the saved search’s settings. You may also edit this and
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click on Save again to save the modified search. Once you load a saved search, you may

click Generate to perform a search.

After the data collection process is complete, the report would be generated in a report window

as shown below:

@ Search Reports

|5 Export & Refresh @ E-mail E]ShnwEventViewer fields Find m
Search Template Name:  User Object Changes
Eﬁ:iﬂ Egﬁzt Object Path ghai:sd %I;;enge Egﬁ:ﬂy Old Value MNewi Value Changs made by Erl’:ange made |;
RESEARCHLAD | stephen walther EI:E:%‘J:&DEL. o E.'ﬁ:ﬂg%"am P.O. Box 42545 RESEARCHLABNadminuserd | 1o/ | /2013 125¢
RESEARCHLAB | iis o omeics QL. U661 | Added RESEARCHLABNadminuserd | 1o/ 1 /20131235
RESEARCHLAB Stevedobs | USi0ie o o e (s alVoke P oy 48958 |RESEARCHLABAadrinuser3| iy o0 12
RESEARCHLAE | Daniel ). Holder ﬁg;ﬂ?gﬁ'i[m_[ user E‘f:;’;*;?’a"e E-Mail Danieli@rlab.com | RESEARCHLAB adminuser3 :,ﬂ”m”u:“
RESEARCHLAB | Alison J. Thomas ?Eoﬂ?gdmnm_ s ’é‘;:i:;ﬂ,ﬁva"'e Jolephone | ycerpachist | 4585540214 RESEARCHLABNadminuserd | ) o120 1232
RESEARCHLAB Wilomolark | e/l o+ Juser  todfedVake (b o, | 45063 80248 RESEARCHLAB\adminuser3 | oy 2/ 2013 1228 |

Event Viewer Reference

Date & Time: 12/13/2013 1254:06 PM
Source: Microsoft-Windows-Security-Auditing
Category: Directory Service Access

Event ID: 4662

Temm

[m |
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3.2.2 How to Search Events?

The Search Events is a powerful feature that allows you to locate specific
over a time period and stored in the application's Events History database.

Y
Ly

Search

-

Change History., Ctrl+4lt+C
Events... Ctrl+4lt+E

To launch 'Search Events' window, click
The 'Search Events' dialog will appear as shown below:

events that occurred

menu in the toolbar.

» Specify the Date range and Event IDs to find in the application’s Events History

database. You can also select multiple events for search.

> You can also perform the events search for the entire database by selecting the All dates

in the application database option.
Select the desired Domains to perform your search on.

Optionally, you can save this search by specifying a name for your s

earch and clicking on

the Save button. This will save the search for a future use. You can thus maintain a list of

your saved searches for repeated use in the future.

» Click Generate button to begin search.

e

( ‘ Search for Event ID details by specifying a suitable criteria using date
a4 range and domains.
78

Search Events

~

Template Name:  DSC and Logon/Logoff Events - @
Date range: @ &l dates in the application database

J From: |11/16/2013 To: |12/16/2013
Event IDs: Event D P

] 5138

V] 4624

(V] 4634 <
Homakss: Domain Name

V] 55 RESEARCHLAB

[T 55 VOYAGER

Reset
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If you want to use an already saved search, select the name of saved search from the drop
down list. This will load the saved search’s settings. Once you load a saved search, you

may click Generate to perform a search.

After the data collection process is complete, the report would be generated in a report window

as shown below:

Date

11/20/2013 7:25
]

RESEARCHLAB RD30

4634

11/20/2013 7:25
i

RESEARCHLAB\RD30$

Microsoft-windows-S¢ Logoff

E% Search Events Reports (23]
|59 Export | |2 Refresh @ E-mail Find @J
Search Template Name: DSC and Logon/Logoff Events =
3 Report i
ggmgm ::ﬁ:e Generated IE[;/ent gzzr;g:n + Change made by Source Category User Computer

rd30.researchlab

|RESEARCHLAB | RD30 | 11/20/20137:25 | 4534 | 11/20/20137:25 | RESEARCHLABARD30S | Microsoft Windows-54 Logoff | 1d30esearchlab
|RESEARCHLAB |RD30 | 11/20/20137:25 424 | 11/20/20137:25 |4 Microsoft-windows-5¢ Logon | d30.researchiab
|RESEARCHLAB |RD30 | 11/21/2013545 |5141 |11/21/20135:45 | RESEARCHLABSsdminuser Microsoftindows-S¢ Directory Service | RESEARCHLABNadrir rd30 ressarchlsb
RESEARCHLAG |RD30 | 11/21/2013546 | 5137 | 11/21/2013546 | RESEARCHLABNadminuser MicrosoftWindows-S: Ditectory Service | RESEARCHLAB\adnin 1430 researchlab
RESEARCHLAB |RD30 | 1172172013554 [5147 | 11/21/2013553 | RESEARCHLABAadminuser MicrosoftWindows 5¢ Directory Service | REGEARCHLABNadmin| rd30.researchlabl |
|RESEARCHLAB |RD30 | 11/21/20136:34 | 5137 | 11/21/20136:34 | RESEARCHLAB adminuser Microsoftwindows-S¢ Directory Service | RESEARCHLAB admin 1d30.researchlab
RESEARCHLAB |RD30 | 11/21/2013634 [5141 | 11/21/20136:34 | RESEARCHLAB\adminuser Mictosoltwindows: ¢ Drectoy Sevice | REGEARCHLABNadrir| 1030 researchiab
11212012 820 ~ Niractam Carvica | nrearanecinam 1 0| aan [

1111 9M 32 R0

lmreramein an |l onan

Lraas

e Ame AR 1

i PR

]

1

| »

Event Viewer Reference

X

Date & Time: 11/20/2013 7:25:15 PM
Source: Microsoft-Windows-Security-Auditing
Category: Logoff

Event ID: 4634

Tamme D Chlmbiarimvls)

TR
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3.3 History Manager
3.3.1 How to Cleanup Events History?

The Events History Manager allows you to clean up any unwanted events and their related
data from the Events History database. The Events History database contains all events
from the time you configured the specified event ID in the application. Please be careful
while you perform cleanups of events as this will permanently delete the selected events
from your database. It is highly recommended that you maintain a full backup of the
application’s database at regular intervals to recover any accidental loss of events data.

=

History Manager

To launch 'Events History Manager' window, click menu in the toolbar. The 'Events
History Manager' dialog will appear as shown below:

>

>

Specify the Date range and Event IDs to cleanup specific event ID in the application’s
Events History database.

Select the desired Domains to perform the cleanup.
Optionally, you can cleanup the events by selecting a template from the saved templates.
Click on Cleanup button to delete all the events for the selected date range and domain.

~

Events History Manager @
This manager provides the option to clean up the Event IDs for the
- selected date range in the associated database.
Template Name:

Date range: @ All dates in the application database

) From: 0313172013 To! |04/30/2013

Event IDs: Event ID

V] 4862
] 4776

Domains: :
Domain Name

V| 5 TREELAB

[ Reset ][ Cleanup ][ Close

NOTE: You can also delete the entire events history by selecting the 'All dates in the application
database' option.
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3.4 Events Reports

3.4.1 About Events Reports

Events Reports in ADChangeTracker is a powerful feature that enables the user to report
the events data for AD object changes, User logon/logoff activities, Password
change activities and Terminal Services activities based on specific event ID(s) in the
security event log of domain controller. This feature is powered by a listener Service called
ADCT Listener Service. ADCT Listener Service collects the events data and stores in the
application's Events History database. You can view events data by specifying the
timestamp, domain, change type, category and field based filter query that occurred over
a time period.

Benefits

* Reports User Logon/Logoff activities in a domain with valuable information like Client

Name, Logon Type and Workstation Name.

« Reports events data with When and Who made the changes for Password change activities

in Active Directory.

« Reports Terminal Services Activities of roaming users in a domain with valuable

information like Connected User Name, Workstation Name and Session Type.

* Reports What exactly changed, along with Old Value and New Value, When the change
was made, Where the change was made in Active Directory and Who made the changes

in Active Directory objects.
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3.4.2 Configure Events Reports

This section provides step-by-step procedure for configuring Events Reports. This process consists

of three primary steps:

Enable audit policy.
Configure event ID(s) in application for security event log data collection.

Set up auditing in object's SACL. This step is applicable for Object Change Reports and
Permissions Change Reports only.

Enable audit policy

Click Start, point to Administrative Tools, and then Group Policy Management.

In the console tree, double-click the name of the forest, double-click Domains, double-
click the name of your domain, double-click Domain Controllers, rightclick Default
Domain Controllers Policy, and then click Edit.

Under Computer Configuration, double-click Policies, double-click Windows
Settings, double-click Security Settings, double-click Local Policies, and then click
Audit Policy.

In the details pane, right-click the Policy pertaining to the report as shown in the following

table and then click Properties.

Report Name

Policy

User Logon/Logoff Reports

Audit logon events

Password Change Reports

Audit account management

Terminal Services Activity Reports

Audit logon events

Object Change Reports

Audit directory service access

Permissions Change Reports

Audit directory service access

5. Select the Define these policy settings

6. Under Audit these attempts, select the Success check box, and then click OK.

Configure event ID(s) in application for security event log data collection.

For security event log data collection, configure event ID(s) corresponding to each report in

check box.

Real Time Events -> Alerts as stated in the following table:

Report Name

Event ID(s)

User Logon/Logoff Reports

4624, 4634
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Password Change Reports 4724

Terminal Services Activity Reports 4778, 4779

Object Change Reports 5136, 5137, 5139, 5141
Permissions Change Reports 5136

Set up auditing in object's SACL:

To set up SACL auditing for directory objects, perform the following steps.

1. Click Start, point to Administrative Tools, and then click Active Directory Users and

Computers.

2. Right-click the organizational unit or any object for which you want to enable auditing, and
then click Properties.

3. Click the Security tab, click Advanced, and then click the Auditing tab.

4. Click Add, and under Enter the object name to select, type Authenticated Users (or
any other security principal), and then click OK.

5. In Apply onto, click This object and all descendant objects.

6. For Object Change Reports: Under Access, select the Successful check box for Write
all properties. If you want to report events data for creation and deletion of objects,
select the Successful check box for Delete, Delete subtree and Create all child
objects too.

7. For Permission Change Reports: Under Access, select the Successful check box for

Modify Permissions.

8. Click OK until you exit the property sheet of the organizational unit or other object.
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3.4.3 How to generate User Logon/Logoff Reports?

To generate the User Logon/Logoff Reports, perform the following steps.

1. Configure settings for 'User Logon/Logoff Reports' as stated in Configure Events Reports.

2. To launch 'User Logon/Logoff Reports' window, click

5]

Events Reports 7

[ User Logon/Logoff Reports...
S. Password Change Reports..,

1_5_) Terminal Services Activity Reports..,
|| Object Change Reports »

‘_% Permissions Change Reports »

menu in the toolbar. The

'User
Logon/Logoff Reports' window will appear as shown below:

User Logon/Logoff Reports

Generate User Logon/Logoff reports by specifying a suitable criteria using date range.
Q ), domains, filter query and category.

Date range: From: 10/04/2013 v To: 11/05/2013 ~
Domains: Domain Name

VI 55RESEARCHLAB

Y

Quick Fiter: ¥ gy Operator: ~ Value :

[[Logon Type] v] [<> v} 3 (Network)

Category: [¥] Logon (V] Logoff
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3. Specify the Date range, Category and a field based Filter criteria to find the User
logon/logoff events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as

shown below:

User Logon/Logoff Reports (o & =)
= Expart | [d) Refresh | B E-mail Find @
Report Name: User Logon/Logolf Reports [From 11/10/2013 To 12/10/2013)
Generated On: 12/13/2013 6:04:32 PM ‘ Status: Success [ Troubleshooting Tips Filter: Mot Applied
Egﬁ:in User Name \ﬂv:r;islation .E:lj?j?; o Logon Type Category EventID lf?[sgnfLogoff i
RESEARCHLAB  RESEARCHLAB\adminuserd 10.10.10.40 10 (Rematelnteractive) Logon 11/20/20136:43
RESEARCHLAE | RESEARCHLAB\adminuserd 'RD30 10.10.10.40 10 [Remotelnteractive) | Logon 4624 11/20/2013643 |
RESEARCHLAB | RESEARCHLAB\adminuser3 RD30 5 [Service) Logon 4624 J_HZU-"ZUH 6:45 1
RESEARCHLAB | RESEARCHLAB\adminuser3  RD30 10.10.10.40 10 (Remotelnteractive) | Lagon 4624 11/20/23€:48
RESEARCHLAE | RESEARCHLAB\adminuser3 'RD30 10.10.10.40 10 [Rematelnteractive) . Lagon 4624 L:' :’20"201 3646
RESEARCHLAB | RESEARCHLABadminuser3 10 (Rematelnteractive) | Logoff 4634 11/20/2013 €:46
RESEARCHLAB | RESEARCHLAB\adminusei3 | 10 (Remotelnteractive) | Logoft 4634 11/20/20136:43
RESEARCHI AR | RESFARCHI ARMadminusecy | A (S arviral | Lonat | ak24 11/20/2M3658  ~
Quick Fiter: [&ny Field | EE
Advanced Filters: Y B .
. >

Event Viewer Reference

Date & Time: 11/20/2013 6:43:43 P
Source: Microsoft-WWindows-Security-Auditing

Category: Logon

Event ID: 4624

Tarmns A0 (D o bk e mbin 1m

| »
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3.4.4 How to generate Password Change Reports?

To generate the Password Change Reports, perform the following steps.

1. Configure settings for 'Password Change Reports' as stated in Configure Events Reports.

2. To launch 'Password Change Reports' window, click

E

Events Reports ~

User Logon/Logoff Reports...

‘E Password Change Reports...

k;;} Terminal Services Activity Reports...

|| Object Change Reports »

4 Permissions Change Reports »

menu in the toolbar. The 'Password
Change Reports' window will appear as shown below:

-

Password Change Reports @

Y Generate Passward change reports by specifving a suitable critenia using date range,
{ »  domaing and filker query.

Date range: From: 10/01f2013 « To 10/24/2013 =

Domains: .
Damain Mame

L RESEARCHLAB
] L vwssLAR

Quick Fiter: [

A Field =

Reset

3. Specify the Date range and a field based Filter criteria to find the Password change events
in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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RESEARCHLAR RESEARCHLABVAlizon

RESEARCHLAB adminuser3

Password Change Reports E=n =R ="

[ Export | [2) Refresh | B E-mail Find E
Report Name: Password Change Reports (From 11/1/2013 To 12/1/2013)

‘ Generated On: 12/13/2013 6:07:43 PM I Status: Success | Troubleshooting Tips | Filter: Mot Applied ]

Domain Name Target Account Event ID Change made by Change made on -

11/20/2013 519 PM

RESEARCHLAB RESEARCHLABME dward 4724 RESEARCHLAB adminuser3 11425/2013 1210 PM
RESEARCHLAR RESEARCHLAB stephen 4724 RESEARCHLAB adminuser3 11425/2013 4:00 PM
RESEARCHLAR RESEARCHLAB\Andrews 4724 RESEARCHLAB adminuser3 11/25/2013 4:01 PM
RESEARCHLAR RESEARCHLAB W iliam 4724 RESEARCHLAB adminuser3 11/25/2013 4:02 PM
RESEARCHLAB RESEARCHLABAUserB4 4724 RESEARCHLAB\adminuser3 11/25/2013 4:07 FM
RESEARCHLAB RESEARCHLABadmin 1 4724 RESEARCHLAB\adminuser2 11/26/201311:41 AM

Quick Filter: | Any Field

-|(=

Advanced Filters: ‘

-]
@

=

Event Viewer Reference

Date & Time: 11/20/2013 519139 PM
Source: Microzoft-Windows-Security-Audting
Category: User Account Management

Event ID: 4724

Taemms

> [ %
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3.4.5 How to generate Terminal Services Activity Reports?

To generate the Terminal Services Activity Reports, perform the following steps.

1. Configure settings for 'Terminal Services Activity Reports' as stated in Configure Events

Reports.

2. To launch "Terminal Services Activity
click

Events Reports ~

(@] User Logon/Logoff Reports...
E Password Change Reports..,
I
|'§) Terminal Services Activity Reports...
| Object Change Reports »

4 Permissions Change Reports »

Reports' window will appear as shown below:

Reports'

= Generate the Terminal Services Activity reports by specifying a suitable criteria using
& > date range, domains, filter query and change type.

Date range: From: 10/15f2013 « Too 10/30/2013 -

Domains: .
[iamain Mame

Z5RESEARCHLAB
S5 WOYAGER

Uuick Filter: Field : Dperator:  Walue
[['w'mkstatinn MName] v] [<> v} RDB4

Change type: Beconnect Disconnect

Terminal Services Activity Reports @

[ Reset ] | Generate |[ Cancel

-

menu in the toolbar. The 'Terminal Services Activity

3. Specify the Date range, Change type and a field based Filter criteria to find the Terminal

Services activity events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.
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6. Once the data collection is complete, the report will be generated in a report window as
shown below:

|i= Export

Terminal Services Activity Reparts
| Refresh | 5 E-mail

I Status: Success

Report Name: Terminal Services Activity Reports (From 11/11/2013 To 12/13/20

Generated Or: 12/13/2013 6:11:50 PM | Troubleshooting Tips

| Filter: Nat Applied

Find

o)le =

©

E:mgin Target Computer Connected User Name \'&V;I;slalion Eﬁr‘n‘es . El':ﬁi:n %sgge EventID Change made on —
RESEARCHLAB rd30.researchlab.local  RESEARCHLABNadminuserd WSSwKS10 10101082 RDP-TcpH#l  Reconnect 12/2/2013 3:40 PM
RESEARCHLAB | rd30.researchlab.local | RESEARCHLABMadminuserd WSSwWKS10 10101082 |RDP-Tcp#1 | Disconnect | 4779 12/2/2013338PM |
RESEARCHLAB | rd30.researchlab.local | RESEARCHLABN\adminuser2 WSSwKS14 10101041 . RDP-Tcpl | Disconnect | 4773 11/26/2013 307 PM
RESEARCHLAB | rd30.researchlab.local | RESEARCHLABM\adminuser2 WSSwWKS14 10101041 |RDP-Tcp#l | Reconnect 4778 11/26/2013 306 PM
RESEARCHLAB | rd30.researchlab.local | RESEARCHLABM\adminuserl  WSSWKS18 10101033 . RDP-Tcpt0 | Reconnect | 4778 12/3/201311:20 AM
RESEARCHLAB | rd30.researchlab.local | RESEARCHLABNadminuserd WSSwWKS19 | 1010.10.40 l RDP-Tcp2 | Disconnect | 4773 12/2/2013 339 PM
RESEARCHLAB | rd30.researchlab.local | RESEARCHLABM\adminuser3 WSSWKS13 10101040 |RDP-Tcp#2 | Reconnect | 4778 12/2/2013 3:38 PM
BESFARCHIAR | 1d30 tesearchlah local | BFSFARCHI ARMNadmirserd WSSWES19 10101040 [ BOP-Ten# Beconnect 4778 12/2/2M31212PM | 7

Quick Filter:

Any Field

Advanced Filters:

Event Viewer Reference

Event ID: 4775

Trmns Dmmammemt

Date & Time: 12/2/2013 3:40:07 PM

Categony: Cther Logon/Logoff Events

Source: Microsoft-Windows-Security-Auditing

m
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3.4.6 Object Change Reports

Object Change Reports in ADChangeTracker allows you to view events data for any change
made to your Active Directory objects since the application is configured for event data
collection.

By default, ADChangeTracker collects and reports events data for the following objects
only: Builtin-Domain, Computer, Contact, Domain, Domain DNS, Group, Group Policy
Container, Organizational Unit, User.
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3.4.6.1 How to generate Computer Accounts Change Reports?

To generate the Computer Accounts Change Reports, perform the following steps.

1. Configure settings for 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Computer Accounts]' window, click Events Reports -
> Object Change Reports -> Computer Accounts... menu in the toolbar. The 'Object
Change Reports - [Computer Accounts]' window will appear as shown below:

Object Change Reports - [Cormputer &ccounts] @

=~ Generate Active Directory - 'Computer Accounts' chanage reports by specifying suitable
{_ > A criteria using date range, damains, filker query and change hpe.

Date range: From: 10/13f2013 « To: 10/28/2013 =

Domains: .
Damain Mame

SLRESEARCHLAR

] 55vssLan
Quick Filter: ERaE Operatar ;. Value
[ [Change made by] v] [= - } researchlabhadminuser3

Change type: Added | Madified Deleted

[ Reset J

3. Specify the Date range, Change type and a field based Filter criteria to find the Computer
Accounts change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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" = E“
 Object Change Reports =)
2 Export | [3) Refresh | &) E-mail Find [0}

Report Name: Object Change Reports - [Computer Accounts] (From 1041 320137
| Generated On: 10/28/2013 3:09:27 PM | Status: Success | Troubleshoating Tips | Filter: Not Applied |
Domai Object 2 Object Ch. Py b Event
N:m:m N a:'i: Obiject Path Tﬂ')ic Tysgge N':I,EZ' Y 0ld Value New Value ][;' e Change made by Change made on

RESEARCHLAB 2 st

RESEARCHLAB admin

10/28/2 :05 P

Modified i
RESEARCHLAB |[RD43 | CN=RD430U=Aust computer |ModiiedlValue | Description TestWorkstation | 5136 | RESEARCHLAB\adminuser3 10/28/2013 3:05 P
RESEARCHLAB |RDS6 | CN=RDSG,0U=Aust computer | ModiiedValue | Distinguished | CN=RIDSB,0U=Aust| CN=RD56,0U=Aust 5139 | RESEARCHLAB adminuserd 10/28/2013 306 PY|_|
RESEARCHLAB | gazec | CN=gazxc,0U=ADC computer Description 5 lCN:R056'0U=A”5t'a“a—N°nh'DC:'Esea'cmab'oczID“’II ]
RESEARCHLAB |qazsc | CN=qazxc,0U=ADC computer |ModiiedlValue | Description TestLab 5136 | RESEARCHLAB\adminuserd 10/28/2013 307 PY|
RESEARCHLAB |qazxc | CN=qazxc,0U=ADC computer | ModfiedValue | Display Name | ADC-PC-001 5136 | RESEARCHLABadminuser3 10/28/2013 3:08 Ph
RESEARCHLAB | qazsc | CN=gazxc,0U=ADC computer | ModifiedValue | Display Name ADC-PC-01 5136 | RESEARCHLAB\adminuser3 10/28/2013 3:08 Pt ~

«| [ ] »

Quick Fiter: [y Field =l
Advanced Filters: |

I Event Viewer Reference

X

Date & Time: 10/28/2013 3:05:32 PM

RS

Source: Microsoft-Windows-Security-Auditing
'Category: Directory Service Changes

Event ID: 5136

Taomme M ifimldh Eliim Prnlomdmal
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3.4.6.2 How to generate Contacts Change Reports?

To generate the Contacts Change Reports, perform the following the steps.

1. Configure settings for 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Contacts]' window, click Events Reports -> Object
Change Reports -> Contacts... menu in the toolbar. The 'Object Change Reports -
[Contacts]' window will appear as shown below:

-

Object Change Reports - [Contacts]

SN Generate Active Directory - 'Contacts' chanage reports by specifying suitable a criteria
{ > using date range, domains, filter query and change type.

Date range: From: 10/13/2013 + To: 10/25/2013 ~
Domains: v
Daomain Name
VI (55 RESEARCHLAB
] Z5vsSLaB
Quick Fiter: [
Any Field =

Change type:  [V] Added (V] Modified (V] Deleted

|

[ Reset

3. Specify the Date range, Change type and a field based Filter criteria to find the Contacts
change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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Find

|:3 Export @ Refresh @ E-mail

Report Name: Object Change Reparts - [Contacts] (From 10/13/2013 To 10/28/2

Generated On: 10/28/20013 B:42.02 FM | Slatus: Success Troubleshooting Tios | Filter: Mot &pplied
Bmm Object Name Object Path ?:p'id g::“e E:?:m' 0ld Value New Value E"em Change made by E:"“ge made ‘\:
RESEARCHLAB | Arderson CH=Anderson.0U=A contact | ModiizdlValue | Telephone Number | 455-454-96855 513 | RESEARCHLAB\admin |0/28/2013641 |
RESEARCHLAB | Anderson Ch=anderson.0U=4 contact | ModiliedfValue | Telephone Number 455.454-968956 | 5136 | RESEARCHLAB\admin 10/28/20136:41
RESEARCHLAB | James Martin CNelames - |oontact | Modified(Vaue | Digplay Name | Mattin 513 | RESEARCHLAB\adminy 10/28/2013 640

Martin J L RESEARCHLABadmint

RESEARCHLAE | Steven CH=Steven OU=AD| contacy | ModiliediValue | Last Name Black RESEARCHLAB\adrin 0/28/2013 6 33
RESEARCHLAR admin, | 0/28/2013 6:33

AESEARCHLAB | Taylor Brown CN=Taylor _  lcontact | Added RESEARCHLAB'adrin, | 0/28/2013638
| v

<| T

Guick Fiter. 4y Field - -] )=

Advanced Fiters: | -] ﬁ? 18|

Pl LLAAREL.3C4

RESEARCHLAR | StevenL.Black  CN=Stevenl. |conlact | Deleted

X

Event Viewer Reference

[ »

ate & Time: 10/28/2013 £:40:53 PM
ource: Microsoft-Windows-Security-Auditing
ategory: Diractory Service Changes

vent ID: 5136
-
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3.4.6.3 How to generate Domain Change Reports?

To generate the Domain Change Reports, perform the following steps.

1. Configure settings for 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Domain]' window, click Events Reports -> Object
Change Reports -> Domain... menu in the toolbar. The 'Object Change Reports - [Domain]'
window will appear as shown below:

Object Change Reports - [Domain]

SN Generate Active Directory - 'Domain’ chanage reports by specifying suitable a criteria
{ »  using date range, domains, filter query and change type.

Date range: From: 10/14/2013 + To: 10/29/2013 ~

Domains: v
Daomain Name

V| S3RESEARCHLAB

] Z5vs5L4B
Quick Fiter: [
Any Field =
Change type:  [V] Added V| Modified V| Deleted
{ Reset ]

3. Specify the Date range, Change type and a field based Filter criteria to find the Domain
change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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hject Change Reparts - [Damain o= [
i3 Export E‘ Refresh @ E-mail Find E
Report Hame: Object Change Reports - [Domain] (From 10/14/2013 To 10423/20
| Generated On: 10/23/2013 257:41 PM | Status: Success | Troubleshooting Tips | Fiker: Not Appied |
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Doms Dtz (bject Path Obiect | Cherga,  Properly OldValue NewVabe  E"®™ | Change made by
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Modified] aluz Researchlab
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Qe_\etd:ﬁlgl; ]hs
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RESEARCHLAR  researchlab
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Permissions 5136 | AESEARCHLAB\adminuser3

RESEARCHLAR  resesrchiob DCerescarchlab DClocal dsmanDh |1 ofindl¥olue Ch=pdministator, 5136 | RESEARCHLABadminuserd

Managed By ;2:29/2013 255

ModifiedValus  Object Secuiity: .Evalymd Dery: _ 10/29/2013 255
Deleted) Permissions DeleteChid, This RESEARCHLABNadminusers oy

RESEARCHLAB

researchlab | DC=researchlsb DC=locsl domanONS

RESEARCHLAE

Managed By CN=Administiator,Ch RESEARCHLAB admin

b DC=lncsl domannhe |
aichlsb.DC=locsl domainDMS )

Quick Fiker. [Any Fisld - =
Advanced Filers. | ~ ‘ P |7
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3.4.6.4 How to generate Groups Change Reports?

To generate the Groups Change Reports, perform the following steps.

1. Configure settings for 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Groups]' window, click Events Reports -> Object
Change Reports -> Groups... menu in the toolbar. The 'Object Change Reports - [Groups]'

window will appear as shown below:

Object Change Reports - [Groups]

{_ > uzing date range, domains. filter query and change type.

Date range: From: 10/13f2013 « To 10/28/2013 -

Domains: .
[iamain Mame

£ RESEARCHLAR
] &y vwssLAB

Quick Filter: Ol

A Field =

Change type: Added | Madified Deleted

=

=~ Generate Active Directory - 'Groups’ change reports by specifying suitable a criteria

[ Beset J

3. Specify the Date range, Change type and a field based Filter criteria to find the Groups

change events in the application’s Events History database.
4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as

shown below:
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RESEARCHLAE |ADCT_ Securty | CN=ADCT

Modified[alue
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RESEARCHLAB adminy

10/24/201311:51
M

m

4l
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RESEARCHLAB | ADCT_Distribution | CN=ADCT_Distibuti roup g":ﬂjﬁdl\’a'“e Mernbers CN=Fobert OU=ADCT_0 5136 | RESEARCHLAB\admin. ;&’23’29133105
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RECEARCHI AR | ANCT Camiwa armd CN-ANCT Camiwa | armun | ModifiedValue | naserintion Tost E126 RECEARCHI AR\ adrmin 10/25}2013]2:?@] ok
13
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Advanced Filters:
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3.4.6.5 How to generate Group Policy Objects Change Reports?

To generate the Group Policy Objects Change Reports, perform the following steps.

1. Configure settings for 'Object Change Reports' as stated in Configure Events Reports.
2. To launch 'Object Change Reports - [Group Policy Objects]' window, click Events Reports
-> Object Change Reports -> Group Policy Objects... menu in the toolbar. The 'Object
Change Reports - [Group Policy Objects]' window will appear as shown below:
rObject Change Reports - [Group Policy Objects] ‘

{ »  aciiteria using date range, domains, filter query and change type.

Date range: From: 10/11j2013 v To: 10/30/2013 ~
Domans: Domain Name
VI 55 RESEARCHLAB
7] 55vssLaB
Quick Fiter: ¥ gy Operator:  Value:
[[Change made by] vJ [= V’ *adminuser”

Change type: (V] Added (V] Modified [V] Deleted

N Generate Active Directory - 'Group Policy Objects' change reports by specifying suitable

Specify the Date range, Change type and a field based Filter criteria to find the Group
Policy Objects change events in the application’s Events History database.

Select the desired Domains to generate your reports on.
Click Generate button to generate the report.

Once the data collection is complete, the report will be generated in a report window as
shown below:
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Object Change Reports - [Group Policy Objects]
3 Export &) Refresh '@ E-mail

Report Name:  Object Changs Fleparts - [Gioup Policy Objects] [From 10/11/2013

E=8 el ==

Find

[ Generated Or: 10/30/2013 5:55:40 PM Status: Suceess Troubleshooting Tips Fiter: Applied
il . . [l -
Eﬁ:n Object Name Obyect Path Object Type ?;n::ge Efﬁz' o SL:LE New Value IEDvenl Change made by nUr"lange made
RESEARCHLAB Test GPO CN={34192002-08] groupPoicyContainer *D‘gl‘;i::ﬂ“’”“’ flags 2 5136 | RESEARCHLAB\adminuserd 10120113508
" ) . CREATOR OWHER( I ’
RESEARCHLAB Test GPO CN={34192002.08] groupPolicyCantaine: | Modified(Value | Object Securiy: Alow; CreateChid, 5136 | RESEARCHLAB adhinuserd 10/ 20/2013 506
Added) Pemissions - P -
[ . DeleteChid, S=F, | | ‘ :
RESEARCHLAR ADCT_Test GPO | CN=(34192002-047 groupPolicyContainer E‘;’lﬂfﬂw‘” Display Name | Test GPO 5136 | RESEARCHLAB\adminuserd 101220113230
RESEARCHLAB ADCT_Test GFO | CN={34192002 042 proupPolicyContainer L"::j:‘"‘"ﬂ'* Display Mame ADCT_Test GFO 5135 | RESEARCHLAB\acminusei3 ;ﬁ;’zgmﬂ 238
RESEARCHLB Fomarded Events| oy 1 400BC4D) groupPoiicyContainer | ModiiediValue g, 0 5135 | RESEARCHLAB\acinuserd 107232013243
4| m | »
Quick Fiter: |Any Field '“= [2[2
Advanced Filters: ITeslﬁ ‘ S T |

Event Viewer Reference

Date & Tme: 100252013 22418 PM
Source: Microsoft-Windovrs-Security-Audiing
Category: Directory Service Changes
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3.4.6.6 How to generate Organizational Units Change Reports?

To generate the Organizational Units Change Reports, perform the following steps.

1.

Configure settings 'Object Change Reports' as stated in Configure Events Reports.

To launch 'Object Change Reports - [Organizational Units]' window, click Events Reports -
> Object Change Reports -> Organizational Units... menu in the toolbar. The 'Object
Change Reports - [Organizational Units]' window will appear as shown below:

Object Change Reports - [Organizational Units] @
-~ Generate Active Directary - 'Organizational Units' change reports by specifying suitable
& > a criteria uging date range, domaing, filter query and change type.
D ate range: From: 10/14/2013 ~ To! 10/29/2013 -
Domains:

Damain Mame

£ RESEARCHLAR

] 55vSSLAR
Lltiickifike: Field : Dperator: Walue
| [Object Name] - B ~| aoc

Change type: Added V| Modified Deleted

[ Beset }

Specify the Date range, Change type and a field based Filter criteria to find the
Organizational Units change events in the application’s Events History database.

Select the desired Domains to generate your reports on.
Click Generate button to generate the report.

Once the data collection is complete, the report will be generated in a report window as
shown below:
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|5 Export [e’ Refresh @ E-mail

Report Name: Object Change Reports - [Organizational Units] (From 10/14/2013 1

Find

Generated On: 10/29/2013 2:40:06 PM | Status: Success

| Troubleshoating Tips

| Filter: Not &pplied

ﬁ:mzin Obiject Name Obiject Path Obiject Type %P:;:ge E'::z"y 0ld Value New Value ﬁ)vent Change made by gll:ange made o
ionallInit x;;jggd‘l | Name
RESEARCHLAE | ADCT _workshop! | OU=ADCT_workshe organizationallinit B‘;‘i‘t’zﬂwa'“e Name ADCT subou 5136 HESEARCHLAB\admir{10/29/20132:30 PM
RESEARCHLAE |ADCT_Chid2 | OU=ADCT_Child2.0l organizationallinit Kié::;l:sdwalue Managed By o opCT 5136 | RESEARCHLAB\admin 10/29/2013 231 PM
RESEARCHLAB | ADCT_Chig_0U | DU=ADCT_Chid_0f orgarizationalunit | {5 2 | ZFIFestal | g4gum0p 513 | RESEARCHLABSadrin 10/26/2013 231 PM | —
RESEARCHLAB | ADCT_Chig_OU | DU=ADCT_Chid_0f orgarizationalUnit | ociiodtYalie | 2 Fostl 4859 5136 | RESEARCHLAB\admin 10/29/2013 231 PM H
RESEARCHLAB | ADCT_Bulk OU=ADCT_Buk,0U organizationalUinit | Modiied(Value | gPLink [LDAP://en={34192 5136 | RESEARCHLAB\admin 10/29/2013 2:37 PM | ~
Quick Filter: |Any Field '][ ']
Advanced Filters: ~| (3] l? T | B
I Event Viewer Reference x

Date & Time: 10/29/2013 2:30:12 PM
Source: Microsoft-Windows-Security-Auditing
Category: Directory Service Changes

Event ID: 5136

Tamms Mamifin e tnbin 0 drimah
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3.4.6.7 How to generate Users Change Reports?

To generate the Users Change Reports, perform the following steps.

1. Configure settings 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Users]' window, click Events Reports -> Object
Change Reports -> Users... menu in the toolbar. The 'Object Change Reports - [Users]'

window will appear as shown below:

Domain Mame

;;{3 RESEARCHLAR
(] F5vssLAB

Quick Filter: Field : Operator:  Value

[ [Froperty Mame] - ] <o * | telephoneMumber

Change type: || Added V| Modified | Deleted

| Beset | [ Geneate | [ Cancel

Ohject Change Reparts - [Users] @
Y Generate Active Directary - 'Users' change reports by specifying suitable a criteria using
} > date range, domains, filter query and change type.
Date range: From: 10/01/20153 « Toi 10/28/2013 «
Domaing:

-

3. Specify the Date range, Change type and a field based Filter criteria to find the Users

change events in the application’s Events History database.
4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as

shown below:

48



CHAPTER 3 —ADChange Tracker Features

|i=b Export E Refresh @ E-mail Find @
Report Name: Object Change Reports - [Users] (From 104172013 To 10/28/2013
Generated On: 10/28/2013 2:56:55 PM | Status: Success | Troutleshooting Tips | Fier: Mot Apolied
Damain Object . Object  Changs Property Event Change made =
Menm N Object Path Type Type = Old Value New Value I Change made by .
AESEARCHLAB Robert CN=Robert, OL=ADL user E'e’lﬂ',‘;d‘”"‘” F.O Box 46562 RESEARCHLAB\adminuser3 ;,'b’:‘"*m el
RESEARCHLAE | Robert CH=Robert OU=AD( user :ﬂzﬂva"‘e PO Box 5136 5135 | RESEARCHLAB\adminuser3 ;?fwm 31210
RESEARCHLAS | Riobert CHeRobert DU=AD(user | Modt o0 oM |E Mai robert@researchlo 5136 | RESEARCHLABNadminuserd Jojo0 <01 247
RESEARCHLAB JohnMichasl |CN=lofn = lyeer | ModifiedVakie | City london 5136 | RESEARCHLAB\adminuser3 10/20/2013243 (
RESEARCHLAB | UserlS CH=User15.0U=Bul user | ModifiedVakie |yigh Page | www.ADworkd.com 5136 | RESEARCHLABNadminuserd 10/26/2013244
AESEAACHLAR | Userl5 CN=Use5,0U=Bul user | ModiledVakie |veh Page v A0Urie com | 6136 | RESEARCHLAB\adminuserd 1072872013244
< n »
Quick Fiter. Any Fiekd x| -]
Advenced Fiters. [N Filer Appled- -
| Event Viewer Reference

Date & Tirme: 10/28/2013 12:10.01 P

mE

Source: Microsofl-Mndows-Securty- Auditing
Category: Drectary Service Changes

Event ID: 5135
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3.4.7 Permissions Change Reports

Permissions Change Reports in ADChangeTracker allows you to view events data for
Permissions changes made to your Active Directory objects since the application is
configured for event data collection.

By default, ADChangeTracker collects and reports events data for the following objects
only: Builtin-Domain, Computer, Contact, Domain, Domain DNS, Group, Group Policy
Container, Organizational Unit, User.
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3.4.7.1 How to generate Computer Accounts Permissions

To generate the Computer Accounts Permissions Change Reports, perform the following steps.
1. Configure settings for 'Permissions Change Reports' as stated in Configure Events Reports.

2. To launch 'Permissions Change Reports - [Computer Accounts]' window, click Events
Reports -> Permissions Change Reports -> Computer Accounts... menu in the toolbar. The
'Permissions Change Reports - [Computer Accounts]' window will appear as shown below:

[ -

Permissions Change Reports - [Computer Accounts] @

=~ Generate Active Directory - 'Computer Accounts' Permissions change reparts by
{ > specifying a suitable criteria using date range, domains and filter query.

Date range: From: 10f16f2013 + Too 10/31/2013 -

Domains: .
[iamain Mame

BL RESEARCHLAB

] 55vssLan
Cuick Filter: EieldE Operator:  Walue:
| [Object Name] »| [=  ~| rD5s

3. Specify the Date range and a field based Filter criteria to find the Computer Accounts
Permissions change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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AESEAACHLAB| ADSE | CN=ADSE.0U=Aust computer Eggf:d‘j][""””

NT AUTHORITYNSELF( Alow:
CreateChiid, DeleteChild; This

obiects only |
Securty: NT AUTHORITY \Authenticated
Femizsions | |) sers| Allow, GenencRead;

|3 Export | (@] Refresh | ) E-mail Find
Report Name: Permissions Change Feports - [Computer Accounts] (From 10/16/21
| Gererated On 10/31/2013 2.42:50 PM | Status: Success Troubleshooting Tips | Fiter: Not Applied
Pomeiy Soeet Oject Path fooct [renge (e DdVake New Vahie e Change made by Chenge

RESEARCHLAB\adiminuserd) Yyatia

<

n

Source: Microzoft-Windows-Securty - Audting

\Category: Directory Service Changes

[Event ID: 5136

Tarrns Rl libim adF dmb im0 il

Quick Fiter [ Ay Field <= B[
Advancad Filters: ‘ v ‘ ‘ ‘ Y PIB
I Event Wiewer Reference *x
Inn-&tlrrmmmnmaz:az:wm @
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3.4.7.2 How to generate Contacts Permissions Change Reports?

To generate the Contacts Permissions Change Reports, perform the following steps.

1. Configure settings for 'Permissions Change Reports' as stated in Configure Events Reports.

2. To launch 'Permissions Change Reports - [Contacts]' window, click Events Reports ->
Permissions Change Reports -> Contacts... menu in the toolbar. The 'Permissions Change
Reports - [Contacts]' window will appear as shown below:

-

Permissions Change Reports - [Contacts] @

=~ Generate Active Directary - 'Contacts' Permissions chanage reparts by specifying a
{ > suitable crtenia uging date range, domaing and filter query.

Date range: From: 10/15f2013 « To! 10/30/2013 =

Domains: .
[iamain Mame

£ RESEARCHLAR

] &L vssLap
Quick Filter: EialdE Operator ;. Value
| [Object Name] | o w| wiliams

3. Specify the Date range and a field based Filter criteria to find the Contacts Permissions
change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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|3 Export [# Refresh IQE-mm\ Find E

Report Name: Pemissions Change Reports - [Contacts] (From 10415/2012 To 10¢
| Genersted Or: 10/30/2013 652 19 PM | Stalus: Success Troubleshooting Tips | Fiter: Not Applied |
Domain Objzct . Object  Change Property Event Change madz =
e My Object Fath g | ran Mg Old Yalue New Value D Change made by o
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FESEARCHLAD Steven | CN-Steven DUI-AD| contact | factodt/olie G oieet Secaly AUTHORITMAuthericated RESEARCHLAB adriny S0y 0 2 51
Usersf Allow: GensricRead:
Modified(Value | Object Security: | MT AUTHORITY\Authenticated . 1043042013 6
RESEARCHLAB Andersol Ch=Andetscn QU4 contaet | o120 o | EREL om0 e | FESEARCHLAB\adrin by
y ModifiedValue | Object Secunly: NT _10/30/2013 6
FESESRCHLAB. &ncersof CN=Anderson DU=A contact | oo porct 2o AUTHORITY therticared FESEARCHLAB\sdriry oy
< [} ] »
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Advenced Filers. | v FIFIB
Event Viewer Reference x
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3.4.7.3 How to generate Domain Permissions Change Reports?

To generate the Domain Permissions Change Reports, perform the following steps.

1. Configure settings for 'Permissions Change Reports' as stated in Configure Events Reports.

2. To launch 'Permissions Change Reports - [Domain]' window, click Events Reports ->
Permissions Change Reports -> Domain... menu in the toolbar. The 'Permissions Change
Reports - [Domain]' window will appear as shown below:

- =

Permissions Change Reports - [Domain] @

= Generate Active Directory - 'Domain’ Permizsions change reports by specifying a
{ > suitable criteria using date range, domains and filtker querny.

Date range: From: 10/16f2013 + To 10/31/2013 -

Domains: .
Damain Mame

S RESEARCHLAR
[ (L vssLaR

Quick: Filter: ]
Arwy Field =

Beset

3. Specify the Date range and a field based Filter criteria to find the Domain Permissions
change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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|5b Export | @ Refresh '3 E-mail

Report Name: Permissions Change Reports - [Domain] (From 10/16/2013 To 10/2

| Find

Generated On: 10/31/2013 2:26:11 PM | Status: Success

| Troubleshooting Tips | Filter: Not Applied

Name Name Type Type

Everyone( Deny: DeleteChild;
This objects only
o Object Everyone( Allow; ReadProperty;
l[;l:‘tillheedc}[value Security: This objects only )
Pemmissions | NT AUTHORITYAENTERPRISE
NOMAIN CONTRALTFRST Allaw-

RESEARCHLAB| researchlab | DC=researchlab,DC; domainDNS

Denan Obeet  phiect Path Object  Change  Propely gy, o NewValue

Event Change ma #
ID on

Change made by

RESEARCHLAB adminy o4

<[ m

Source: Microsoft-Windows-Security-Audting
Category: Directory Service Changes

Event ID: 5136

Ta e M ciGim s 2l i 0 Ao ndy

Quick Filter: [Anv Field s ] [= ']
Advanced Fiters: | IR ARk
IEvent Viewer Reference x
-
Date & Time: 10/29/2013 2:55:29 PM D
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3.4.7.4 How to generate Groups Permissions Change Reports?

To generate the Groups Permissions Change Reports, perform the following steps.
1. Configure settings for 'Permissions Change Reports' as stated in Configure Events Reports.
2. To launch 'Permissions Change Reports - [Groups]' window, click Events Reports >

Permissions Change Reports -> Groups... menu in the toolbar. The
'Permissions Change Reports - [Groups]' window will appear as shown below:

Permissions Change Reports - [Groups] @
=~ Generate Active Directory - 'Groups' Permizsions change reparts by specifying a suitable
{ > criteria uging date range, domaing and filter query.
Date range: From: 10/15f2013 « Too 10/30/2013 -
Domaing:

[iamain Mame

£ RESEARCHLAR

] 55vs5LAR
Cuick Filter: EieldE Operator:  Walue:
| [Object Name] »| |©  »| ADCT Distribution

[ Heset J L Generate | [ LCancel

3. Specify the Date range and a field based Filter criteria to find the Groups Permissions
change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report would be generated in a report window as
shown below:
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|59 Export @ Refresh @ E-mail

Find

Report Name: Permissions Change Reports - [Groups] (From 10/15/2013 To 1043

Generated On: 10/30/2013 4:44:02 PM | Status: Success { Troubleshooting Tips ] Filter: Not Applied
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Y on

RESEARCHLAB ADCT
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| »

i - i NT AUTHORITYASELF( 4]
RESEARCHLAB | ADCT_Secure_gioup CN=ADCT_Secure_ gioup | oot/ e | Jbieet deouity Allow GenericRead: This | 5136 | RESEARCHLABAad Joy 0/ 2013 4412
obiects only |
e CN=Test Security ModifiedValue | Object Security: NT AUTHORITYASELF( 10/30/2013 4:4:
RESEARCHLAB | Test Securly Group | Gro,ip 0UI=ADCT_w 9P | Added) Permissians Allow; GenericRead; This 5136 | RESEARCHLABAad pyy
e : - : i | NT AUTHORITYASELF( ”
RESEARCHLAB | Test Secuity Growp | oot 2\ S | group | podenlValie | Jbieet Soeuit | pjoy,; Genericiead; This 5135 | RESEARCHLABNa oy 20 2013 447
2 = obiects onlv 1 -
< m

Quick Filter: | Any Field =
Advanced Fiters: |

I Event Viewer Reference

Date & Time: 10/30/2013 4:42:40 PM
Source: Microsoft-Windows-Security-Auditing
Category: Directory Service Changes

Event ID: 5136
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3.4.7.5 How to generate Group Policy Objects Permissions change Reports?

To generate the Group Policy Objects Permissions Change Reports, perform the following steps.

1. Configure settings for 'Permissions Change Reports' as stated in Configure Events Reports.

2. To launch 'Permissions Change Reports - [Group Policy Objects]' window, click Events
Reports -> Permissions Change Reports -> Group Policy Objects... menu in the toolbar.
The 'Permissions Change Reports - [Group Policy Objects]' window will appear as shown
below:

Permissions Change Reports - [Group Policy Objects]

SN Generate Active Directory - ‘Group Policy Objects’ Permissions change reports by
{ »  specifying a suitable criteria using date range, domains and filter query.

Date range: From: 10/16/2013 + To: 10/31/2013
Dok Domain Name
V| S3RESEARCHLAB
] S5vssLaB
Quick Filter: [
.'L"'.r'l},' FIE[d =

FReset

3. Specify the Date range and a field based Filter criteria to find the Group Policy Objects
Permissions change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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Permissions ange Repo

raup Policy Objects
|i=b Export |$ Refresh E E-mail Find
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| Generated On: 10/31/2013 246:21 PM | Status: Success | Ireubleshoating Tips | Filler Not Appled ]
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Dbiect Name Obizct Path Object Type Chaeo fropety Dl Value NewValue Event | Chengomade | Chargomac B8

SESEARCHLAB Test GPO : cyContainar [‘f:ld ", e m:s_m, 508

CREATOR OWNER( .
SESEARCHLA Test GPO CN={3A192D02042 goupPokicyConlare bigguy 1" o+ B Seculy Alow; CreateChic, RESEARCHLABA by 212 2106 =
| | | DeleteChid. Sel. |
L o Forwarded Events " g Modifisd(Value Object Security: | CREATOR DWNER( 10/26/2013 5:06
ESEARCHLAA Group Pelicy Object CN={E714008C-4Ds groupPolicyContainer Deleted) Permissions ﬁ"_?ﬂiE{i‘?.“E_h.‘.”' AESEARCHLABad PM
» . | CREATOR OWNER( | L3
L o Forwarded Events Modilied[Value Objsct Security: 10/28/2135:.06
ESEARCHLAE e Bhieer | CN=(ETADUBCA0) groupPolicyContaner 3 47 Foet et Allows CreateChi, RESEARCHLABNad! oyt

-

DeleteChid, Sell.

< | ]

Quick Fiter: [Aﬂy Field
Advanced Filters: |

Event Viewer Reference
Event ID: 5136

»

Type: odified(Valus Deleted)

Ueer: RESEARCHLAE adminuzer3

‘Computer: ré30 resesrchiab Jocal

Illesctipliun: A directory service ohject was modified.
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3.4.7.6 How to generate Organizational Units Permissions change Reports?

To generate the Organizational Units Permissions Change Reports, perform the following steps.
1. Configure settings for 'Permissions Change Reports' as stated in Configure Events Reports.

2. To launch 'Permissions Change Reports - [Organizational Units]' window, click Events
Reports -> Permissions Change Reports -> Organizational Units.. menu in the toolbar. The
'Permissions Change Reports - [Organizational Units]' window will appear as shown below:

[ -

Permissions Change Reports - [Organizational Units] @

=~ Generate Active Directary - '0Organizational Units' Permizsions chanage reparts by
{ > specifying a suitable criteria using date range, domains and filter query.

Date range: From: 10/01f2013 «  Too 10/30/2013 -

Domains: .
Damain Mame

SLRESEARCHLAR

] 55vssLan
Bl [Flor Field : Operator ;. Yalue
| [Object Name] «| [ ~] spcr

3. Specify the Date range and a field based Filter criteria to find the Organizational Units
Permissions change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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|50 Export @ Refresh I;‘ E-mail Find

Report Name: Pemissions Change Reparls - [Jrganizationzl Units] (From 10/1/20
| Generated On: 10/30/2013 3.03.23 PM Status: Success ‘ Troubleshooling Tips Filler: Mot Appled

Damain Object

Changs Praoperty Event Change made
Nama T Objact Path Object Type T Old Value HNew Value D by

ype MName

RESEARCHLAB ADCT_Test OU OU=ADCT_Test_OL organize

RESEARCHLABNa |

Change made “
on

=

m

10/26/2013 3:2
PM

10/28/2013 45|
PM

10/26/2013 45
PM -

‘ : o NT
RESEARCHLAB | ADCT_Teat_0U | OUADCT_Test_OL orgarizaionalric ooy | Pt 24 o) THORITYENTERPAISE 5138 | RESEARCHLAB\ad
DOMAIN CONTROLLERS!
RESEARCHLAR |ADCT_Chit2 | DO TN oot i Yioiotioue | Doleet Secarty E;ﬁfggﬁ"g?ﬂ 513 | RESEARCHLAR A
O ADCT O N SR R | {
. OU=ADCT_Child2.0 - Modified[Value | Dbject Security:

Htl-:SEAHCHLAB apCT_chiz |2 rgarizaionslri pogion 21 | DoeeL Cetu: o THORITYAENTERPRISE 5136 | RESEARCHLAB ad
4 m

L3

Quick Fiker: [Any Field o —
Advar-cdeilers:| _‘ ‘l |"_|.? K] l

@]

Event\iewer Referance

vent I0: 5136
e: Modified(Value Added)
i RESEARCHLAB adminuserd

Computer: rd30 researchlab local

rhnrlplium A directory service object was modified.
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3.4.7.7 How to generate Users Permissions Change Reports?

To generate the Users Permissions Change Reports, perform the following steps.
1. Configure settings for 'Permissions Change Reports' as stated in Configure Events Reports.

2. To launch 'Permissions Change Reports - [Users]' window, click Events Reports ->
Permissions Change Reports -> Users... menu in the toolbar. The 'Permissions Change
Reports - [Users]' window will appear as shown below:

e o

Permissions Change Reports - [Users]

N Generate Active Directory - 'Users' Permissions change reports by specifying a suitable
& »  criteria using date range, domains and filter query.

Date range: From: 10/15/2013 + To: 10/30/2013 ~

Domains: =
Domain Name

VI 55 RESEARCHLAB
] S5vssLaB

Quick Filter: ]

Any Field =

|

Reset

3. Specify the Date range and a field based Filter criteria to find the Users Permissions change
events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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2 Export | [B) Refresh | G E-mail Find
Report Name: Permissions Change Reparts - [Users] (From 10/15/2013 Te 10430,
Generated Dn 10/30/2013 26329 PM | Status: Succass | Tioubleshooting Tips | Filter: Not Applied
Domain Object . Object  Change Property Event Change a
Mame Name Object Path Type  Type Hame Dld Valhue New Vake D Change made by mads on
cranru an Alistai G Ch=alis ModifiedValue Db ity: Jeny. ECEARPUI AR 10/
RESEAACHLA o 2F T C Added] Pemni Extende - RESEARCHLABNadmin oy
. N E
Alistai G CN=listair [ ModiiedValue | Dbject Securty: | £ vewonel Deny. _0s28/2m3 242
RESEARCHLAB Noie Noiris, 0U=ADCT_Cl s Deleted) Pamissions £ wtendzdRight [OMN 5136 | RESEARCHLAB\admin P
- User-Chanae Passward:
w . NT AUTHORITYA\SELF( .
Mark CN=Maik Modified(Value | Dbject Security: K -t 10/28/2013 2:45
RESEARCHLAB Morowezynski| Morowezynski, DU = U5 Added] Parmissions :L?:ucisﬁxlfﬁead_ This 5136 | RESEARCHLAB\admin PH L
-
) . | Everpone{ Deny. Y
Mark CN=Maik ModifiedValue | Dbject Security: - - 10/28/2013 2:45
RESEARCHLAB Morowczynski| Morowezynzski OU=E “**" | Deleted) Permissions Estend=dRight [ON . 5136 | RESEARCHLABNadmin| oy -
oL User-Chanoe-Passward
« " ] »
Quick Fifter: [Any Field | E =)
Advanced Fiters: | v| KN AR
Event Viewer Reference »*
Event ID: 5136 -
Type: Modified(Value Added) E|
User: RESEARCHLABwdminuserd
Computer: ri30.researchiab local

quserhtinm A directory service object was modified. o
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3.5 How to use Advanced Filter?

Advanced Filter tool in Events Reports allows you to filter report data based on complex
filter conditions. Unlike Quick Filter, Advanced Filter gives the user the ability to create
filter conditions that include one or more fields in the report and is also capable of reporting
fields with empty values in the report.

The Advanced Filter tool is available below the report grid in the right pane as shown below:

Advanced Filters: I--No Filter &pplied-- '] Y |78

To apply a filter to the current report, select the filter from the Advanced Filters dropdown and
click on button.

To remove a filter applied to the current report, select No Filter Applied from the
Advanced Filters drop-down and click on button.

Create a new filter

W

Click on | | to create a new advanced filter for the current report.
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The Filter window will appear as shown below:

" Filter (3w
Specify a name For the filter, Click Select Fields button to select the fields you want ko appear in
the report, To Filker by Field values, vou may select a field, and then an operator and a value

from the corresponding drop-down lisks,"and then click add to filker ko add the filter condition.

Filter Name: |

Field Operator Walues
[ -Select-- - ] [ b -

[ Add to Filter |

Save ] [ Cancel

To set a filter condition, perform the following steps.

7. Specify a name for the filter.

8. Choose a field name, an operator and a possible value from the respective dropdowns.

9. Click the ‘ giddito ks J button to add the filter condition.

10.The Add to Filter button will change to AND to Filter. OR to Filter button will be enabled.
The selected condition will be added as shown below.
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[ Filter ===

Specify a name For the filter, Click Select Fields button to select the fields you want ko appear in
the report, To Filker by Field values, vou may select a field, and then an operator and a value
from the corresponding drop-down lisks,"and then click &dd to filker ko add the filker condition.

Filter Name:  Deleted Objects

Field Operator Values
[ [Change Type] - ] [ = - ] Deleted -

[ AND to Filter ] [ ‘0B’ to Filter ]

Change Type] = 'Deleted'

Save H Cancel ]

11.Click Save to apply the filter to the current report. Also, the filter will be saved to the filter
database for future use.

The report status label above the grid, shows the filter status "Filter:" followed by its current
status.

Filter: Mot Applied
Filter: Applied

For a normal view, the filter status will appear as

For a filtered view, the filter status will appear as

Note:

Click “— to clear all the filter conditions in the list.

[ AND to Filter J [ '0R' ta Filter J —

Use
enhanced filter condition as shown below: — ‘ to build

([Change Type]= 'Modified (Value Added)' AND [Property Name] = 'Telephone Number') OR
([Object Name] = 'Alex' AND [Property Name]= '"E-mail")

¥
Use — to remove the parenthesis

Use to delete a condition from the list of filter conditions. This will remove the
currently selected filter condition from the list.

Edit an existing filter

To edit an existing saved filter, select the filter from the advanced filters drop-down and
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then click the button. The filter window will appear on the screen. You may edit the fields-
list and filter conditions. Also, you can choose to save the filter in a different name, retaining the
original filter, or overwrite the existing filter with the new filter conditions and fields-list.

Delete an existing filter

To delete an existing filter, select the filter from the advanced filters drop-down list and click
the button.

However, if the filter is already applied to a report, ADChangeTracker clears the filter in
the report and deletes the selected filter.
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3.6 How to use Quick Filter?

The Quick Filter in Events Reports allows you to view a narrow subset of data by specifying
a filter condition that could either be applied to any of the fields or to a specific field in the
current report.

The Quick Filter tool is available below the report grid in the right pane as shown below:

Quick Filter: | Any Field ~|| -] =)

Apply Filter
To filter report data, perform the following steps:

1. Select a field from the fields drop-down. If you want to apply the filter condition to any of
the fields in the current report, select “Any Field” from the fields dropdown.

2. Select an operator from the operators drop-down, next to fields drop-down.

3. Type in a filter condition in the edit box.

Note: You can use wildcard characters such as “*” and “?” in the filter condition.

The filter condition can include regular characters as well as wildcard characters as given below:

Filter Description Example
Condition
a* Character starting with a [Object Name] = a* finds object name

beginning with a, for example
Adminuser, Administrator.

a? Character starting with a and [Object Name] = a? finds object name
maximum of two characters that has only two characters, starting
including a with a, for example AD.

ard* Minimum of three characters, the [Object Name] = a?d* finds object
first character being a, middle name beginning with a, that has any
character may be any single single character in the middle and
character and the last character ending with d followed by zero or more
being d characters.

Click on || to apply the filter condition.

Remove Filter

To remove the quick filter that has been applied to the current report, click the @ button.
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3.7 How to find data in a report?

You can use the find feature in ADChangeTracker to search for specific data in a report.

To search for data in a report, just type the characters or words you want to find in the
Find Telephone Nurmb LE"J

find edit box available in the report window and click on

1. ADChangeTracker performs a case insensitive search of the specified search criteria in
the report.

2. The search criteria should not be enclosed within quotation marks.

3. You can use the "*" wildcard character in the search criteria. The "*" wildcard character
act as a place holder for zero or more characters. However, note that you cannot use
the "?" wildcard character in the search criteria.

For instance, if you want to search for 'Domain' in a report. Type Domain, without quotations, in

the edit box, and then click on Find Button.

By default, ADChangeTracker adds an asterisk as a suffix to the specified search criteria,
if no wildcard character is present in it. In this case, ADChangeTracker finds a match in the
report for all fields that have the text Domain followed by zero or more characters, that is,
Domain, Domain Controllers, Domain Admins, etc.

For all the matches found, ADChangeTracker highlights the corresponding columns in the grid,

and scrolls the grid automatically to the first occurrence.

4. ADChangeTracker finds additional occurrences of the specified search criteria
instantaneously. To locate other occurrences of the same search criteria in a report you
need to scroll the report grid downwards.
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;' Change Reports - [AD Reports]

|5 Export 3| Refresh @ E-mail | [d] Show Event Yiewer fields Find Telephone Numb @
Change History 2 | ShowdllChanges | s OnlyAdded | ¥ Only Modified | %  Only Deleted|
=-S5 RESEARCHLAB(RD30) 3 5 Object  Change Property Old o
&8 Today ‘ Object Name = Object Path Class Type Name Value New Value Change made by
(D) 12716/2013 20315 Py ||| Danie! CN=Daniel 0U=ADC user | Modiied [Value | Telephone Number | | 557878302 | VOYAGER\adminuser3 |
- . N lamea ’ 'i""’{i"""”" E B Ry R T B ot e
- Last Week | James cameran E:;Je:)?eéu —ADCT| user I&A’?‘;:lrl]f;e;jlwalue Egggw /region BR co | VOYAGER\adminuser3 | I
(- Older | James cameron CN=James user Modified [Value | Country/region Brazil Colombia ‘VDYAGER\adminuseﬁ [
o [ | S TP LU a T 4 Lo a4 |
B V.UYTAGC‘EH[HMU] ;James cameron ?l_*l_a]an]eiu | USET "li‘ll?ﬂl_h_e_dJ!Value ‘EE‘T_E“C County |75 170 \VDYAGEH\adminuseB |
(5 :2 1672013 210:29 PM | Martin Luther user ; M.oii'i.fi_e_dmf\/alue | E-Mail martinL@voyager.lof VOYAGER \adminuser3 | '
: D 12062013 Thaey | Micheal J. Thomas |C |contact | Modiied [Value | Telephone Number | 544578148 |VOYABERNadminuser3 |
; (D) 1216/2013 2:16:06 PM ESt‘uan I luser | Modified (Value |p.0. Box 48750 | 46895 |VOYAGER \adminuser3| ™~
i R < m | »
@ iR Event Viewer Reference x

(- Older

| »

Date & Time: 12/16/2013 2118:11 PM

l.m

Source: Microsoft-Windows-Security-Auditing
ICategory: Directory Service Access
Event ID: 4662

Type:
< [ J» (). e >
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3.8 How to Export data?

The Export feature helps the user to export report data generated by ADChangeTracker to
a file using various formats namely HTML/CSV/XLSX.

=

- EX rt
Click on button in the report window or select Export option under File menu
to export report data to a file in the desired format.

[ Export =

Select the export path, format, file name and table name for the report
to be exported.

Export Path: (C:\Users\Public\Documents\ADChange Tracker\Ex E]

File Format:

File Name: Today-Show All Changes

[¥] Export to time-stamped subfolder

oK ] [ Cancel

Specify a file name to export report data to or accept the default file name. Specify the
export path and select a desired file format. The path refers to the destination location
where the output file generated should be stored. It can be given using the Browse button.

By default, the report will be exported to a time-stamped sub-folder in the format 'YYYYMM-
DD HH.MM.SS' under the specified export path. This will be useful to avoid overwriting of
existing files, if any, in the specified export path.

In CSV file format, the information is stored as comma separated values. For each report,
a CSV file will be generated. The name of the CSV file will be the name of the report.

In HTML and XLSX file formats, the information is stored in html and xlsx files respectively.
For each report, a file corresponding to the selected file format will be generated. The name
of the file will be the name of the report.
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3.9 How to E-mail data?

ADChangeTracker provides the option to e-mail a change report to different users. The change
reports generated after tracking will be e-mailed to the specified recipients.

Click button in the toolbar to e -mail the report to e -mail recipients. E -mail
dialog will be displayed as shown below:

5 Specify SMTP Server name, From Address, To address, Subject, Body of the e-mail message, attachment
— format and option to attach the repaort as zip file format.
|

SMTP Server: RDA45

From: Administrator @chandrayaan.local

[ To... IADAdministrator@chandrayaan local 8/
Check

Subject: Today-Show All Changes

Attachment Format: Compress the attachment

Please find the attcahed report genarated by Active Directory Change Tracker.

Regards,
Chandrayaan Admin

For e-mailing reports, ADChangeTracker requires the SMTP Server name, From E-mail
Address, To E-mail Addresses (recipients separated by semicolon) and the report
attachment format.

Specify SMTP server name, from Address, To address, mail subject, mail content, attachment
format and option to compress the attachment.

Click button to send the report by e-mail to the selected recipients.
Check names

ADChangeTracker provides check name feature to check the existence of corresponding
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8
mail-enabled recipient object in Active Directory. To check name, click [Check| button. If the
entered name matches with a mail object in the Active directory / its trusted domain, name
entered in From address textbox will be replaced by the corresponding active directory
recipient object. If there is more than one match, a dialog which contains matching Active
Directory recipients will appear as shown below. You can select one or more recipients and
click OK.

Active Directory Change Tracker found more than one "da"

Do you want to:
() Delete this Recipients from the list

@ Changeto

E, David S. Robinson[david @discovery local]

.‘. Davor J. Robinson[davor@discovery local]

To get more in i ut the listed recipients under Change to, select the name
and then click .

Details

First Name: Davor

Last Name: Robinson

Display Name: Davor ], Robinson

Title: Business Architect Department:  Management

Company: Prolong Solutions

Alias: davor Mobile number: 251-3464574890

E-maik davor @discovery.local

Webpage: davorlong.com
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If there is no match for the name entered by the user in Active Directory, a dialog will appear as
shown below:

Active Directory Change Tracker found more than one "da"

Do you want to: K

(") Delete this Recipients from the list
@ Changeto Cancel

i_, David S. Robinson[david @discovery local] [i‘l Properties...

:,_ Davor J. Robinson[davor@discovery local]

Select Delete option in the above dialog to remove the recipient name from To address text

box. Click Cancel button to close this dialog and the unresolved recipient(s) will appear in
red color.

Address Book

ADChangeTracker provides Address Book feature to search for any mail enabled recipient
object (say, person, distribution list, contact, public folder) you want to send a message

to. Click button and then use the Find Names dialog box to search for the
recipient object you want to send a message to. (Note that you can't use the Find Names
dialog box to search for distribution lists in your Contacts folder.) Select the object's name
in the list and then click Add recipient to...To.
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Find Names in: | All Global Address List

Display Name da

Last Name

Title

Company

Office

Name i Office Job Title Company

[E3DamenR. ... ... Villent Tec... ManagerQ... Villent Tec...
2 David S.R... Olivic Tech... Editor Olivic Tech...
& DavorJ. R... 251-84211 davor Prolong Sol... Business A... Prolong Sol..

To get more informa tion about one of the namt, such as department or
phone number, select the name, and then click :



4 User Profiles

ADChangeTracker creates a user profile in Windows Stored User Names and
Passwords applet, in order to store the SQL and Directory Server user context for report
generation.

The stored user profile will be useful for generating reports using ADChangeTracker under
the following scenarios:

a. Using an SQL Server having a dedicated SQL user account for report generation
using ADChangeTracker (highly recommended)

Using an SQL Server where SQL authentication mode is enabled

c. Using an alternate user account to connect to the Directory Server to retrieve AD
information

The stored user profile persists for all subsequent logon sessions on the same computer
where ADChangeTracker is installed. The stored user profiles are visible to the application
under other logon sessions on the same computer.

The stored user profile created by ADChangeTracker is restricted to the Windows User
Profile context. If the Windows User Profile is maintained locally, ADChangeTracker stored
user profile is accessible only by the same user in the same computer. If the user who
creates ADChangeTracker stored user profile, has a Roaming user account in the
enterprise, the ADChangeTracker stored user profile can be accessed by the same user
in any computer in the Windows enterprise.

The stored user profile is a generic credential of Windows Stored User Names and
Passwords applet and can be used by ADChangeTracker application only. The credential
information is stored securely in an 256 bit encrypted format in Windows Stored User
Names and Passwords applet.

The stored user profile corresponding to the SQL user account will be used by
ADChangeTracker application in order to connect to the SQL Server, if SQL authentication
is enabled in ADChangeTracker SQL settings.

Using the User Profiles dialog shown below, new profile can be created and available
profiles can be removed from the profiles list.

ADChange Tracker can store your logon infarmation for Active Directony Domains using
Windows Stored User Mames and Passwords applet. To add a user profile, click Add.

I{,'Elgdd... i Remove

Profile Mame Description

ﬁ sqllogind
€7 PATHFINDER"administrator

Click New button to add a new profile and a dialog will appear as shown below:
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I. Mew User Profile

Create a new user profile and store it in Windows stored
usernames and passwords applet,

User name: PATHFIMDER. \adminuser

£.0., username @domain, domainusername

Password: ™ I,

Confirm Password: ™ sesssssss

Description: For collecting AD data|

{ *mandatory fields )

Click Remove button in the User Profiles dialog to remove available profiles.
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5.1 How to Uninstall ADChange Tracker?

When you uninstall ADChangeTracker through Control Panel - Add / Remove
Programs applet, Windows Installer program will remove only the application files from
your computer. But, the application related files created by ADChangeTracker remain in
the computer. In order to remove ADChangeTracker worker files completely, the uninstall
wizard provides a set of cleanup options to perform the cleanup operation based upon
your selection.

Use this wizard to cleanup the files that are created by ADChangeTracker application
selectively and uninstall ADChangeTracker completely from the computer.

1) Launch the Uninstall wizard by clicking Start -> Programs -> Active Directory
Change Tracker -> Uninstall ADChangeTracker.

2) The ADChangeTracker Uninstall Wizard dialog will be shown as below:

ADChangeTracker Uninstall Wizard

Welcome to ADChangeTracker Uninstall Wizard
This wizard helps you to deanup and uninstall ADChangeTracker completely.

This wizard will guide you through the steps to deanup the files that are created by ADChangeTracker application.
IUsing this wizard you can;

Cleanup export tasks and task history.
Cleanup scheduled tasks.

Cleanup ADChangeTracker application settings.
Cleanup log files.

Uninstall ADChangeTracker application.
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Click Next to Proceed.

3) Select required cleanup options as shown below:



ADChangeTracker Uninstall Wizard @
Step 1 of 2: Cleanup Options

Cleaning up the information based on your selection

@ Uninstall ADChangeTracker application
Removes all application files and uninstall ADChangeTracker application from the machine.,

(") Uninstall ADChangeTracker application and cleanup application settings

Removes all application settings, Files and uninstall ADChangeTracker application From the machine.
Enabling the Following checkbowx will remove the change history, Ensure that you have backup of all
changes far your reference,

< Back ][ Mext = J Finish

Click Next to Proceed.

4) Confirm the cleanup and/or uninstall process.

ADChangeTracker Uninstall Wizard

Step 2 of 2: Cleanup Process

Cleaning up the information based on your selection

Click 'Finish' button to proceed with the deanup process or dick 'Cancel’ button to terminate the uninstall wizard.

ext = Finish ” Cancel

CHAPTER-5- References

Click Finish to run cleanup and/or uninstall process. Click Cancel to close the wizard.
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Removing Active Directory Change Tracker

ADChangeTracker

Active Directary Change Tracker iz being removed.

Pleaze wait. ..

1) Once the file cleanup process is complete, the uninstall wizard will automatically run
Windows Installer program to remove ADChangeTracker application from the
computer.
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5.2 Technical Support

If and when a problem arises, please forward the following information to
support@vyapin.com to revert back to you with a solution.

Error log file - e.g., <Application Data Folder>\ADChangeTracker\ADChangeTrackerErrorLog.log

The <Application Data Folder> is the common location where ADChangeTracker settings
will be stored in the computer running ADChangeTracker application. The <Application
Data Folder> can be found from the Help -> About screen. The default path of
<Application Data Folder> is as follows:

a) Windows XP, Windows 2003 - C:\Documents and Settings\All Users\Documents

b) Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Vista, Windows 2008,
Windows 2008 R2, Windows 2012, Windows 2012 R2 - C:\Users\Public\Documents
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