User Manual
Vyapin Microsoft 365 Management Suite

Vyapin Microsoft 365 Management Suite

Copyright ® 2015-2021 VYyapin Software Systems Private Limited. All Rights Reserved.
E-mail: support@vyapin.com Web: www vyapin.com

Last Updated: Dec 2021
Copyright © 2015 — 2021 Vyapin Software Systems Private Limited. All rights reserved.

This document is being furnished by Vyapin Software Systems Private Ltd for information purposes only to
licensed users of the Vyapin Microsoft 365 Management Suite software product and is furnished on an “AS
IS” basis, that is, without any warranties, whatsoever, express or implied. Vyapin Microsoft 365
Management Suite is a trademark of Vyapin Software Systems Private Ltd. Information in this document is
subject to change without notice and does not represent any commitment on the part of Vyapin Software
Systems Private Ltd. The software described in this document is furnished under a license agreement. The
software may be used only in accordance with the terms of that license agreement. It is against the law to
copy or use the software except as specifically allowed in that license. No part of this document may be
reproduced or retransmitted in any form or by any means, whether electronically or mechanically, including,
but not limited to the way of: photocopying, recording, or information recording and retrieval systems,

without the express written permission of Vyapin Software Systems Private Ltd.

e .'

V4 VYAPIN

Vyapin Software Systems Private Limited

Website: https://www.vyapin.com/
Sales Contact: sales@vyapin.com
Technical Support: support@vyapin.com



https://www.vyapin.com/
mailto:sales@vyapin.com
mailto:support@vyapin.com

PRODUCT INFORMATION . .. .uttttttttttutturirirtrtrtrtrererererererererererererereree............—.—.—.—...—..—.—.—.—.—.—..... 1
About Vyapin Microsoft 365 Management SUILE .........ccccceeeeiirririsiisisssissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 2
SYSEEM REQUITEMENTES . .cceeeeiiiiiiiiiiiiieiiiiiiiienneiiietiiteennsssissesitsesssssssssssasssnsssssssssssssnnssssssssssssnnssssssssssssnnnnssssssssssnnnnns 3
HoW t0 purchase the SOftWAre? ... e e s s s e s e s e s s s e e s e s e e s s e s s e s s ssssesennnnnns 4
How to install the SOftWare? ... s s s s s s s s s s s ssssssssssssssnnns 5
How t0 register the SOftWAre? ...t ass e s saes 10
el T T ==l T L=l 2 T=T o Yo o N 13
List of available Dashboard Reports for Exchange online 13
List of Available Mail Item Reports for Exchange Online 16
List of Available Group Reports for Exchange Online 18
List of Available License Reports for Exchange Online 18
Mail Analytics 19
List of available Mail Traffic Reports 19
List of available Message log traffic statistics reports 20
List of available Response Time Summary Reports 20
List of Available Mailbox Reports 21
List of available Mail Size Reports 23
List of available Attachment Based Reports 23
List of available Provisioning Summary Reports 24
List of Available Resource Mailbox Reports: 24
List of Available Public Folder Reports 25
List of available Security Reports 25
List of Other Reports 26
SharePoint ONIINE REPOITS.......euuurrriirrrssrssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 27
List of Available Configuration Reports for SharePoint Online 28
List of Available Security Reports for SharePoint Online 29
List of Available Inventory Reports for SharePoint Online 31
List of Available OneDrive Reports for SharePoint Online 32
List of Available File and Page Activities 32
List of available Folder Activities: 33
List of available Sharing and Access Request Activities: 34
List of Site Permission Activities: 35
List of Site Administration Activities: 35
Audit and COMPIIANCE REPOIES ......uevriiiirirrirssissiissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 37
List of available File and Page activities 38
List of available Folder Activities 38
List of available Sharing and access request activities 39
List of available Synchronization Activities 39
List of available Site Permission Activities 40
List of available Site Administration events 40
List of available Exchange Mailbox events 41




Microsoft Teams Reports

Microsoft 365 Manager Overview

Configuration Settings

VYAPIN MICROSOFT 365 MANAGEMENT SUITE FEATURES

List of available User Administration events

41

List of available Group Administration events

42

List of available Application Administration activities
List of available Role Administration events

42
43

List of Available Microsoft Teams Activities

43

List of available eDiscovery Activities

List of available General Information reports

43

.................................. 44

44

List of available Usage reports:

45

46

List of available Security reports:

Tenant Settings

.................................. 47

.................................. 48

48

SharePoint Online Settings

51

54

Other Settings

MICROSOFT 365 REPORTS (AUDIT AND COMPLIANCE REPORTS)

Check Data Collection

How to collect Audit Data

How to generate a report on File and page events?
How to generate a report on Folder Events

How to generate a report on Sharing and Access Request Activities?

How to generate a report on Synchronization activities?
How to generate a report on Site Administration?

How to generate a report on Site Permissions reports?

How to generate a report on Exchange Mailbox events?
How to generate a report on User Administration?

How to generate a report on Group Administration?
How to generate a report on Role Administration?

How to generate a report on Application Administration activities

How to generate a report on Microsoft Teams Activities:
How to generate a report on eDiscovery activities?

How to generate a custom report?

MICROSOFT 365 REPORTS (EXCHANGE ONLINE REPORTS)

How to generate Dashboard Summary Report?
How to generate Mail Item Report?

How to generate Group Report?
How to generate License Report?

How to E-mail data?

How to Export data?
How to refresh data?

104
108
110
111
113



How to use Filter? 114

Mail Analytics 116
How to generate Mail Traffic Report? 116
How to generate Message log traffic statistics reports? 121
How to generate Response Time report? 124
How to generate Mailbox Report? 126
How to generate Mail Size Report? 130
How to generate Attachment Based Report? 134
How to generate Provisioning Summary Report? 138
How to generate a Resource Mailbox Report? 141
How to generate Public Folder Report? 142
How to generate a Security Report? 145
How to schedule an Exchange report task? 146
MICROSOFT 365 REPORTS (SHAREPOINT ONLINE REPORTS).....cuvteieiireeieeecreeecree e e e e e 154
How to generate a SharePoint Configuration Report? 155
How to generate a SharePoint Security Report? 159
How to generate a SharePoint Inventory Report? 164
How to generate list of externally shared sites, externally shared lists and external users? 167
How to generate effective permission of users for specific sites and lists report? 169
How to generate sites configured for external sharing report? 171
How to generate externally shared sites and lists for specific users? 173
How to generate OneDrive Report? 175
How to Export / Publish data? 179
How to E-mail data? 182
How to use Filter? 183
How to schedule a SharePoint report task? 184
MICROSOFT 365 REPORTS (MICROSOFT TEAMS REPORTS): ....ueeieicuieeeeeereeeeeectneeeeecneeeeeeerneee e 194
How to generate a general information report? 194
How to generate a Usage report? 197
How to generate security report? 199
How to E-mail data? 201
How to Export data? 202
How to refresh data? 203
How to use Filter? 204
MICROSOFT 365 MANAGER .......uttiiiiiii i s s e e s e s s s e sesasrrereeeeesesesansnenenenesanes 207
YT TN Lol =T T =T 207
Tenant Selection 208
User Selection 209
License changes 211
Assigning license changes 215
Manage Licenses USING RUIES ........ccoiiieeieeeiiiiiiiieiieescessrerennensseeseseseenassssssssseesnnssssssessessnnnssssssssesennnssssssssssennnnssnnns 216

Search Attributes 217




Task Settings 219
Manage Licenses using Rules - AdVanCed..........coviiiiiumeeiiiiiiiiiiienieiiiiieseesnssssssee e ssss e e s ssssssssssses 221
Search Attributes 222
Task Settings 224
MaAilDOX PEIMISSIONS...euueiiiiiiiiiiiineeeiiiiiiisssssseetiiisssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssnnnsasssssss 225
How to Manage Mailbox Permissions? 226
How to Manage Mailbox Folder Permissions? 232
How to Manage Public Folder Permissions? 235
How to Copy Role Permissions? 238
How to Migrate Permissions? 242
How to Reset Mailbox Permissions? 247
LAY E T E =Ll W T R T Ve I T U ' X3 251
How to Provision Users? 252
How to De-provision Users? 257
How to Manage Users? 265
How to Manage Groups? 273
How to Manage Group Members? 278
How to Manage Admin Role Members? 283
RT=ToL 1 4V =T o o 3 287
How to generate Security Impact Report for Users? 288
How to generate OneDrive User Permissions Report? 292
How to generate OneDrive Non-Owner Permissions Report? 297
How to generate Site Collection Administrator Access 301
How to generate OneDrive Permissions Report? 305
How to generate Non-Owner Mailbox Access? 309
How to generate Shared Mailbox Access? 310
How to schedule a Manager Report task?.......ccceviiiiiiiiiiiiiiiiiiiiissssssssssssssssssssssssssssssssssssssssssssssssssnns 312
Report Selection 313
OneDrive details 314
User Selection 315
Delivery Options 316
Task Settings 318
REFERENGCES ....otttititittttttttuiuttiutstussssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssnsasnne 319
Frequently Asked QUESTIONS .........ccoiiiiiiieeiiiiriiiieiesieserereenessseseseeeenassssssssseesnnnsssssssseesnnnssssssssesennnnsssssssenennnnnsnnns 320
Lo R T o= BT U o o o R 321
LI e 0T 1 =T 4 T T 1T N 322
Permissions required 323
How to Assign Application Impersonation role? 324
Enabling Audit Logs in Office 365 Security and Compliance center 326
How to enable Mailbox Auditing? 327



Alert messages

How to Install Microsoft Exchange Online PowerShell Module?

How to uninstall Vyapin Microsoft 365 Management Suite




Product Information

About Vyapin Microsoft 365 Management Suite

System Requirements

How to purchase the software?

How to install the software?

How to register the software?

Exchange Online Reports

SharePoint Online Reports

Microsoft 365 Manager Overview




About Vyapin Microsoft 365 Management Suite

Vyapin Microsoft 365 Management Suite is an Office 365 Management and Reporting solution that
addresses the critical functions of auditing, reporting and managing Office 365 objects.

Vyapin Microsoft 365 Management Suite contains separate modules for Exchange Online Reports,
SharePoint Online Reports, Audit and Compliance Reports, Microsoft Teams Reports and Microsoft 365
Manager.

Exchange Online Reports module provides powerful reports on Mailbox, Mail Items, Mail Users, Public
Folders, Contacts, Groups, License and other related information of Exchange Online users. It also
provides a series of reports called Dashboard Summary which shows all the information about activity
and usage of Mailboxes, Groups, Public folders etc.

Mail Analytics Reports provides powerful reports on Mail Volume, Mail Size, Attachment Based reports,
Conversation and Provisioning Summary.

SharePoint Online Reports module provides powerful reports on Configuration, Security and Inventory
of your Site Collections, Lists and Libraries.

Audit and Compliance Reports module carries a variety of built-in reports and charts about File and
Folder events, Sharing and Access Request activities, Site Administration, Exchange Mailbox Events, User
Administration, Group Administration and Role Administration. You can also apply custom queries on
activity events and generate custom reports unique to your organization.

Microsoft Teams Reports module provides powerful reports on general Information, Usage and
security.

Microsoft 365 Manager Module helps you to assign or remove Office 365 license assignments right from
your desktop. You can also manage mailbox permissions such as Full Access, Send As and Send on
behalf. Migrate all mailbox permissions from on-premises to Office 365 and perform a complete Security
Audit of all your Office 365 users.



System Requirements

Disk space & Memory:
2 GB RAM and minimum of 75 MB of free disk space
Operating System (Only 64-bit operating system is supported):
Supported Windows client platform:

e  Windows 10

e Windows 8.1

e Windows 8
Supported Windows server platform:

e Windows Server 2016

e  Windows Server 2012

e Windows Server 2012 R2

e  Windows Server 2008

e Windows Server 2008 R2

Database:

The application by default creates its own Application database for data storage. However, you also
have the option to store data in SQL server as given below:

e Microsoft SQL Server 2016
e Microsoft SQL Server 2012

e Microsoft SQL Server 2008

Software:
Microsoft 365 Reports and Microsoft 365 Manager:

e Microsoft Online Services Sign-in Assistant

e  64-bit version of Microsoft Outlook 2016 / 2013 / 2010 / 2007

e Microsoft Exchange Online PowerShell Module



https://www.microsoft.com/en-us/download/details.aspx?id=41950

How to purchase the software?

You can purchase Vyapin Microsoft 365 Management Suite online from our website
https://www.vyapin.com/. Please contact our Sales department at sales@vyapin.com for sales and
price related queries. For any technical queries, please contact our technical department at
support@vyapin.com



https://www.vyapin.com/
mailto:sales@vyapin.com
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How to install the software?

Once you download the software, you can install the application using the installer package. The simple
setup wizard will guide you through the installation process as shown below:

Vyapin Microsoft 365 Management Suite.exe - Vyapin Microsoft 365 Management Suite application
contains multiple modules. You can use this setup file to install Vyapin Microsoft 365 Management
Suite on a client computer running Windows 8.1 / 8 (64-bit platform).

Once you double click the Vyapin Microsoft 365 Management Suite.exe, the setup wizard will appear as
shown as below:

1) Vyapin Microsoft 365 Management Suite - ©

Vyapin Microsoft 365 Management Suite

Copyright @ 2015-2021 Vyapin Software Systems Private Limited. All Rights Reserved.
E-mail: support@vyapin. com Web: www . wyapin.com

Cancel < Back

Click Next to proceed. The welcome step screen will appear as shown below:



N Vyapin Microsoft 365 Management Suite — &

o

The installer will guide you through the steps required to ingtall “Yeapin Microzoft 365 Management
Suite on your computer.

Welcome to the Vyapin Microsoft 3656 Managemen
Suite Setup Wizard

WARMIMG: This computer program is protected by copyright law and intermational treaties.
Unauthorized duplication or diztribution of thiz program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent poszible under the law.

Cancel < Back

Click Next to proceed with the License Agreement. Click | Agree to accept the terms info the Agreement.
The License Agreement screen is as shown below.

) Vyapin Microsoft 365 Management Suite - ©

License Agreement

ﬁ;.

Pleaze take a moment to read the licenze agreement now. If you accept the terms below, click "
Agree'’, then "Mext". Othenwize click "Cancel".

IMPORTANT: PLEASE EEAD CAREFULLY BEFORE USING THE -
SOFTWARE IN ANY WAY.

LICENSE AGEEEMENT FOR VYAPIN MICROSOFT 365 MANAGEMENT
SUITE

This i= a legal agreement between yom (either an
individmal or an entity) ("Licensee") and Vyapin

Snftwarae Swvetems Private Timited ("MMFraninh R

(1 Do Mot sgree




Click Next to proceed. Vyapin Microsoft 365 Management Suite Read Me screen will appear as shown
below.

i Vyapin Microsoft 365 Management Suite — &

Vyapin Microsoft 365 Management Suite
Information

ol

EEADME file for Vyapin Microsoft 365 Management Suite L]

Copyright (c) 2015 - 2021 Vyapin Software Systems
Priwvate Limited. All Rights EReserwved.

Thi=z README.TXT file cowvers the following topics:
I. What is Vyapin Microsoft 365 Management Suite?
IT. System reguirements

IIT.Installation

IV. How to activate the software?

V. How to contact Vyapin?

Cancel ¢ Back

Click Next to proceed. The Installation Folder will appear as shown below. You may manually enter or
Browse the location to install Vyapin Microsoft 365 Management Suite in this installation wizard step.



i Vyapin Microsoft 365 Management Suite

Select Installation Folder

The installer will install Wyapin Microzoft 365 Management Suite to the following folder.

To install in this folder, click "Mext". To install to a different folder, enter it below or click 'Browse"".

Falder:
C:\Program Files\\yapin Microsoft 365 Management Suiteh | Browse. .. |
| Disk Cost... |
| Cancel | | < Back | | MHext »
Click Next and proceed with the subsequent steps shown below:
2! Vyapin Microsoft 365 Management Suite - ©

Confirm Installation

The inztaller iz ready ta inztall Yyapin Microzaft 365 M anagement Suite an vaur computer.

Click "Mext' ta start the inzstallation.

Cancel | | < Back | | Mext




Installation progress window

! Vyapin Microsoft 365 Management Suite

Installing Yvapin Microsoft 365
Management Suite

Wyapin Microsoft 365 Management Suite iz being installed.

Please wait...

< Back

MHe=t »

Installation completion window

i Vyapin Microsoft 365 Management Suite

Installation Complete

Click "Cloge'" to exit,

Bun’Yuapin Microzoft 365 Management Suite.

“Woapin Microzoft 365 M anagement Suite haz been successfully installed.

Pleaze uze Windows Update to check for any critical updates to the MET Framework.

Cancel

< Back




How to register the software?

Once you purchase the software online or through any one of our resellers, you will receive a sale
notification through e-mail from our sales department. We will send you an e-mail with the necessary
instructions to register the software.

In case you do not receive an e-mail from our sales team after you purchase the software, please send
the following information to our sales department at sales@vyapin.com with the sales order number.
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1. Select About from toolbar
2. The About Microsoft 365 Suite dialog appears as shown below

About Microsoft 365 Suite
Vyapin Microsoft 365 Management Suite

Copyright © 2015-2021 Vyapin Software Systems Private Limited. All Rights Reserved.

Email: support@vyapin.com Web: www.vyapin.com

View License Agreement

Computer Name: vsswks23
Full Computer Name: vsawks23, vyapin2.local
Program Folder: C:\Program Files\/yapin Microsoft 365 Management Suite

Application Data Folder: |C:\Users\PubliciDocumentsiyapin Microsoft 365 Management Suite

Modules:
: Exchange Reports v7.0 | SharePoint Reports v7.0 | Audit and Compliance Reports v4.0 | Microsoft 7 * | ¥

License Type: 15-day Evaluation Copy

License Description:| This software is meant solely for evaluation purposes only.

You are on day: 1of 15
Remaining Days: 14

Reguest license key... Register license key...

Perform the following steps to register the software:


mailto:sales@vyapin.com
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1. Download evaluation/trial copy of the software from the respective product page available on
our website at https://www.vyapin.com/

2. Install the software on the desired computer.

You will receive a license key through e-mail as soon as the purchase process is complete.

4. Click 'Register License Key' in About Dialog (as shown in Image 1). Copy the license key sent to
you through email and paste it in the License Key textbox.

w

Register Vyapin Microsoft 365 Management Suite

License Type: Exchange Reports - Evaluation Copy, SharePoint Reports - Evaluation
Copy, Office 365 Export - Evaluation Copy, Office 365 Manager - Evaluation Copy,

To registerthe software, copy and pastethelicense key in the textbox balow:

Apphy Cancel

5. Copy the license key sent to you through email and paste it in the 'License Key' textbox. For help
on how to copy the license key, click 'See Example' link in the Register Vyapin Microsoft 365
Management Suite dialog (as shown in Image 2).

How to copy license key H

---- BEGIM LICEMSE KEY (COPY BELOW THIS LINE) ----EEIEd and then Copry thej

‘,,r‘" zelected text

6. Click Request License Key... button in the about dialog if you want to make a request for a
license key. The Request license Key dialog will appear as shown below:



Enter the details below to request a license key to register the product. The
license key will be delivered to the e-mail address stated in this form.

* Contact Name: |

= Company: |

* Email: |

" Efore | | |

(Country Code, Area Code, Phone No.)

* Order 1D: |

* Full Computer Narne:l rdv 1. vopager local |

License Type: | | (Optional)

€.0., Single License, Site License

Submi || Cancel |

= Contact Name: End-user of the product.

= Company: End-user Company Name.

= Email: Email address where the license key has to be sent.
= Phone: Phone number with country code and area code.
= Order ID: Order/Transaction ID reference.

= License Type: License that was purchased.

Please allow 12 to 24 hours from the time of purchase for our sales department to process your
orders.



Exchange Online Reports

List of available Dashboard Reports

List of available Mail item Reports

List of available Group Reports

List of available License Reports

Mail Analytics

List of available Dashboard Reports for Exchange online

‘ Report Display Name ‘ Report Description ‘ Field Name
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Top Public Folder by Size

List of Top Public Users by their
Size.

User Name, Created Date,
Modified Date, Identity, Deleted
Item Count, Item Count, Total
Deleted Item Size(MB), Total
Iltem Size(MB)

Top Groups by member count

Shows the list of top
distribution groups based on
their member count

Group Name, Member Count,
Identity, Display Name,
Recipient Type, Recipient Type
Details, Group Type, Created
Date, Modified Date.

List of Users with Admin Roles

List of Users with Administrative
Role.

User Name, Role Name, Mail
Address, Role Member Type,
IsLicensed

List of Groups

List of Available Groups

User, Identity, Display Name,
Recipient Type, Recipient Type
Details, Notes, Created Date,
Modified Date

List of Users

List of Available Users

User Name, First Name, Last
Name, Mobile, Company,
Department, Designation,
Reporting Manager, Office, City,
Country, Account Disabled,
Created Date, Modified Date

List of External Users

Shows the list of available
external users in the tenant

User Name, First Name, Last
Name, Mobile, Company,
Department, Designation,
Reporting Manager, Office, City,
Country, Account Disabled,
Created Date, Modified Date

List of Mailboxes

List of Available Mailboxes

User Name, Alias, Location, Mail
Address, Account Disabled,
Created Date, Modified Date

Recently added Groups

List of Groups which were
added recently.

Group Name, Identity, Display
Name, Recipient Type, Recipient
Type Details, Notes, Created
Date, Modified Date

Recently added Users

List of Users who were added
recently.

User Name, First Name, Last
Name, Mobile, Company,
Department, Designation,
Reporting Manager, Office, City,

14




Country, Account Disabled,
Created Date, Modified Date

Groups managed by Non-Admin
users

List of Groups managed by Non-
Admin users.

Identity, Display Name, Alias,
Mail Address, Recipient Type,
Group type, Managed By,

Created Date, Modified Date.

15




List of Available Mail Item Reports for Exchange Online

Report Display Name

Report Description

Field Name

Read Mail Item Report

List of Read mail items.

First name, Last name

Email Address, Folder Name, Folder Path, From, To,
Subject, Body, Item Size, Has Attachments, Item

Created Date, Item Received Date, Iltem Sent Date,
Iltem Last Modified Name, Item Last Modified Time

Unread Mail Item
Report

List of Unread mail
items.

First name, Last name

Email Address, Folder Name, Folder Path, From, To,
Subject, Body, Item Size, Has Attachments, Item

Created Date, Item Received Date, Iltem Sent Date,
Iltem Last Modified Name, Item Last Modified Time

Deleted Mail Item
Report

List of Deleted mail
items.

First name, Last name

Email Address, Folder Name, Folder Path, From, To,
Subject, Body, Item Size, Has Attachments, ltem

Created Date, Item Received Date, Iltem Sent Date,
Iltem Last Modified Name, Item Last Modified Time

Deleted Mail Items for
Recovery Report

List of Deleted Mail
Items for Recovery.

First name, Last name Email Address, Folder Name,
Folder Path, From, To, Subject, Body, Item Size, Has
Attachments, Item Created Date, Item Received
Date, Item Sent Date, Item Last Modified Name,
Iltem Last Modified Time

High Importance Mail
Item Report

List of High Importance
mail items.

First name, Last name

Email Address, Folder Name, Folder Path, From, To,
Subject, Body, Item Size, Has Attachments, Item

Created Date, Item Received Date, Iltem Sent Date,
Iltem Last Modified Name, Item Last Modified Time

Low Importance Mail
Item Report

List of Low Importance
mail items.

First Name, Last Name

Email Address, Folder Name, Folder Path, From, To,
Subject, Body, Item Size, Has Attachments, Item

Created Date, Item Received Date, Iltem Sent Date,
Iltem Last Modified Name, Item Last Modified Time

Junk Mail Item Report

List of Junk Mail items.

First Name, Last Name

Email Address, Folder Name, Folder Path, From, To,
Subject, Body, Item Size, Has Attachments, Item

Created Date, Item Received Date, Iltem Sent Date,
Iltem Last Modified Name, Item Last Modified Time

Mail Iltem Summary

List of Mail Items count
summary.

First Name, Last Name

Email Address, Total No. of folders, Total No. of
items, Total No. Of read mails, Total No. of unread
mails, Total No. of appointments, Total No. of tasks,
Total No. of contacts, Folder name, Folder path, No.
of subfolders, No. of Items, No. of read mails, No.
of unread mails

16




Mails from External
Accounts

List of mails from
External Accounts

Object name, Display name, E-mail, First name, Last
Name, From, To, Subject, Item Size (KB), Has
Attachments, Item Created date, Item Received
date, Item send date, Item last modified name,
Item last modified time

Mails to External
Accounts

List of mails sent to
External Accounts

Object name, Display name, E-mail, First name, Last
Name, From, To, Subject, Item Size (KB), Has
Attachments, Item Created date, Item Received
date, Item send date, Item last modified name,
Item last modified time

Mail Item Details

Shows the list of mail
items sent / received
with additional details
like From, To, Subject,

Attachment details etc.

Email Address, Folder Name, Folder Path, Count,
From, From Address, To, To Address, Cc, Cc
Address, Subject, Item Size (KB), Has Attachments,
Attachment Name, Attachment Size (KB), Is Read,
Iltem Created Date, Item Received Date, Item Sent
Date, Item Last Modified Name, Item Last Modified
Time

Mail Attachments

Shows the list of mail
items sent / received
with attachments. You
can also search for a
particular attachment
in the mails using this
report. This report also
shows additional
details like From, To,
Subject, Attachment
details etc.

Email Address, Folder Name, Folder Path, Count,
From, From Address, To, To Address, Cc, Cc
Address, Subject, Item Size (KB), Has Attachments,
Attachment Name, Attachment Size (KB), Is Read,
Iltem Created Date, Item Received Date, Item Sent
Date, Item Last Modified Name, Item Last Modified
Time

17




List of Available Group Reports for Exchange Online

Report Display Name

Report Description

Field Name

Groups - General
Information and
Address Details

List of groups and their
general and address
settings.

Display Name, Alias Name, Fully qualified domain
name of object

Group name, Description, E-mail, Group Scope,
Group Type, Notes

Managed By

Groups Created and
Modified Dates

List of groups and their
created and modified
dates.

Display Name, Alias Name, Fully qualified domain
name of object

Created, Modified

E-mail

Groups E-mail
Addresses Report

List of groups and their
e-mail addresses.

Display Name, Alias Name, Fully qualified domain
name of object

Email Address Type, Email Address

Groups - Members
Report

List of groups and their
corresponding
members.

Object Name, Display Name, No. of members,
Member Name, First Name, Last Name, Alias Name,
E-mail, Company

List of Available License Reports for Exchange Online

Report Display Name

Report Description

Field Name

Organization license
Report

List of organization
license information.

Account name, Account id, Active units, Consumed
units, Locked out unit, Service name, Service type,
Service status, Part number, Suspended units,
Warning units

License type by Users

List of users’ license
information.

Display name, First name, Last name, E-mail
address, Blackberry user, Licensed, Service name,
Service type, Service status, Usage location

Users by license type

List of license
assignments with
corresponding users.

Service name, Display name, First name, Last name,
E-mail address, Blackberry user, Licensed, Service
type, Service status, Usage location

License count by
license type.

List of license
assignments with
assigned license count.

Account name, Account id, Service name, Service
type, Service status, Assigned License Count

License type by Users
(Matrix Format)

License information of
users in Matrix format

Display name, First name, Last name, E-mail
address, Licensed, Usage Location, License type,
Service Information.
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Mail Analytics

List of available Mail Traffic Reports

Report Name

Description

Field Name

Inbound Mails

List the count of
incoming mails based on
date interval

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, Total Mail Count

Outbound Mails

List the count of outgoing
mails based on date
interval

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, Total Mail Count

Total (Inbound and
Outbound)

List the count of
incoming and outgoing
mails based on date
interval

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, Total Mail Count

Recipient Mail Status

Analyzes and shows the
summary of status of the
mails sent to each mail
recipient of a mail.

Sender Address, Sender Name, Subject, Mail Sent
time, Number of users who received the mail,
Number of users who read the mail, Number of
users who didn't read the mail, Number of users
who deleted the mail, Number of users who likely
deleted the mail permanently or didn't received
the mail.

Total Mail Count by
Subject

List the count of
incoming and outgoing
mails based on subjects

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, Message Subject, Total Mail Count

Total Mail Count by
Size

List the count of
incoming and outgoing
mails based on size range

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, Message Size Range, Total Message
Count, % of Total Count, % of Total Size

Total Mail Count by
Keywords

List the count of
incoming and outgoing
mails based on body
keywords

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, Body keyword, Total Mail count

Read and Unread
Mails

List the count of read and
unread mails

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, Read Mail Count, Unread Mail Count,
Total Mail count

Mail Importance

List the count of high,
low and normal
importance mails

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, High Importance Count, Low
Importance Count, Normal Importance Count,
Total Mail count

Top Users by Mail
Count

List of top users based on
mail count

Mailbox Name, E-mail Address, Total Mail Count

Top Senders by Mail
Count

List of top users based on
outgoing mail

Mailbox Name, E-mail Address, Total Mail Count

Top Receivers by
Mail Count

List of top users based on
incoming mail

Mailbox Name, E-mail Address, Total Mail Count

Mails on Non-
Working hours

Shows the list of mails
that are sent / received

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Sent Time, Received Time, Created Time,
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from a particular mailbox
over selected period of
time (non-working hours)

Modified Time, From, To, Cc, Bcc, Subject,
Attachments

Bounced Mails

Shows the list of mails
which were bounced due
to incorrect mail address
etc.

Mailbox Name, Folder Name, Folder Path, Subject,
Sender Address, To Address, Cc Recipients, Bcc
Recipients, Created Date, Sent Date, Received
Date Bounced Address, Bounced Date, Modified
Date, Has Attachments

List of available Message log traffic statistics reports

Inbound Mails

List the count of incoming
mails based on date
interval

Mailbox Name, Mailbox Address, Mail Count

Outbound Mails

List the count of outgoing
mails based on date
interval

Mailbox Name, Mailbox Address, Mail Count

Total (Inbound and
Outbound)

List the count of incoming
and outgoing mails based
on date interval

Mailbox Name, Mailbox Address, Mail Count,
Mail Type

List of available Response Time Summary Reports

Report Name

Description

Field Name

Response Time
Summary for Mailbox

Shows a summary and
detailed information on
mails received and
responded from the
selected mailboxes over
a given period of time.

Mailbox Name, E-mail Address, Number of mails
received, Number of mails with responses, Total
number of mails without responses, Number of
automatic replies, Actual mails without responses,
Number of mails within the response time limit,
Number of mails exceeding the response time
limit, Average Response Time

Response Time
Summary for
Distribution Group

Shows a summary and
detailed information on
mails received and
responded from the
selected distribution
group over a given period
of time.

Mailbox Name, E-mail Address, Number of mails
received, Number of mails with responses, Total
number of mails without responses, Number of
mails within the response time limit, Number of
mails exceeding the response time limit, Average
Response Time

Response Time
Summary for Shared
Mailbox

Shows a summary and
detailed information on
mails received and
responded from the
selected shared

Mailbox Name, E-mail Address, Number of mails
received, Number of mails with responses, Total
number of mails without responses, Number of
automatic replies, Actual mails without responses,
Number of mails within the response time limit,
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mailboxes over a given
period of time.

Number of mails exceeding the response time
limit, Average Response Time

List of Available Mailbox Reports

Report Display Name

Report Description

Field Name

Mailbox - General
Information & Address
Details

List of mailboxes, their
general information
and address settings.

Display Name, Alias Name, Fully qualified domain
name of object

First name, Initials, Last name, Description, Office,
Telephone number, Phone Numbers (Others), E-
mail, Web page, Web Page Address (Others)
Street, PO Box, City, State/province, Zip/Postal
Code, Country/region

Mailbox Created and
Modified Dates

List of mailboxes, their
created and modified
dates.

Display Name, Alias Name, Fully qualified domain
name of object

First name, Last name

Created, Modified

Mailbox E-mail
Addresses Report

List of mailboxes and
their e-mail addresses.

Display Name, Alias Name, Fully qualified domain
name of object

First name, Last name

Email Address Type, Email Address

Mailboxes - Exchange
Settings Report

Mailboxes - Exchange
Settings Report.

Display Name, Alias Name, Fully qualified domain
name of object

First name, Last name

Issue warning at (KB), Prohibit send at (KB), Prohibit
send and receive at (KB), Warning message interval
Simple display name, Hide from Exchange address
lists, ILS Server, ILS Account

Managed folder mailbox policy, Retention start
date, Retention end date, Incoming message size
(KB), Outgoing message size (KB), Accept messages
from, Reject messages from, Require that all
senders are authenticated, Home Server, Mailbox
Store, Storage Limits Settings, Issue warning at (KB),
Prohibit send at (KB), Prohibit send and receive at
(KB), Deleted Item Retention Settings, Keep deleted
item for (days), Do not permanently delete items,
Give Send on behalf of permission to, Forwarding
address to, Deliver messages to both forwarding
address and mailbox, Recipient Limits
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Mailbox - Storage
Quotas Report

List of mailboxes and
their Storage Quota
settings.

Display Name, Alias Name, Fully qualified domain
name of object

First name, Last name

Home Server, Mailbox Store, Storage Limits
Settings, Issue warning at (KB), Prohibit send at
(KB), Prohibit send and receive at (KB), Deleted
ltem Retention Settings, Keep deleted item for
(days), Do not permanently delete items

Mailbox - Delivery
Options Report

List of mailboxes and
their Delivery Options
settings.

Display Name, Alias Name, Fully qualified domain
name of object

First name, Last name

Give Send on behalf of permission to, Forwarding
address to, Deliver messages to both forwarding
address and mailbox, Recipient Limits

Mailbox Permissions
Report

List of mailboxes and
the permissions
defined for each
mailbox.

Display Name, Alias Name, Fully qualified domain
name of object

First name, Last name

Owner, Name, Type, Permissions

Mailboxes - Size Report

Mailboxes and their
respective sizes.

Display Name, Alias Name, Fully qualified domain
name of object

First name, Last name

Home Server, Mailbox Store, Storage Limits
Settings, Issue warning at (KB), Prohibit send at
(KB), Prohibit send and receive at (KB)

Mailbox, Windows NT Account, Total K, Total No. of
Items, Last Logon Time, Last Logoff Time, Deleted
Items K, Full Mailbox Directory Name, Total No. of
Associated Messages

Mailbox Last Logon
Report

Mailboxes and their
respective last logon
dates

Display Name, Alias, Email Address, Last Logon
Time, Last Logoff Time, Created Date, Modified
Date
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Mailbox Default Folder
Security Report

Security defined on the
Inbox, Sent Items and
Deleted Items folders
in each mailbox

Display Name, Alias Name, Fully qualified domain
name of object First name, Last name Folder Name,
Account Name, Permission Level

Mailbox Folders
Properties

List of mailbox folders
with their size, number
of items, number of
unread items, created
by and modified by
information.

Object Path, Object Name, Display Name, Alias
Name, Fully qualified domain name of object, First
name, Last name, Folder Name, Folder Path, Size,
Folder Description, Created Date, Modified Date,
Email Address, Container class, Folder Type, Has
subfolders, Number of subfolders, Number of
items, Number of unread items, Associated content
count, Has rules, Created By, Last Modified By

List of available Mail Size Reports

Report Name

Description

Field Name

Mail Size by Subject

List the size of incoming
and outgoing mails based
on subject

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, Message Subject, Message Size
(Bytes), Message Size (KB), Message Size (MB)

Top Users by Mailbox

Size

List of top users based on
the size of their mailbox

Mailbox Name, E-mail Address, Total Mail
Size(MB)

List of available Attachment Based Reports

Report Name

Description

Field Name

Mail Count by List the count of Mailbox Name, E-mail Address, Folder Path, Folder
Attachments attachment mails Name, Type, Total Attachment Count

Attachments by List the count of Mailbox Name, E-mail Address, Folder Path, Folder
Subject attachment mails based Name, Type, Message Subject, Total Message

on subject

Count, Total Message Size(KB)

Attachments by File
Name

List the count of
attachment mails based
on file name

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, Message Subject, Attachment File
Name, Total Attachment Count, Total Attachment
Size(KB)
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List the count of
attachment mails based
on file type

Attachments by File
Type

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, Message Subject, Message Size(KB),
Attachment File Name, Attachment File Extension,
Attachment Size(KB)

List the size of
attachment mails based
on file size

Attachments by File
Size

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Type, Message Subject, Message Size(KB),
Attachment File Name, Attachment Size(KB)

List the total count and
size of mails attachments

Mail Attachments
Summary

Mailbox Name, E-mail Address, Folder Path, Folder
Name, Total Attachment Count, Total Attachment
Size(KB)

List of available Provisioning Summary Reports

Report Name

Description

Active Users by Created Date

List the count of users based on created date

Groups by Created Date

List the count of groups based on created date

Mailbox by Created Date

List the count of mailbox based on created date

Shared Mailbox by Created Date

List the count of shared mailbox based on created date

Public Folders by Created Date

List the count of public folders based on created date

List of Available Resource Mailbox Reports:

Report Name Description

Field Name

Shows the general
information about the list
of resource mailboxes
available in the tenant

General Information
of Resource
mailboxes

Mailbox name, E-mail address, Automate
processing, Allow conflicts, Booking window,
Maximum duration, Allow repeating meetings,
Schedule only during work hours, Add organizer to
subject, Delete non-calendar items, Delegates

Shows details about list
of events scheduled on a
resource mailbox and
their usage

Resource Mailbox
usage

Mailbox name, E-mail address, Subject, Organizer,
Created Date, Start Date, End Date, Duration (in
Hours), Location, Required Attendees, Optional
Attendees, Is Reminder Set, Reminder Date,
IsRecurring
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Top 10 Users by
mailbox usage

Shows the list of users,
who are using the
resource mailboxes, the
most.

Display Name, E-mail Address, Total Count

List of Available Public Folder Reports

Report Display Name

Report Description

Field Name

Public Folder - General
Settings Report

List of public folders
and their general
settings.

Display Name, Alias Name, Fully qualified domain
name of object

Folder Name, Path, Address List Name, Public
Folder Description, Maintain per-user read and
unread information for this folder

Public Folder Created
and Modified Dates

List of public folders
and their created and
modified dates.

Display Name, Alias Name, Fully qualified domain
name of object

E-mail

Created, Modified

Public Folder E-mail
Addresses Report

List of public folders
and their e-mail
addresses.

Display Name, Alias Name, Fully qualified domain
name of object

Email Address Type, Email Address

Public Folder Client
Permissions Report

List of public folders
and their
corresponding client
permissions.

Display Name, Alias Name, Fully qualified domain
name of object

Home Server, Mailbox Store, E-mail, Public Folder
Tree

Path, Address List Name, Public Folder Description

Folder Path, Client Permissions

Public Folders Size
Report

Public folders and their
respective sizes.

Display Name, Alias Name, Fully qualified domain
name of object

Path, Address List Name, Public Folder Description,

Home Server, Mailbox Store, E-mail, Public Folder
Tree

Total K, Total No. of Items Created, Last Access
Time, No. of Owners, No. of Contacts, Folder,
Folder Path, Full Public Folder Directory Name,
Total No. of Associated Messages, Deleted Items K

List of available Security Reports

Report Name

Description

Field Name

List of non-owner
mailbox access

Non-Owner Mailbox
Access

Mailbox Name, Mailbox E-mail Address, Identity,
User Name, User E-mail Address, Access Rights
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Shared Mailbox
Access

List of shared mailbox
access

Mailbox Name, Mailbox E-mail Address, Identity,
User Name, User E-mail Address, Access Rights

List of Other Reports

Report Name

Description

Field Name

List of Mobile List of Connected Mobile | User, Mobile Number, IMEI Number, Device OS,
Devices Devices. Mobile Operator, OS Language, Mobile Number,
Device Type, First Time Sync, Device Access State,
Disabled, Identity
Device Access State Reason, client Version, Client
Type, Created Date, Modified Date
List of Shared List of Mailboxes that are | User Name, Alias, Location, Mail Address, Account
Mailboxes shared. Disabled, Created Date, Modified Date

Send as and Send on
behalf mails

Shows the list of mails
sent using Send As and
Send on behalf
permissions with actual
sender name

Object Name, Display Name, E-mail, First Name,
Last Name, Folder Name, Folder Path, Count,
From, To, Subject, Item Size (KB), Has
Attachments, Item Created date, Item Received
date, Item send date, Item last modified name,
Iltem last modified time

Mail Volume — Sent
and Received

Shows the mail count of
sent and received mails
in a hourly basis

[Display Name], [E-mail Address], [Folder Path],
[Folder Name], [Date], [00:00 to 00:59], [01:00 to
01:59], [02:00 to 02:59], [03:00 to 03:59], [04:00
to 04:59], [05:00 to 05:59], [06:00 to 06:59],
[07:00 to 07:59], [08:00 to 08:59], [09:00 to
09:59], [10:00 to 10:59], [11:00 to 11:59], [12:00
to 12:59], [13:00 to 13:59], [14:00 to 14:59],
[15:00 to 15:59], [16:00 to 16:59], [17:00 to
17:59], [18:00 to 18:59], [19:00 to 19:59], [20:00
to 20:59], [21:00 to 21:59], [22:00 to 22:59],
[23:00 to 23:59]

Groups - Exchange
Settings Report

List of groups and their
exchange settings.

Display Name, Alias Name, Fully qualified domain
name of object

Message size (KB)

Simple display name, Expansion Server, Hide from
Exchange address lists, Send out-of-office
messages to originator, Delivery Options

Message size (KB)

Accept messages from, Reject messages from,
Require that all senders are authenticated

Simple display name

Groups - Restrictions

List of groups and their
restrictions.

Object Name, Display Name, Alias Name, E-mail,
Member join restriction, Member depart
restriction
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List of Available Configuration Reports for SharePoint Online

Report Display Name

Report Description

Field Name

List General Settings

Displays General
Settings information
about the list.

Web Url, Web Title, Base Template, List Name,
Description, Attachments Enabled, On Quick
Launch Bar, Permission Inheritance, Versioning
Enabled, Minor Versions Enabled, Unique Role
Assignments, Force Check Out, Allow Content
Types, Is Site Assets Library

List Templates

Displays information
about all the List
Templates available in
the site.

Web Url, Web Title, List Template, Internal Name,
Description, Type, Base Type, On Quick Launch, Is
Custom Template

Site Collection
Workflow Templates

Displays information
about the Workflow
Templates configured
in each site collection.

Web Url, Web Title, Workflow Template Name,
Description, Association

Site Columns

Displays all the Site
Columns that are
available in the site.

Web Url, Web Title, Column Name, Type Internal
Name, Type Display Name, Group Name,
Description, Required, Default Value, Enforce
Unique Values, Read Only Field

Site Content Types

Displays all the Site
Content Types that are
available in the site.

Web Url, Web Title, Content Type, Description,
Group Name, Document Template, Document
Template Url, Read Only, Column References

Site Settings

Displays Site Settings
information like time
zone, theme, template
etc.

Web Url, Web Title, Description, Time Zone,
Theme, Template, Quick Launch Enabled, Treeview
Enabled, RSS Enabled, Master Page Url

Site Templates

Displays information
about all the Site
Templates available in
the site collection.

Web Url, Web Title, Description, Category,
Template Title, Template Name, ID

Site Workflows

Displays the
information about
workflows configured
in each site.

Web Url, Web Title, Name, CreatedBy,
CreatedDate, ModifiedBy, ModifiedDate,
Description, WorkflowType, IsReusable,
AssociationUrl, InitiationUrl

Web Parts

Displays information
about all the Web Parts
available in each site,
user who created the
web part etc.

Web Url, Web Title, Web Part Title, Web Part
Name, Parent Folder, Author, Created Date, Last
Modified Date, Last Modified By, Size
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List of Available Security Reports for SharePoint Online

Report Display Name

Report Description

Field Name

Effective Permissions
of the Sites

Displays the effective
permissions of the
users/groups in each
site

User or Group, Web URL, Web Title, Account Type,
Permission inherited from, Permission levels,
Description

Effective Permissions
of the Lists

Displays the effective
permissions of the
users/groups for each
list in the site

User/Group, Web URL, Web Title, List Name,
Account Type, Permission inherited from,
Permission levels, Description

Effective Permissions
of the List Items

Displays the effective
permissions of the
users/groups for each
item in the list

User/Group, Web URL, Web Title, List Name, Item
URL, Item Type, Item Name, Account Type,
Permission inherited from, Permission levels,
Description

Effective Permissions
of the Folders

Displays the effective
permissions of the
users/groups for each
folder in the list

User/Group, Web URL, Web Title, List Name, Item
URL, Item Type, Item Name, Account Type,
Permission inherited from, Permission levels,
Description

Effective Permissions
of Users and Groups

Displays the effective
permissions of the
given users/groups for
Sites, Lists, and List
ltems

User/Group, Web URL, Web Title, List Name, Item
URL, Item Type, Item Name, Account Type,
Permission inherited from, Permission levels,
Description, List Name, Item URL, Item Name, ltem

Type

Basic Permissions of
Users and Groups

Displays the basic
(direct) permissions of
the given users/groups
for Sites, Lists and List
ltems

User/Group, Web URL, Web Title, List Name, Item
URL, Item Type, Item Name, Account Type,
Permission inherited from, Permission levels,
Description, List Name, Item URL, Item Name, ltem

Type

Consolidated
Permissions

Displays a detailed
consolidated report of
the permissions on all
the objects in
SharePoint sites like
webs, lists, folders and
list items.

Type, Name, URL, Item Relative URL, User or
Group, Principal Type, Permission Inherited From,
All the permission levels in the site

Lists with no unique
securable objects

Displays the lists which
has no unique
securable objects
underneath

List Title, List URL, Description, Created Date,
Modified Date, List Template, Base Type, Number
Of List Items, Number Of Columns, Permission
Type, Permission Level, Groups or Users

Sites with no unique
securable objects

Displays the sites which
has no unique
securable objects
underneath

Site Title, Site Url, Created Date, Modified Date,
Description, Number Of Columns, Number Of
Subwebs, Number Of Lists, Number Of Groups,
Number Of Content types, Permission Type,
Permission Level, Groups or Users
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Unique securable
objects with empty
permissions

Displays the list of
unique securable
objects which doesn’t
have any permissions

Object Type, Site Url, Site Title, Site Description,
Number Of Subwebs, Number Of Lists, List Url, List
Name, List Template, List Description, Number Of
List Items, List Item Url, List Item Title, Author,
Created Date, Editor, Modified Date

Group Ownership

Displays the list of
groups with its owner
and other properties

User Name, Group Name, Description, Owner
Name, Allow Members to Edit Membership, Allow
Request To Join Leave, Auto Accept Request To Join
Leave, Can Current User Edit Membership, Can
Current User Manage Group, Can Current User
View Membership, IsHidden

Limited Access
Permissions

Displays the effective
permission of the user
who has limited access
permissions

Object Type, Web Url, Web Title, List Name, Item
Url, Item Name, Item Type, Description, User or
Group, Account Type, Permission Inherited From,
Permission Levels
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List of Available Inventory Reports for SharePoint Online

Report Display Name

Report Description

Field Name

List Inventory

Displays inventory
information about the
list.

List Title, List URL, Description, Created Date,
Modified Date, List Template, Base Type, Number
Of List Items, Number Of Columns, Permission
Type, Permission Level, Groups or Users, Size

List Item Inventory

Displays inventory
information about the
list item.

List Name, List ltem Url, List Item Id, List Item Title,
Author, Created Date, Editor, Modified Date, File
Directory, File Type, Version, Permission Type,
Permission Level, Groups or Users, Size

Site Inventory

Displays inventory
information about the
site.

Site Title, Site Url, Created Date, Modified Date,
Description, Number Of Columns, Number Of
Subwebs, Number Of Lists, Number Of Groups,
Number Of Content types, Permission Type,
Permission Level, Groups or Users, Size

31




List of Available OneDrive Reports for SharePoint Online

Report Name

Description

Field

OneDrive User
Permissions Report

Displays list of folders
and files in all the
personal site within
OneDrive.

Account Name, Folder or File Name, Folder or File
URL, Account Type, Permission Type, Permission
Level, Author, Editor, Size (in MB)

OneDrive Non-Owner
Permissions Report

Displays the users who
has access to folders
and files within the
personal site.

Folder or File Name, Object Type, Folder or File
URL, Account Name, Permission Type, Permission
Level, Author, Editor, Size (in MB)

Site Collection
Administrator Access

Displays the users who
are the site collection
administrators in

OneDrive personal site.

Personal Site Of (User), Personal Site URL, Site
Admin Access

OneDrive Permissions
Report

Displays the users who
has access to selected
OneDrive personal site
within Office 365.

Personal Site Of (User), Personal Site URL, User or
Group Name, Type, Permissions Levels

Top OneDrive Users

Displays top OneDrive
Users based on Item
Count.

User Name, OneDrive Creation Date, Number Of
Iltems, Last Item Modified Date, First Name, Last
Name, Mobile, Title, Department, Office, City,
Location, Address

OneDrive Storage

Displays the used
OneDrive Storage
capacity of all the
available OneDrive
users.

User Name, URL, Allocated (MB), Used (MB), Usage
Percentage (%)

Inactive OneDrive
Users

Displays Inactive
OneDrive Users based
on last accessed date.

User Name, OneDrive Creation Date, Number Of
Items, Last Accessed Date, First Name, Last Name,
Mobile, Title, Department, Office, City, Location,
Address

List of Available File and Page Activities

Report Name

Description

Recently checked in / checked out files / Discarded

file check out

Shows information about the list of files checked
in / checked out / Discarded file check out recently
in your SharePoint Online environment with
related audit information

Recently copied / moved files

Shows information about the list of files copied /
moved recently in your SharePoint Online
environment with related audit information

32




Recently downloaded / uploaded files

Shows information about the list of files
downloaded / uploaded recently in your
SharePoint Online environment with related audit
information

Recently accessed / modified / renamed files

Shows information about the list of files accessed
/ modified / renamed recently in your SharePoint
Online environment with related audit
information

Recently deleted / restored files

Shows information about the list of files deleted /
restored recently in your SharePoint Online
environment with related audit information

Deleted file from recycle bin / deleted file from
second stage recycle bin

Shows information about the list of deleted file
from recycle bin / deleted file from second stage
recycle bin in your SharePoint Online environment
with related audit information

Recycled all version / recycled all minor version /
recycled version

Shows information about the list of recycled all
version / recycled all minor version / recycled
version in your SharePoint Online environment
with related audit information

Detected malware in file

Shows information about the list of malware
detected in files of your SharePoint Online
environment with related audit information

Viewed page

Shows information about the list of viewed page in
your SharePoint Online environment with related
audit information

Specific or All activities on files

Displays the list of event information based on the
selected events, date range and list of users

Top N users who had file activities

Shows the list of top users who had performed
activities on files for the given date range and list
of selected events

List of available Folder Activities:

Report Name

Description

Recently Copied /Moved Folder

Shows information about the list of folders copied
/ moved recently in your SharePoint Online
environment with related audit information

Recently Modified / Renamed Folder

Shows information about the list of folders
modified / renamed recently in your SharePoint
Online environment with related audit
information

Recently Created / Deleted / Restored Folder

Shows information about the list of folders
created / deleted / restored recently in your
SharePoint Online environment with related audit
information
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Recently Deleted folder from recycle bin / Deleted
file from second stage recycle bin

Shows information about the list of Deleted folder
from recycle bin / Deleted file from second stage
recycle bin recently in your SharePoint Online
environment with related audit information

List of available Sharing and Access Request Activities:

Report Name

Description

Access request created / accepted / denied

Shows information about the list of user requests
access that are created / accepted / denied in your
SharePoint Online environment with related audit
information

Company Shareable link created / used / removed

Shows information about the list of company link
that are created / used / removed in your
SharePoint Online environment with related audit
information

Sharing invitation created / accepted / revoked

Shows information about the list of Sharing
Invitation that are created / used / removed in
your SharePoint Online environment with related
audit information

Anonymous link created / used / updated /
removed

Shows information about the list of anonymous
link that are created / used / updated / removed
in your SharePoint Online environment with
related audit information

Share file, folder or site / Unshared file, folder or
site

Shows information about the list of sharing
permission that are Share or Unshared in your
SharePoint Online environment with related audit
information

Withdrew Sharing invitation

Shows information about the list of anonymous
link that are Withdrew Sharing invitation in your
SharePoint Online environment with related audit
information

Added Permission level to site collection

Shows information about the list of anonymous
link that are Added Permission level to site
collection in your SharePoint Online environment
with related audit information

Secure link created / used / deleted

Shows information about the list of Secure link
that are created / used / deleted in your
SharePoint Online environment with related audit
information

User added to secure link / User removed to
secure link

Shows information about the list of User added to
secure link / User removed to secure link in your
SharePoint Online environment with related audit
information

Specific or All activities on Sharing and access
request activities

Displays the list of event information based on the
selected events, date range and list of users
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List of Site Permission Activities:

Report Name

Description

Recently Created / Deleted / Updated group

Shows information about the list of groups that
are Recently Created / Deleted / Updated in your
SharePoint Online environment with related audit
information

Recently added site collection admin access

Shows information about the list of Site collection
administration access that are Recently added in
the site collection in your SharePoint Online
environment

Requested site admin permissions

Shows information about the list of site admin
permissions requested and its related information
in your SharePoint Online environment with
related audit information

Recently added / removed user or group from
SharePoint group

Shows information about the list of users / groups
that are Recently added / removed user or group
from SharePoint group and its related information
in your SharePoint Online environment with
related audit information

Modified site permission

Shows information about the list of permissions
that are Modified and its related information that
occurred in your SharePoint Online environment

List of Site Administration Activities:

Report Name

Description

Allowed user to create groups

Shows information on Site administrator or owner
adding a permission level to a site that allows a
user assigned that permission to create a group
for that site.

Created Site collection / Renamed site / Deleted
site

A SharePoint or global administrator creates /
renames / deletes a site collection in your
SharePoint Online organization

Changed sharing policy

A SharePoint or global administrator changed a
SharePoint sharing policy by using the Office 365
admin portal, SharePoint admin portal, or
SharePoint Online Management Shell.

Inactive / Active users

Shows the list of active and inactive users in the
tenant based on audit activities

Users activity

Shows the list of activity performed by all users in
the tenant
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Site Visits

Shows the list of sites which was accessed by users
in a given time period.
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Audit and Compliance Reports

List of available File and Page activities

List of available Folder Activities

List of available Sharing and Access Request activities

List of available Synchronization Activities

List of available Site Permission Activities

List of available Site Administration events

List of available Exchange Mailbox events

List of available User Administration events

List of available Group Administration events

List of available Role Administration events

List of available Application Administration activities

List of available Microsoft Teams activities

List of available eDiscovery activities
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List of available File and Page activities

Report Name

Description

Recently checked in / checked out
files / Discarded file check out

Shows information about the list of files checked in / checked out
/ Discarded file check out recently in your SharePoint Online
environment with related audit information

Recently copied / moved files

Shows information about the list of files copied / moved recently
in your SharePoint Online environment with related audit
information

Recently downloaded / uploaded
files

Shows information about the list of files downloaded / uploaded
recently in your SharePoint Online environment with related
audit information

Recently accessed / modified /
renamed files

Shows information about the list of files accessed / modified /
renamed recently in your SharePoint Online environment with
related audit information

Recently deleted / restored files

Shows information about the list of files deleted / restored
recently in your SharePoint Online environment with related
audit information

Deleted file from recycle bin /
deleted file from second stage
recycle bin

Shows information about the list of deleted file from recycle bin /
deleted file from second stage recycle bin in your SharePoint
Online environment with related audit information

Recycled all version / recycled all
minor version / recycled version

Shows information about the list of recycled all version / recycled
all minor version / recycled version in your SharePoint Online
environment with related audit information

Detected malware in file

Shows information about the list of malware detected in files of
your SharePoint Online environment with related audit
information

Viewed page

Shows information about the list of viewed page in your
SharePoint Online environment with related audit information

Specific or All activities on files

Displays the list of event information based on the selected
events, date range and list of users

Top N users who had file activities

Shows the list of top users who had performed activities on files
for the given date range and list of selected events

List of available Folder Activities

Report Name

Description

Recently Copied /Moved Folder

Shows information about the list of folders copied / moved
recently in your SharePoint Online environment with related
audit information

Recently Modified / Renamed
Folder

Shows information about the list of folders modified / renamed
recently in your SharePoint Online environment with related
audit information
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Recently Created / Deleted /
Restored Folder

Shows information about the list of folders created / deleted /
restored recently in your SharePoint Online environment with
related audit information

Recently Deleted folder from
recycle bin / Deleted file from
second stage recycle bin

Shows information about the list of Deleted folder from recycle
bin / Deleted file from second stage recycle bin recently in your
SharePoint Online environment with related audit information

List of available Sharing and access request activities

Report Name

Description

Access request created / accepted
/ denied

Shows information about the list of user requests access that are
created / accepted / denied in your SharePoint Online
environment with related audit information

Company Shareable link created /
used / removed

Shows information about the list of company link that are
created / used / removed in your SharePoint Online environment
with related audit information

Sharing invitation created /
accepted / revoked

Shows information about the list of Sharing Invitation that are
created / used / removed in your SharePoint Online environment
with related audit information

Anonymous link created / used /
updated / removed

Shows information about the list of anonymous link that are
created / used / updated / removed in your SharePoint Online
environment with related audit information

Share file, folder or site / Unshared
file, folder or site

Shows information about the list of sharing permission that are
Share or Unshared in your SharePoint Online environment with
related audit information

Withdrew Sharing invitation

Shows information about the list of anonymous link that are
Withdrew Sharing invitation in your SharePoint Online
environment with related audit information

Added Permission level to site
collection

Shows information about the list of anonymous link that are
Added Permission level to site collection in your SharePoint
Online environment with related audit information

Secure link created / used /
deleted

Shows information about the list of Secure link that are created /
used / deleted in your SharePoint Online environment with
related audit information

User added to secure link / User
removed to secure link

Shows information about the list of User added to secure link /
User removed to secure link in your SharePoint Online
environment with related audit information

Specific or All activities on Sharing
and access request activities

Displays the list of event information based on the selected
events, date range and list of users

List of available Synchronization Activities
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Report Name

Description

Computer to sync files allowed /
blocked

Shows information about the list of Computer to sync files
allowed / blocked in your SharePoint Online environment with
related audit information

Download files to computer / files
changes to computer

Shows information about the list of Download files to computer /
files changes to computer in your SharePoint Online environment
with related audit information

Upload files to document library /
file changes to document library

Shows information about the list of Upload files to document
library / file changes to document library in your SharePoint
Online environment with related audit information

List of available Site Permission Activities

Report Name

Description

Recently Created / Deleted /
Updated group

Shows information about the list of groups that are Recently
Created / Deleted / Updated in your SharePoint Online
environment with related audit information

Recently added site collection
admin access

Shows information about the list of Site collection administration
access that are Recently added in the site collection in your
SharePoint Online environment

Requested site admin permissions

Shows information about the list of site admin permissions
requested and its related information in your SharePoint Online
environment with related audit information

Recently added / removed user or
group from SharePoint group

Shows information about the list of users / groups that are
Recently added / removed user or group from SharePoint group
and its related information in your SharePoint Online
environment with related audit information

Modified site permission

Shows information about the list of permissions that are
Modified and its related information that occurred in your
SharePoint Online environment

List of available Site Administration events

Allowed user to create groups

Shows information on Site administrator or owner
adding a permission level to a site that allows a
user assigned that permission to create a group
for that site.

site

Created Site collection / Renamed site / Deleted

A SharePoint or global administrator creates /
renames / deletes a site collection in your
SharePoint Online organization

Changed sharing policy

A SharePoint or global administrator changed a
SharePoint sharing policy by using the Office 365
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admin portal, SharePoint admin portal, or
SharePoint Online Management Shell.

Inactive / Active users

Shows the list of active and inactive users in the
tenant based on audit activities

Users activity

Shows the list of activity performed by all users in
the tenant

Site Visits

Shows the list of sites which was accessed by users
in a given time period.

List of available Exchange Mailbox events

Report Name

Description

User signed into mailbox

Shows information about the sign-in events that occurred when
the user signed in to a mailbox

Sent message using Send On Behalf

Shows information about the mails which are sent using the Send

permissions On Behalf permissions
Sent message using Send As Shows information about the mails which are sent using the Send
permissions As permissions

Created Mailbox item / Updated
message

Shows information about the mails which are created / updated

Delegate mailbox permissions
Added / Removed

Shows information about the delegate permissions which are
added / removed

Moved messaged to deleted items
folder/ another folder

Shows information about the mails that are moved to deleted
items folder / another folder

Copied Message to another folder
/ Deleted message from deleted
items folder

Shows information about the mails that are moved to deleted
items folder / another folder

Modified folder permissions

Shows information about the folder permissions which are
modified.

List of available User Administration events

Report Name

Description

Added / deleted / updated users

Shows information about the list of users added / deleted /
updated recently in your Office 365 tenant

Reset user password / Changed
user password

Shows information about the list of users whose passwords were
reset / changed recently

Changed user license / Set license
properties

Shows information about the list of license properties or license
changes that occurred recently in your Office 365 tenant

Set property that forces user to
change password

Administrator set the property that forces a user to change their
password the next time the user sign in to Office 365.
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Top N users who had user admin
activities

Shows the list of top users who had performed user
administration activities for the given date range and list of
selected events

User login activity

Shows information about the list of login activities by users
through various application to your Office 365 tenant

Last logon date of users

Shows information about the last logon date of each user in your
Office 365 tenant

Failed login activity

Shows information about the unsuccessful login activities that
occurred in your Office 365 tenant

Account locked due to failed logins

Shows information about the unsuccessful login activities that
occurred in your Office 365 tenant which has locked that Office
365 account to prevent further access

List of available Group Administration events

Report Name

Description

Added / updated / deleted group

Shows information about the list of groups added / updated /
deleted recently in your Office 365 tenant

Added / removed member from
group

Shows information about the list of users added / removed from
a group recently

Top N users who had group admin
activities

Shows the list of top users who had performed group
administration activities for the given date range and list of
selected events

List of available Application Administration activities

Report Name

Description

Added service principal

Shows information about the list of service principal that are
added in your SharePoint Online environment with related audit
information

Removed a service principal from
the directory

Shows information about the list of service principal which are
removed from the directory related information in your
SharePoint Online environment

Set delegation entry

An authentication permission was updated for an application in
Azure AD.

Removed credentials from a
service principal

Credentials were removed from a service principal in Azure AD.

Added delegation entry / Removed
delegation entry

An authentication permission was created/granted/removed to
an application in Azure AD.

Added credentials to a service
principal

Credentials were added to a service principal in Azure AD. A
service principle represents an application in the directory.
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List of available Role Administration events

Report Name

Description

Added / removed member from a
role

Shows information about the list of roles added / removed for a
user recently

Top N users who had role admin
activities

Shows the list of top users who had performed role
administration activities for the given date range and list of
selected events

List of Available Microsoft Teams Activities

Report Name

Description

Team Created / Deleted

A user creates / deleted a new team.

Channel Added / Deleted

A user adds / deletes a channel from a team.

Changed organization setting

The TeamsTenantSettingChanged operation is logged when the
some of the activities are performed by a global admin on a team
like Enables or disables Microsoft Teams for the organization,
Enables or disables the ability for team members to schedule
private meetings, Enables or disables the ability for team
members to schedule channel meetings etc.

Changed team setting

The TeamsTenantSettingChanged operation is logged when the
some of the activities are performed by a global admin on a team
like Changes the name of a team, Changes the team description,
etc.

Changed channel setting

The ChannelSettingChanged operation is logged when the
following activities are performed by a team member Changes
the name of a team channel and Changes the description of a
team channel

Using signed in to Teams

A user signs in to a Microsoft Teams client.

Changed role of members in team

A team owner changes the role of member(s) in a team.

Removed members from team

A team owner removes member(s) from a team.

Added members from team

A team owner Add member(s) to a team

List of available eDiscovery Activities

Report Name

Description

Content search Created / Deleted

A content search was created / deleted.
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Content search Started / Stopped /
Changed

A user started / stopped / changed a content search.

Started export of content search /
Removed export of content search

A user exported the results of a content search or a content
search export action was deleted.

Download export of content search
computer.

A user downloaded the results of a content search to their local

Search permission filter Created /
Deleted /Changed

A search permissions filter was created / deleted / modified

eDiscovery administrator created /
deleted

A user was added / removed as a member of an eDiscovery case.

Changed eDiscovery case
membership / admin membership

The membership list of an eDiscovery case was changed / admin
membership.

Microsoft Teams Reports

List of available General Information reports

List of available Usage reports

List of available Security reports

List of available General Information reports

Report Name Description

Field

Shows the list of
available Teams in your
Office 365 tenant

List of Teams

Display Name, Mail Id, Description, Created Date,
Visibility, Number of Channels, Number of
Members

List of Teams deleted
from your Office 365
tenant.

List of Deleted Teams

Display Name, Mail Address, Description, Created
Date, Deleted Date, Visibility.

Shows the list of Teams
available in your Office
365 tenant and its
members.

List of Teams and its
members

Teams Name, Address of Teams, Number of
Members, Member Name, Mail Id

Shows the list of Teams
available in your Office
365 tenant and its
owners.

List of Teams and its
owners

Teams Name, Address of Teams, Number of
Owners, Owner Name, Mail Address

Shows the list of users
and the Teams in which
the selected user is a
member

List of users and their
membership Teams

User Name, Mail Address, Name of the Team,
Address of the Team
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List of Teams enabled
Users

Shows the list of Users
for whom the
Microsoft Teams
license is assigned.

User Name, Mail Address

List of Teams and its
Channels

Shows the list of Teams
in your Office 365
tenant and channels in
it.

Teams Name, Address of Teams, Number of
Channels, Channel Name, Mail Address,
Membership Type

List of Meetings

Shows the list of
meetings scheduled in
the selected teams.

Subject, Start Time, End Time, Recurrence,
Location, Organizer, Required Attendees, Optional
Attendees, Importance, Reminder before start

Teams Meetings
Messages

Shows the list of
meetings messages
count scheduled in the
selected teams.

Teams Name, Address of Teams, Subject, Channel,
Start Time, End Time, Type, Location, Organizer,
Sender, Images Count, Videos Count, Files Count,
Other Messages Count, Count and Total Count

List of Teams and its
applications

Shows the list of
available Teams in your
tenant and its available
applications

Teams Name, Application Name, Version

List of Tabs in all
channels of a team

Shows the list of tabs
available in all channels
of a selected team

Teams Name, Channel Name, Tab Name, Tab Type,
Web URL, Content URL, Distribution method.

Files Shared with
Others on Teams

Shows the list of files
available in all channels
of a selected team

Teams Name, Address of Teams, Channel, Created
Time, Modified Time, Shared File and Sender

List of available Usage reports:

Report Name

Description

Field

Teams Channel Usage

Shows details about list
of events scheduled on
a team channels and
their usage.

Teams Name, Address of Teams, Channel Name,
Channel Mail Address, Active Users Count,
Meetings Count, Messages Count, Last Activity
Date, Duration

Inactive \ Last Usage of
Teams

Shows details about list
of events scheduled on
teams and their usage

Teams Name, Address of Teams, IsDeleted, Last
Activity Date, Member Count, Guest Count,
Exchange Mailbox Total Item Count, Exchange
Recieved Email Count, SharePoint Total File Count,
SharePoint Active File Count, Duration

Teams Users Activity

Shows details about list
of events scheduled on
teams' users and their
usage

Diisaply Name, User Address, Team Chat Messages
Count, Private Chat Messages Count, Call Count,
Meetings Count, Last Activity Date, Other Activity,
Duration
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List of available Security reports:

Report Name

Description

Field

List of Teams with
external users as
members

Shows the list of Teams
in which an external
user is a member

Teams Name, Address of Teams, Member Name,
Mail Id

List of Teams with
external users as
owners

Shows the list of Teams
in which an external
user is an owner

Teams Name, Address of Teams, Owner Name,
Mail Id

List of Teams with
owner who is not a
member

Shows the list of Teams
with owner who is not
a member of the same
Team.

Teams Name, Address of Teams, Owner Name,
Mail Address

List of External
Applications in Teams

Shows the list of
available Teams in your
tenant and its available
external applications.

Teams Name, Address of Teams, App Name
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Microsoft 365 Manager Overview

Microsoft 365 Manager Module helps you to assign or remove Office 365 license assignments right from
your desktop and also view assigned licenses by Users or by License Types. It helps you to manage all
the license related operations. You can also manage mailbox permissions such as Full Access, Send As,
and Send On Behalf. Migrate all mailbox permissions from on-premises to Office 365 and perform a
complete ‘Security Audit’ of all your Office 365 users.
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Configuration Settings

The Navigation Pane

<3 Configuration Settings
Database Settings

Select an option for storing the application data either in SQLite or SQL Server. If you choose SQL Server, enter a SQL Server name and the
credential having sufficient privileges to connect, create and delete database.

Database

(® Application Database

Tenant () SQL Server

Exchange Online SQL Server name:

ex: MSSOLSRY
SharePoint Online
Authentication mode:

Migration Planning Windows Authentication (Currently logged on user)
® 501 Server

Other settings

Uszer name:

Password:

Settings
pane to
navigate list
of settings

[6]4 | | Cancel

Tenant Settings

Vyapin Microsoft 365 Management Suite will use Tenant Settings to manage Vyapin Microsoft 365
Management Suite.

You can add Tenant settings by clicking Configuration Settings -> Tenant Settings -> Add in the Vyapin
Microsoft 365 Management Suite main application window, as shown below:
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= Configuration Settings “

Tenant Settings

Use Tenant Settings to setup tenants for use within Vyapin Microsoft 365 Management Suite. Click *Add Tenant' button to add a new tenant.
Select the tenant name in the list to Edit/Delete a tenant.

Database Add Tenant Edit Tenant | Delete Tenant

Tenant Mame Tenant User Name Tenant Id
Tenant

Exchange Online

SharePoint Online

Migration Planning

Other settings

0K | | Cancel

Microsoft Sign-in window will be shown. Enter User name and Password.
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s Microsoft
Sign in

kmail address or phone number

Can't access your account?

e T

Terms of use  Privacy & cookies

JF conTOso demo
<« meganb@m365x795267 . onmicrosoft.com

Enter password

Password

Forgotten my password

Contoso

Terms of use  Privacy & cookies

Sign in




Click Sign-in and the new tenant settings will be saved after validation.

@ Configuration Settings H

Tenant Settings

Use Tenant Settings to setup tenants for use within Vyapin Microsoft 365 Management Suite. Click 'Add Tenant' button to add a new tenant.
Select the tenant name in the list to Edit/Delete a tenant.

Database Add Tenant | Edit Tenant | Delete Tenant

Tenant Name Tenant User Name Tenant Id

=] VyapinM365-1  MeganB@M365x795267.0nMicrosoftcom  0550c58d-67d1-dedf-887a-0

Exchange Online
SharePoint Online

Migration Planning

Other settings

OK | | Cancel

SharePoint Online Settings
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Vyapin Microsoft 365 Management Suite will use the SharePoint Online Settings to view reports for the

specified site.

You can connect to a SharePoint site by clicking Configuration Settings -> SharePoint Online Settings in

the Vyapin Microsoft 365 Management Suite main application window, as shown below:

< Configuration Settings

SharePoint Online Settings
Specify the SharePoint Online settings like Site URL, User name and Password to view reperts to given Site.

Database
Tenant
Tenant Name: pradeepg_678 -
Exchange Online
. . Site URL: v
SharePoint Online
Migration Planning Admin URL: v
Other settings
Authentication: Office 365 Cloud Identity -
User Marme: pradeepg@M365x678421.0nMicrosoft.com v

e.g., username@domain.onmicrosoft.com

Paszword: ssssssnene

QK | | Cancel

Select a tenant from already saved tenants in Tenant settings to use its settings and credentials

Select or Enter the SharePoint site URL and its credentials to view the reports for the site.

Select Federated Identity in Authentication Type combo to connect to a SharePoint site using
federated identity configured using ADFS. Also, select this option to connect to Office 365 SharePoint
Online configured using federated identity provider.

To connect to Office 365's SharePoint Online environment, you can use Web Single Sign-on option for

both Cloud Identity (Office 365 Online User Credential e.g., johndoe@vyapin.onmicrosoft.com) and
Federated Identity (configured via ADFS e.g., johndoe@vyapin.onmicrosoft.com).
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SharePoint Online Settings

Configuration Settings

Specify the SharePoint Online settings like Site URL, User name and Password to view reports to given Site.

Database

Tenant

Exchange Online
SharePoint Online

Migration Planning

Other settings

Tenant Name:

Site URL:

Admin URL:

Authentication:

User Name:

Pazsword:

pradeepg_678 -
hittps:// s a1 sharepoint.com/] -
Office 365 Cloud |dentity -
pradeepg@M365x678421.0nMicroscft.com M

e.g., username@domain.onmicrosoft.com

oK | | Cancel




Other Settings

E-mail Settings:

Vyapin Microsoft 365 Management Suite provides the option to e-mail the reports generated using
Reports Module. For e-mailing reports, Vyapin Microsoft 365 Management Suite requires SMTP Server,
From E-mail Address, To E-mail Addresses (recipients separated by semicolon) and the e-mail report
format. Vyapin Microsoft 365 Management Suite maintains a single SMTP Server and a From E-mail
Address for use by all Reports. You can specify a separate set of To e-mail addresses (recipients), e-mail
report format, subject and body of the message for each Reports.

= Configuration Settings H

Other Settings

Use the Other Settings to configure SMTP Server, Data Retention, Automated E-Mail and Module Listing settings. Data Retention Settings helps
you to identify the duration until which the report data get retained. SMTP Server settings helps to specify SMTP name to be used for your
outgoing mails, this name will appear on the 'From’ field of your outgoing mails. Automated E-Mail Settings helps to categorize certain sender
address as automated mail. Module Listing helps you to toggle between listing all modules and licensed modules.

TelrlEes Data Retention Settings

When a report is first run, the application retains the report data for a certain number of days for

reuse during subsequent runs of the report, after which data is refreshed again.
Tenant

Retain report data for |3 days since the time a report was last run
Exchange Online
E-Mail Settings

SharePoint Online An SMTP server is the server that is used for your outgoing e-mail

SMTP Server: |smitp.office365.com

Migration Planning

User name: | PradeepG@ ki s aidibiy suommsastns ¥
Other settings

Password: ssssssssss

When you send e-mail, your name will appear in the 'From' field of the cutgoing message, Type
your name as you would like it to appear

From Address | MeganB@

ex: david@ contoso.com

Automated E-Mail Settings

C hAil Adee e, -

OK | | Cancel

Data retention Settings:
Vyapin Microsoft 365 Management Suite will retain the report data for a certain number of days for

reuse during subsequent runs. You can select the number of days for which you want to retain the
report data.

54




Automated E-Mail Settings:

Automated E-Mail Settings allows you to categorize certain sender address as automated mail in
Vyapin Microsoft 365 Management Suite.

Module listing:

Module Listing allows you to view/hide the license expired modules in Vyapin Microsoft 365
Management Suite.
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Vyapin Microsoft 365 Management Suite features

Microsoft 365 Reports

Microsoft 365 Manager
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Microsoft 365 Reports (Audit and Compliance Reports)

Check Data Collection

How to generate a report in File and Page events?

How to generate a report in Folder Events?

How to generate a report on Sharing and Access Request Activities?

How to generate a report on Synchronization activities?

How to generate a report in Site Administration?

How to generate a report on Site Permissions?

How to generate a report in Exchange mailbox events?
How to generate a report in User administration?

How to generate a report in Group administration?

How to generate a report in Role administration?

How to generate a report on Application administration events?

How to generate a report on Microsoft Teams activities?

Hot to generate a report on eDiscovery activities?

How to generate a custom report?

Check Data Collection

Audit records are retained for 90 days. That means you can search the audit log for activities that were
performed within the last 90 days.so, that the data collection is used to save the data in database,
which is faster to retrieve the data for more than 90 days.

If, data collection is not done then we get a window as shown below:
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http://portal.vyapin.com/resource-files/online-help/office-365-suite/scr/generate-reports/audit-reports/how-to-generate-exchange-mailbox.htm
http://portal.vyapin.com/resource-files/online-help/office-365-suite/scr/generate-reports/audit-reports/how-to-generate-user-administration.htm
http://portal.vyapin.com/resource-files/online-help/office-365-suite/scr/generate-reports/audit-reports/how-to-generate-user-administration.htm
http://portal.vyapin.com/resource-files/online-help/office-365-suite/scr/generate-reports/audit-reports/how-to-generate-group-administration.htm
http://portal.vyapin.com/resource-files/online-help/office-365-suite/scr/generate-reports/audit-reports/how-to-generate-role-administration.htm

b Vyapin Microsoft 365 Management Suite - VyapinM365-1 -0

Bchange Online Reparts  ShareFoint Onfne Reports  Aucitand Compliance Reports - Microsaft Teams Reports - Mirosoft 365 Manager - Migration Planning

Current Tenant: Vyapin365-1 Settings ~ Help  About

Search D -

Audit Log Reports

Configure Data Collector

List of Events -~

File and Page Activities s

o~

Recently checked in / checked out
files / Discarded file check out

Recent copied / moved e Configure Data Collector “

Recently downloaded / uploaded files
. Data collction hes not been peformed yet. Click ‘Confiqure Data
Recently accessed / modified / Lo Collector'to collect audt data for your tenzrt, Launch the report again

after data collection iz complete.
renamed files P

Recently deleted / restored fles

Deleted file from Recycle bin /
Deleted fle from Second Stage
Recycle bin

Recycled all version { Recycled all
minar version / Recycled version

Detected malware in file
Viewed page
Specific or All actvities on files

Trn N nicare wha had fila artivitize

How to collect Audit Data

Click the Configure Data Collector for data collection. In, Data Collection we have run now and schedule
options.
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3 Vyapin Microsoft 365 Management Suite - VyapinM365-1 - o
Exchange Online Reports  SharePoint Online Reports  Audit and Compliance Reports ~ Microsoft Teams Reports | Microsoft 365 Manager  Migration Planning

Current Tenant: VyapinM365-1 Settings  Help About

Scarch [=]=

<

a L Data Collector H
t Log Reports

g

k4 Configure Event Data Collection

[f| Configure Data Collector Spechiy suitable schedule settings using which the data collection should run

-

&

=N File and Page Activities - Event Data Collector Settings:

<

S The Data Collection N
Folder Activities - un The Data Collection Now

Collect audit log report for:
Sharing and access request activities -

last7days v
Synchronization activities T On subsequent runs, collect data fram the last time stared in the database,
Site Permission activities - () Schedule The Data Collection
Site Administration activities - N N -

Run Daily At: 2 2
Exchange mailbox events M Note: During the schedule run, data will be collected from the last time

trored in the database.
User Administration - sorecin the database
Group Administration ~ Select content types to collect events:
= SharePoint Online Azure Active Directory Exchange Online
[] Other General Events [ Data Loss Prevention

Role Administration -
Microsoft Teams activities - “
eDiscovery Activities -
Schedule =

As your requirement data collection will be run in the range of month, week,etc..Here, if the checkbox is
checked which is above the "Schedule the Data Collection" the data will be collect from the last data
collect. The checkbox is unchecked as shown below the data collect will be run as exactly from the date
range.

S Vyapin Microsoft 365 Management Suite - VyapinM365-1 - o
Exchanga Online Reports. | SharaPoiat Oiina Reports | Aucit and Complianse Reports | Microsoft Tearns Reports | Microsoft 365 Manager | Migration Planning

Current Tenant: VyapinM365-1 Settings  Help About

Search BB

<
) - Data Collector H
£ Log Reports
]
= Configure Event Data Collection
5 Configure Data Collector Specfiy suitable schedule settings using which the data collection should run
-
&l File and Page Activities - Event Data Collector Settings:
< ®) Run The Data Collection N
Folder Activities - = mun The Lata beflection How
Collect audit log report for:
Sharing and access request activities -
Last7days ¥
Synchronization activities M On subsequent runs, collect data from the last time stered in the database.
Site Permission activities - ) Schedule The Data Collection
Site Administration activities - S [ Py
Run Daily At: 2 =
Exchange mailbox events - Note: During the schedule run, data will be collected from the last time
. strored in the database.
User Administration =
Group Administration - Select content types to collect events:
Applicati PR p— . SharePaint Online Azure Active Directory Exchange Online
[[] Other General Events [ Data Loss Prevention
Role Administration E
Microsoft Teams activities - “
eDiscovery Activities -
Schedule =

After, select the date range click the OK button to begin the data collection as shows below:
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- VYl IVILIUSUIL 202 IVIaHayEInIciiL JUILE = Vyapiiiviaua- |

Exchange Online Reports  SharePoint Online Reports | Audit and Compliance Reports ~ Microsoft Teams Reports | Microsoft 365 Manager | Migration Planning

Current Tenant: VyapinM365-1 Settings  Help About
Search -
;- O
‘g Audit Log Reports
&
y-1| Configure Data Collector
2
=
&l File and Page Activities -
<
Folder Activities =
Sharing and access request activities = Audit Log Search x
Synchronization activities - Category:  Collecting data from auditlogs...
Site Permission activities - Status:  Number of events processed: 432
5 . . Collecting event traces...
Site Administration activities = I
Exchange mailbox events ~ _
Elapsed Time: 00.00:01:03
User Administration =
Group Administration A
Applicati — - p— .
Role Administration =

Microsoft Teams acti

eDiscovery Activities -

Data collection will be run in schedule options as shown below:

B Vyapin MICrOSOTT 302 Management SUITe - Vyapinvisod- | -

Exchange Online Reports  SharePoint Online Reports  Audit and Compliance Reports ~ Microsoft Teams Reports | Microsoft 365 Manager  Migration Planning

Current Tenant: Vyapinh365-1 Settings  Help About

Search [-]

<
) @ Data Collector “
udit Log Repo
§
e Configure Event Data Collection
[f| Configure Data Collector Spechiy suitable schedule settings using which the data collection should run
o
]
=N File and Page Activities - Event Data Collector Settings:
< - .
() Run The Data Collection N
Folder Activities - - fun The ata tolection Row
Collect audit log report for:
Sharing and access request activities -
Last 7 days

Synchronization activities v | On subsequent runs, collect data from the last time stored in the database.

Site Permission activities - ® Schedule The Data Collection

Site Administration activities = Run Daity At: 20:08 12

Exchange mailbox events M Note: During the schedule run, data will be collected from the last time

trored in the database.
User Administration = soredin e detabase
Group Administration v Select content types to collect events:
- SharePaint Online Azure Active Directory Exchange Online
(] Other General Events [[] Data Loss Prevention

Role Administration =

Microsoft Teams activities - “

eDiscovery Activities -

How to generate a report on File and page events?

Perform the following steps to generate a report from File and Folder events:

When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report
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< Event Selection

Show results for: @ Allusers () Specific users

ok J Gorce |

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button

< Event Selection

Show results for: ) Allusers (@ Specific users

I

For Specific events based report, a dialog will appear as shown below for selecting events, date range
and users for fetching the events performed by them

<3 Event Selection
Events: Teggle zelection
Checked in file Deleted file Moved file
Checked out file Downloaded file Renamed file
Discarded file checkout Accessed file Restored file
Copied file Modified file Uploaded file
Event date range: | In the last 7 days ~
From: T
Show results for: @ Allusers () Specific users
o

For Top users based report, a dialog will appear as shown below for selecting events and date range for
fetching the list of top users who had performed the file events recently

61



&

File activities

Events:

Checked in file
Checked out file
Copied file

Event date range:

From:

Deleted file Mowved file
Downloaded fil2 Fenamed file
Medified file Uploaded file

Toggl ection

In the last 7 days

| Toe |

Once you click on "OK", the report will be generated as shown below,

| Recently downloaded / uploaded files *

Uploaded file

Uploaded file

Uploaded file

Uploaded file

Uploaded file

Uploaded file

07-03-2017

06-03-2017

06-03-2017

06-03-2017

06-03-2017

06-03-2017

Show by: Show activity for the last:

04:54 PM

12:52 PM

12:52 PM

12:52 P@

12:52 PM

12:52 PM

days

meganb@itrm389341.onmicroscft.com

meganb@itrm389341.onmicroscft.com

meganb@itrm383341.onmicrosoft.com

meganb@itrm383341.onmicrosoft.com

meganb@itrm383341.0nmicrosoft.com

trm389341.onmicrosoft.com

Ohbjectld: https:\\itrm389341.sharepoint.com\sites\Webpart\Maintanance\Meeting_Schedule.xlsx
ItemType: File

Listld: dda181bS-832f-4515-be553-6dd30fbflbab

SourceFileExtension: xlsx

SiteUrl: https:\\itrm389341.sharepoint.com\sites\WebpartSourceFileName: Meeting_Schedule.xlsx
SourceRelativeUrl: Maintanance

Ohbjectld: https:\\itrm383341.sharepoint.com\sites\healthcare\Shared Documents\Shipping-CSAT Correlation.xlsx
ItemType: File

Listld: 596e100f-f053-4adb-Sed6-43c35dfd22be

SourceFileExtension: xlsx

SiteUrl: https:\\itrm389341.sharepoint.com\sites\healthcareSourceFileName: Shipping-CSAT Correlation.xlsx
SourceRelativeUrl: Shared Documents

Objectld: https:\\itrm389341.sharep .com\sites\health \Shared Documents\Quarterly SalesAnalysis - Q1 2012.xlsx
ItemType: File

Listld: 596e100f-f093-4adb-Sed6-43cS5dfd22be

SourceFileExtension: xlsx

SiteUrl: https:\\itrm389341.sharepoint.com\sites\healthcareSourceFileName: Quarterly SalesAnalysis - Q1 2012.xlsx
SourceRelativeUrl: Shared Documents

Objectid: https:\\itrm389341.sharepoint.com\sites\health \Shared Documents\Quarterly SalesAnalysis - Q1 2012 (1).xlsx
ItemType: File

Listld: 596e100f-f093-4adb-Sed6-43cS5dfd22be

SourceFileExtension: xlsx

SiteUrl: https:\\itrm389341.sharepeint.com\sites\healthcareSourceFil Quarterly SalesAnalysis - Q1 2012 (1).xlsx
SourceRelativeUrl: Shared Documents

Ohbjectld: https:\\itrm288341.sharepoint.com\sites\healthcare\Shared Docu 612215.png
ItemType: File

Listld: 596e100f-f093-4adb-5ed6-43c55dfd22be

SourceFileExtension: png

SiteUrl: https:\\itrm389341.sharepeint.com\sites\healthcareSourceFileName: IC612215.png
SourceRelativeUrl: Shared Documents

Ohjectld: https:\\itrm388341.sharepoint.com\sites\healthcare\Shared Documents\Contoso Sales and CSAT Analysis.xlsx
ItemType: File

Listld: 596e100f-f093-4adb-Sed6-43c95dfd22be

SourceFileExtension: xlsx

SiteUrl: https:\\itrm389341.sharepoint.com\sites\healthcareSourceFileName: Contoso Sales and CSAT Analysis.xlsx
SourceRelativeUrl: Shared Documents

Ohbjectld: https:\\itrm388341.sharepoint.com\resource\Lists\Customized List\Attachments\6\Appointment.png E‘

HmeaTiimns Filn

Number of events: 313
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In the above screenshot, the "Operations" column will show the event type that occurred, "Event Date"
and "Event Time" columns will show the time when the event occurred, "User Id" column will show the
user who performed the event and "Event Details" column will show other related information like Site
URL, File location etc.

You can select the "Summary" option in the Report view section, to view the summarized data of the
events that occurred in your tenant recently. There will be options available to summarize data by

"Daily", "Hour of the Day" and "Day of Week". This summarize window will be displayed as shown
below,

' Recently downloaded / uploaded files

3 summarize: | Daily v | Show results: |<—- Selectevents —> v v @ Report view: O Table ® Summary

28-02-201 7|:|

01-03-2017]

03-03-201 -
O Downloaded file
06-03-2017] .

Event Count

Time Range

o
wn
o
o
~
=]
o
i
w
=]
w
v
.
=1
.
i
w
=]
wn
o
=
=]
@
o
-
=
-
)
©
=]
©
&
=)
=]
=)
&

How to generate a report on Folder Events

Perform the following steps to generate a report from Folder events:

These are the events which we have in Folder Activities to generate Audit reports
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o

Exchange Online Reports  SharePoint Online Reports

Current Tenant: VyapinM365-1

'3 File and Page Activities v
a2

| Folder Activities .
g

y-)  Copied / Moved Folder

M

L]

= Modified / Renamed Folder

<

Created / Deleted / Restored Folder

Deleted folder from recycle bin /
Deleted folder from second stage
recycle bin

Sharing and access request activities v

Synchronization activities v
Site Permission activities v
Site Administration activities v
Exchange mailbox events v
User Administration v
Group Administration v

Application administration activities v

Role Administration v
Microsoft Teams activities v
eDiscovery Activities v

Vyapin Microsoft 365 Management Suite - VyapinM365-1

Audit and Compliance Reports | Microsoft Teams Reports | Microsoft 365 Manager ~ Migration Planning

Settings

Help  About

When you click on any one of the recent events based reports, a dialog will appear as shown below, for

user selection, whose events you would like to see in the generated report.

et

Event Selection

Show results for:

®) Allusers () Specific users

0] el

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button
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< Event Selection

Show results for: ) All users  (®) Specific users

O

Once you click on "OK", the report will be generated as shown below,

B! odified / Renamed Folder = ™

o Show activity for the last: | 180 ¥ days Report view: ® Table O Summary

- . - - P —
FolderModified 24-09-2018 11:50 365%80855: .com SiteUrl: https:m365xB08554.sharepoint.com

SourceFileName: Check Workflow Designer
SourceRelativeUrl:
Actor ID:MeganB@M365x808554.0nMicrosoft.com

Objectld: : 308554 sharepoint.comCheck Workflow Designer
Correlationld: a5¢7919e-b057-6000-8e4a-661abae3d2f2

ItemType: Folder

Listid: 00000000-0000-0000-8035-0257fa7f0000

SourceFileExtension:

SiteUrl: https: 08554.sharepoint.com

SourceFileName: Check Workflow Designer

SourceRelativeUrl:

Actor ID:MeganB@M365x808554.0nMicrosoft.com

FolderModified 24-09-2018 12:09 b@m365x808554.0nmi .com

Objectld: : 808554 sharepoint.comsitesd| ddefaultwf
Correlationld: c434903e-h0ae-7000-d428-41745e45f1bd

ItemType: Folder

List!d: 00000000-0000-0000-80a3-6a61fc7f0000
SourceFileExtension:

SiteUrl: https: 08554.sharepoi liamond
SourceFileName: defaultwf

SourceRelativeUrl:

Actor ID:MeganB@M365x808554.0nMicrosoft.com

FolderModified 15-09-2018 14:48 b@m365x808554.0nmi ft.com

Objectld: https: 808554 sharepoint.comsitesdi ddefaultwf
Correlationld: 2f2c30%e-d0c0-7000-7814-862b7cb31c92

ItemType: Folder

Listld: 00000000-0000-0000-80a%-a27dfc7f0000
SourceFileExtension:

SiteUrl: https:m365x808554.sharepoint.comsitesdiamond
SourceFileName: defaultwf

SourceRelativeUrl:

Actor ID:MeganB@M365x808554.0nMicrosoft.com

FolderModified 19-09-2018 12:18 meganb@m365x808554.onmicrosoft.com

Objectld: https: 808554.sharepoint.comsitesdi ddefaultwflistsTasks

Correlation|d: 6234905e-b004-7000-5dbf-d909e34057ea

ItemType: Folder

Listld: d221f7b6-7476-424d-5629-fc8713381c8e

SourceFileExtension:

SiteUrl: https: 08554.5harepoi i 1d

SourceFileName:; Tasks -

FolderModified 15-09-2018 14:41 ganb@m365x808554.onmi .com

Number of events: 409 Data available in database: (03-09-2018 09:49:07 to 28-09-2018 15:26:35)

In the above screenshot, the "Operations" column will show the event type that occurred, "Event
Date" and "Event Time" columns will show the time when the event occurred, "User Id" column will
show the user who performed the event and "Event Details" column will show other related
information like Site URL, Folder location etc.

You can select the "Summary" option in the Report view section, to view the summarized data of the
events that occurred in your tenant recently. There will be options available to summarize data by
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"Daily", "Hour of the Day" and "Day of Week". This summarize window will be displayed as shown
below,

( Modified / Renamed Folder * ™\

Summarize: | Dayofweek  v| Show results: | <-- Selectevents-> v @ Chart type: | Bar chart O @ Report view: O Table ® Summary

¥ List of Events Vv

Time Range

B Modified folder
B Renamed folder

0 10 20 30 40 50 60 70 80 90 100 110 120 130 140

Event Count

How to generate a report on Sharing and Access Request Activities?

Perform the following steps to generate a report from Sharing and Access Request Activities:

When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report

< Event Selection

Show results for: ® Allusers () Specific users

0] e

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button
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< Event Selection

Show results for: () Allusers (@ Specific users

ok J Gonce |

For Specific events based report, a dialog will appear as shown below for selecting events, date range
and users for fetching the events performed by them

ca Sharing Access activities
Events: Toggle selection
Access request created Sharing invitation created
Access request accepted Sharing invitation accepted
Access request denied Sharing invitation revaked
Company link created Anonymous link created
Company link used Ancnymous link used
Company link removed Ancnymous link updated
Sharing et Ancnymous link remaved

Sharing revoked

Event date range: | Today -

From: | To: |

Show results for: ® Allusers () Specific users

ok | e

Once you click on "OK", the report will be generated as shown below,

67



| Sharing set / revoked %

Show by: |Eventtype v | Show activity for the last: | 15 “| days

Objectld: https:\\itrm389341-my.sharepoint.com\persenal\benw_itrm389341_onmicrosoft_com\44\Presentation.pptx
ItemType: File
Listld: 9fce842c-Bade-455-a248-1029c057dfe
Shared file, folder, or site 3/10/2017  11:10 AM meganb@itrm385341.onmicrosoft.com EventData: <Permissicns granted>Full Control<\Permissions granted=
TargetUserOrGroupType: Member
TargetUserOrGroupName: meganb@itrm389341.onmicrosoft.com

v List of Events v

Objectld: https:\\itrm389341.sharepoint.com\sites\healthcare

ItemType: Web

EventData: <Added to group>Health Care Products Members<\Added to group>
TargetUserOrGroupType: Member

TargetUserOrGroupName: ganesan_vyapin.com#ext#@itrm389341.onmicrosoft.com

Shared file, folder, or site  3/6/2017  2:47 PM meganb@itrm385341.onmicrosoft.com

Objectid: https:\\itrm389341.sharepoint.com\sites\healthcare

ItemType: Web

EventData: <Added to group>Health Care Products Members<\Added to group>
TargetUserQrGroupType: Guest

TargetUserOrGroupName: ganesan1978_hotmail.com#ext#@itrm389341.onmicrosoft.com

Shared file, folder, or site  3/6/2017 2:47 PM meganb@itrm385341.onmicrosoft.com

Objectld: https:\\itrm389341.sharepoint.com\sites\healthcare\\sites\healthcare\Shared Documents
ItemType: DocumentLibrary
Listld: 596e100f-f093-4adb-Sed6-43c35dfd22be
Shared file, folder, or site 3/6/2017  2:46 PM meganb@itrm389341.onmicrosoft.com  EventData: <Permissions granted>Edit<\Permissions granted=
TargetUserOrGroupType: Member
TargetUserOrGroupName: ganesan_vyapin.com#ext#@itrm389341.onmicrosoft.com

Objectid: https:\\itrm389341.sharepoint.com\sites\healthcare\\sites\healthcare\Shared Documents
ItemType: DocumentLibrary
Listld: 596e100f-f093-4adb-Sed6-43cS5dfd22be
Shared file, folder, or site  3/6/2017 2:46 PM meganb@itrm385341.onmicrosoft.com  EventData: <Permissions granted>Edit<\Permissions granted=
TargetUserOrGroupType: NotAvailable
TargetUserOrGroupName: ganesan1978_hotmail.com#ext#@itrm3893341.onmicrosoft.com

Objectid: https:\\itrm389341.sharepoint.com\sites\bicenter\\sites\bicenter\Documents
ItemType: DocumentLibrary

Listld: 542f1b40-9ad4-40a5-925a-2560d5ab028d

EventData: <Permissicons granted>Contribute<\Permissions granted=>
TargetUserOrGroupType: Member

TargetUserOrGroupName: ganesan_vyapin.com#ext#@itrm389341.onmicrosoft.com

Shared file, folder, or site 3/6/2017  12:15PM meganb@itrm385341.onmis

Objectld: https:\\itrm389341.sharepoint.com\sites\bicenter\\sites\bicenter\Documents
ItemType: DocumentLibrary

Lictld, EA£1b AN AadA ANAE ANE~ AEEAAEknand
[ 3

Number of events: 15 Data collection time: 3/20/2017 6:27:17 PM

In the above screenshot, the "Operations" column will show the event type that occurred, "Event Date"
and "Event Time" columns will show the time when the event occurred, "User Id" column will show the
user who performed the event and "Event Details" column will show other related information like Site
URL, File location etc.

You can select the "Summary" option in the Report view section, to view the summarized data of the
events that occurred in your tenant recently. There will be options available to summarize data by
"Daily", "Hour of the Day" and "Day of Week". This summarize window will be displayed as shown
below,
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Sharing set / revoked %/ “\

Summarize: [ Daily

’} Show results: | <-- Select events --> v ‘ ‘_E—I Chart type: [ Column chart “] @ Report view: O Table ® Summary

@ Shared file, folder, or site
B Unshared file, folder, or site.

Event Count
&

357

Ea
2,57

27
1.54

1+
0.57

3/10/2017 3/6/2017 3/7/2017
Time Range

How to generate a report on Synchronization activities?

Perform the following steps to generate a report from Synchronization Activities:

These are the activities which we have in Synchronization activities.
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o Vyapin Microsoft 365 Management Suite - VyapinM365-1 - O

Exchange Online Reports  SharePoint Online Reports |~ Audit and Compliance Reports |~ Microsoft Teams Reports | Microsoft 365 Manager | Migration Planning

Current Tenant: VyapinM365-1 Settings  Help About
< EFiIe and Page Activities .

gl

|| Folder Activities =

a

4+l | Sharing and access request activities v

#h

Ly B .

ol Synchronization activities -

< |

Computer to sync files Allowed /
! Blocked

Downloaded files to computer / Files
i changes to computer

Uploaded files to document library /
File changes to document library

ESite Permission activities -
I Site Administration activities S
. Exchange mailbox events ~
User Administration =
I Group Administration &

EAppIication administration activities ~
1

Role Administration -
f
Microsoft Teams activities -
eDiscovery Activities -
1

|schedule .
.

When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report

< Event Selection

Show results for: @ All users () Specific users

ok J Gorcel |

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button
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< Event Selection

Show results for: ) All users  (®) Specific users

O

Once you click on "OK", the report will be generated.

How to generate a report on Site Administration?

Perform the following steps to generate a report from Site Administration events:

When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report

< Event Selection

Show results for: @ Allusers () Specific users

ok J Gorce |

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button

71



< Event Selection

Show results for: () Allusers (@ Specific users

ok J Gonce |

For Top users based report, a dialog will appear as shown below for selecting events and date range for
fetching the list of top users who had performed the site administration events recently

L3 Site Administration activities
Events: Toggle selection
Created group Created site collection
Deleted group Modified site permissions
Updated group Added user or group to SharePoint group

Added site collection admin Removed user or group frem SharePeoint group

Event date range: | In the last 7 days w

From: . To: |

T

Once you click on "OK", the report will be generated as shown below,
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I Modified site permissions X ™

Show by: | Eventtype ~ | Show activity for the last

days Report view: ® Table O Summary “

Objectld: https:\\itrm383341-my.sharepoint.com\personal\henriettam_itrm383341_onmicrosoft |
ItemType: Web

TargetUserOrGroupType: Member

TargetUserOrGroupName: meganb@itrm389341.onmicrosoft.com

Medified Property Name: SiteAdmin

Medified Property NewValue: MeganB@ITRM3859341.onmicrosoft.com

Medified Property OldValue:

Added site collection admin 28-02-2017 02:50PM  meganb@itrm389341.onmicrosoft.com

Objectld: https:\\itrm389341-my.sharepoint.com\personal\lynner_itrm389341_onmicrosoft_com
ItemType: Web

TargetUserOrGroupType: Member

TargetUserOrGroupName: meganb@itrm389341.onmicrosoft.com

Medified Property Name: SiteAdmin

Medified Property NewValue: MeganB@ITRM389341.cnmicrosoft.com

Meodified Property OldValue:

Added site collection admin 28-02-2017 02:45 PM meganb@itrm389341.onmicroseft.com

Objectld: https:\\itrm383341.sharepoint.com
ItemType: Web
EventData: <Group=Everest Owners<\Group>
TargetUserOrGroupType: Member
Removed user or group from SharePoint group  01-03-2017 04:08 PM  meganb@itrm389341.onmicresoft.com  TargetUserOrGroupName: SHAREPOINT\\system
Medified Property Name: SiteAdmin
Medified Property NewValue: MeganB@ITRM389341.onmicrosoft.com
Medified Property OldValue:

Objectld: https:\\itrm389341.sharepoint.com
ItemType: Web
EventData: <Group=Everest OQwners<\Group>
TargetUserOrGroupType: Member
Removed user or group from SharePoint group 01-03-2017 04:08 PM  meganb@itrm383341.onmicrosoft.com TargetUserOrGroupName: nt authority\\system
Medified Property Name: SiteAdmin
Medified Property NewValue: MeganB@ITRM389341.cnmicrosoft.com
Meodified Property OldValue:

Objectld: https:\\itrm383341.sharepoint.com\QC testing site
ItemType: Web
EventData: <Permissions granted=Full Control<\Permissions granted>
TargetUserOrGroupType: Member

Shared file, folder, or site 01-03-2017 12:04PM  benw@itrm389341.onmicrosoft.com TargetUserOrGroupName: gradya@itrm389341.onmicrosoft.com
Modified Property Name: SiteAdmin
Medified Property NewValue: MeganB@ITRM383341.onmicrosoft.com
Modified Property OldValue:

4 3

Number of events: 41 Data collection time: 07-03-2017 19:36:32

In the above screenshot, the "Operations" column will show the event type that occurred, "Event Date"
and "Event Time" columns will show the time when the event occurred, "User Id" column will show the
user who performed the event and "Event Details" column will show other related information like Site
URL, File location etc.

You can select the "Summary" option in the Report view section, to view the summarized data of the
events that occurred in your tenant recently. There will be options available to summarize data by
"Daily", "Hour of the Day" and "Day of Week". This summarize window will be displayed as shown
below,
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Modified site permissions % ™,

>
*E Summarize: | Daily v | Show results: | <-- Select events --> Chart type: | Bar chart o @ Report view: O Table @ Summary
g
o
i
>
07-03-201
04-03-2017]

B Modified site permissions
06-03-2017) O Added user or group to SharePoint group
O Remaved user or group from SharePaint group

) B Added site collection admin

B Shared file, folder, or site
01-03-2017) ‘ B Unshared file, folder, or site

Time Range

Event Count

How to generate a report on Site Permissions reports?

Perform the following steps to generate a report from Site Permission events:

These are the events which we have in site permission activities to generate audit data

& Vyapin Microsoft 365 Management Suite - VyapinM365-1 - 0B

Exchange Online Reports  SharePoint Online Reports  Audit and Compliance Reports | Microsoft Teams Reports | Microsoft 365 Manager | Migration Planning

Current Tenant: VyapinM365-1 Settings  Help About
'3 File and Page Activities s
8 o
| Folder Activities ©
>
w
5 ‘ Sharing and access request activities >
k]
- ‘Synchronization activities v
<
Site Permission activities -

Recently created / deleted / updated
group

Recently added site collection admin
access

Requested site admin permissions

Recently added / removed user or
group to SharePoint group

Modified site permissions

‘ Site Administration activities v
‘ Exchange mailbox events v
User Administration v
‘ Group Administration v

‘ Application administration activities v

‘ Role Administration v

74



When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report

< Event Selection

Show results for: @ Allusers () Specific users

0] el

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button

< Event Selection
Show results for: ) All users (@) Specific users

N T

Once you click on "OK", the report will be generated as shown below,
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'Re(ent\ycreated/ deleted / updated group X\

Show by: |Eventtype V| Show activity for the last: | %0 ¥ days

Object]d: https:m365x808554-admin.sharepoint.com
Correlationld: 88a78b3e-507c-7000-3ae1-eSa4b44ecBdd
ItemType: Site

Modified Property Name: Name

Modified Property Newvalue: blogsite

GroupAdded 05-08-2018 11:24 meganb@m365xB08554.onmicrosoft.com

Object!d: hittps:m3654808554-admin.sharepoint.com
Correlationld: 56a78h3e-6063-7000-5db-d63bde75e518
ItemType: Site

Modified Property Name: Name

Modified Property NewValue: Developement Owners

GroupAdded 05-08-2018 11:20 meganb@m365xB08554.onmicrosoft.com

Qbjectld: hitps:m3g3x808554-admin.sharepoint.com
Correlationld: 56a78b3e-a0c8-7000-3ae1-eaze42052bd1
ItemType: Site

Modified Property Name: Name

Modified Property NewValue: Developement Members

GroupAdded 05-03-2018 11:20 meganb@m365xkB08554.onmicrosoft.com

Objectid: https:m3g5x808554-admin.sharepoint.com
Correlationld: 57a78b3e-303b-7000-7092-3f4c3hbbaect
ItemType: Site

Modified Property Name: Name

Modified Property NewValue: bulk Visitors

GroupAdded 05-03-2018 11:20 meganb@m365xkB08554.onmicrosoft.com

Qbjectld: https:m3g3x808554-admin.sharepoint.com
Correlationld: 53a78b3e-5072-7000-0428-deaba514854d
ItemType: Site

Modified Property Name: Name

Modified Property NewValue: Error Reproduce

GroupAdded 05-09-2018 11:20 meganb@m365xk808554.onmicrosoft.com

Objectid: https:m3g5x808554-admin.sharepoint.com
Correlationd: 54a783e-30eb-7000-3ae1-ee3b0001befh
[temType: Site

Modified Property Name: Name

Modified Property New/Value: Root site Members

GroupAdded 05-09-2018 11:20 meganb@m365xk808554.onmicrosoft.com

Objectid: https:m3g5x808554-admin.sharepoint.com
Correlationd: f2a78b3e-00d3-7000-7599-9830e457260
[temType: Site

Modified Property Name: Name

Modified Property NewValue: bs

GroupAdded 05-09-2018 11:22 meganb@m365xkB08554.onmicrosoft.com

Number of events: 26 Data available in database: (23-08-2018 12:00:48 to 04-10-2018 11:57:49)

In the above screenshot, the "Operations" column will show the event type that occurred, "Event Date"
and "Event Time" columns will show the time when the event occurred, "User Id" column will show the
user who performed the event and "Event Details" column will show other related information like Site
URL, File location etc.

You can select the "Summary" option in the Report view section, to view the summarized data of the
events that occurred in your tenant recently. There will be options available to summarize data by
"Daily", "Hour of the Day" and "Day of Week". This summarize window will be displayed as shown
below,
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How to generate a report on Exchange Mailbox events?

Perform the following steps to generate a report from Exchange Mailbox events:
These are the events which we have in Exchange Mailbox Activities to generate Audit reports

- Vyapin Micresat 365 Suite - Vyapinh265-1 =0 -
Eschange Onkne Reports | ShiePoist Dndiss Repoats  Auct snd Complance Reports  Micscsolt Teame Reparts | Mirasoft I65 Manzger | Migeation Plansing
Current Tenant: Wyagpindd 36 5-1 Sesting Ll Abost
P | Fite and Page Activitios. -l
[ Foldter activities B
% Sharing and access recuest activithes =
E | reneonization actietias -
B Site Permission activities -
|slummnmm -
Ewchange mailbos mvents =

| User signed into mailbos

| Sent ressage using Send On Seball
| permissions

Sant message using Send Az
peemissions

| Delegate mailbox permssions

| Added | Remared

| Created mailbax item / Updated
p——

| Moved messages to Deleted Bems
| Salder [ anather folder

| Copied messages 1o ancther felder
| Deleted meszages from Debeted Hems
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When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report

< Event Selection

Show results for: ® Allusers () Specific users

I

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button

< Event Selection

Show results for: () Allusers (@ Specific users

T

Once you click on "OK", the report will be generated as shown below,

User signed imo maitiox =
Show by: | Svesthpe ~  Show activity for the last: 90 - days Report view: @ latie O Swmmary

e T e T | - |

RemultStatus: Succoeded
ClientiPAddress: 210.13.179.155
= z

&: C WINRM Client
Extemataconss: false

intemailogenType: O

LogoaType: O

LogcaUsersic: S-1-5-21-401€634503- 1928531 825-320271 73S7- 143062731

5-1-3-21-20 1923851 173IST-143062731
AaiEcslogin  Z5-09-2016 135:39 - R comn

- S
Crgnatngserver:

Sessicaid:
Userauthentcanconsethod: 1
AegquestType: CALth2 Authorias
RezusttStatuzDetai Redirect
KespMeSignadin: Falus

actor

ResaltStanus: Succmeded
CIontPAddress: 210.15.179.155
=

g: C : MoTILS.0 NT £.2: WInG4; 262) AppleWeb 33736 (KHTIML
Extematiconss: false
intemalilogonType: O

Tyeo: ©
LOSCALIzarSis: S-1.5.21-401663£904- 1928851 825- 426271 7397- 14362732

AMafScslopn 25052018 1453 com Y 3
PR bR OwrRrS i $-1-5-2140166 36904-19I8E51815-4I6271 719714362732
Ownarupn: B0assa oo
: com
Crignatingserar BM1PRO1MBOSST
Sessicnid: 133f1998-D360-4775-3076-dbLLSICE3450
Actor
ResuitStacus Succosded
ChentiPaddress: 210.13.179.155
= g: C Moollss.o NT £.3: Winos; 202) AppleiVebiOt337.36 (KHTRL
Extematacoess: fakie
intemnaiLogonType: ©
LogcaType: ©
LOECAUZGrSsa: 5-1.5-21 4016635904-1923851625-226271 7397-14362732
Aaitocslogin  23-05-2018 12:04 3£5a808553.0n 1 Tef
e Crpmme S S 15212 03-1928831 825 17397-13302732 E
Number of events: 28 Duata available in database: (23-08-2018 12:00:48 1o 04-10-2018 11:57-49)
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In the above screenshot, the "Operations" column will show the event type that occurred, "Event Date"
and "Event Time" columns will show the time when the event occurred, "User Id" column will show the
user who performed the event and "Event Details" column will show other related information like Site
URL, Folder location etc.

You can select the "Summary" option in the Report view section, to view the summarized data of the
events that occurred in your tenant recently. There will be options available to summarize data by
"Daily", "Hour of the Day" and "Day of Week". This summarize window will be displayed as shown
below,
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How to generate a report on User Administration?

Perform the following steps to generate a report from User Administration events:

When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report
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&

Event Selection

Show results for:

@ Allusers () Specific users

ok J Gorce |

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button

&

Event Selection

Show results for:

() Allusers (@ Specific users

ok J Gonce |

For Top users based report, a dialog will appear as shown below for selecting events and date range for
fetching the list of top users who had performed the user administration events recently

< User administration activities
Events: Toggle selection

Added user

Updated user

Event date range:

Fram:

Reset user password

In the last 7 days

Deleted user
Changed user password

.Tq:r: . |

O

For logon based reports, a dialog will appear as shown below for selecting date range and users for
fetching the events performed by them
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< UserDateSelection

Date Range: Today "

From: [ | T | [ |

Show events of: @ All Users (O Specific users | Select list of specific users

Once you click on "OK", the report will be generated as shown below,

| Added / delated / updated users x

ResultStatus: success
Objectid: karthick_vyapin.com#EXT#@ITRM389341.0nmicrosoft.com
AccountEnabled: True
AlternativeSecurityld: Type=1,ldentityProvider= Key=AAMAANehels=
OtherMail: karthick@vyapin.com
Added user 06-03-2017 02:59 PM MeganB@ITRM385341.onmicrosoft.com StsRefreshTokensValidFrom: 2017-03-06T09:25:3172
UserPrincipalName: karthick_vyapin.com#EXT#@ITRM389341.onmicroscft.com
Included Updated Properties: AccountEnabled, AlternativeSecurityld, OtherMail, StsRefreshTokensValidFram, U
Actor ID:MeganB@ITRM389341.cnmicrosoft.com
Target ID:karthick_vyapin.com#EXT#@ITRM389341.onmicrosoft.com

Show by: |Eventtype  *| Show activity for thelast: | 15~ | days

v List of Events v

ResultStatus: success

Objectid: vssuser023_office.vyapin.com#EXT#@ITRM385341.onmicrosoft.com
AccountEnabled: True

AlternativeSecurityld: Type=1,|dentityProvider=,Key=AANAAdN3tEA=

QOtherMail: vssuser023 @office.vyapin.com

StrongAuthenticationUserDetails: phoneNumber=,alternativePhoneNumber=,email=
StsRefreshTokensValidFrom: 2017-02-27T10:14:55Z

UserPrincipalName: vssuser023_office.vyapin.com#EXT#@ITRM389341.cnmicrosoft.com
Included Updated Properties: AccountEnabled, AlternativeSecurityld, OtherMail, StrongAuthenticationUserDet;
Actor ID:ganesan_vyapin.com#EXT#@ITRM389341.onmicrosoft.com

Target ID:vssuser023_office vyapin.com#EXT#@ITRM3853341.onmicrosoft.com

Added user  27-02-2017 03:45PM  ganesan_vyapin.com#EXT#@ITRM389341.0nmicrosoft.com

ResultStatus: success

Objectid: a20d4080fddf40e85b23b3blab71a3d7vssuser023_office.vyapin.com#EXT#@ITRM389341.0nmicrosa
Is Hard Deleted: False

Actor ID:ganesan_vyapin.com#EXT#@ITRM383341.onmicrosoft.com

Target 1D:220d4080fddf40e83b23b3b1ab71a3d7vssuser023_office vyapin.com#EXT#@ITRM389341.onmicroso

Deleted user  27-02-2017 03:48PM  ganesan_vyapin.com#EXT#@ITRM385341.onmicrosoft.com

ResultStatus: success

Objectid: LidiaH@ITRM389341.onmicrosoft.com
Targetld.UserType: Member

Actor ID:LidisH@ITRM389341.onmicrosoft.com
Target ID:LidiaH @ITRM389341.onmicrosoft.com

Updated user 25-02-2017 11:40AM  LidiaH@ITRM389341.onmicrosoft.com

ResultStatus: success

Objectid: LidiaH@ITRM389341.onmicrosoft.com
Targetld.UserType: Member

Actor ID:LidisH@ITRM389341.onmicrosoft.com
Target ID:LidiaH @I TRM389341.onmicrosoft.com

Updated user 25-02-2017 11:40 AM LidisH@ITRM385341.onmicrosoft.com

ResultStatus: success

Ahiactid: manacan snanin Fﬁmﬂrwﬂu’r\ﬂ'ﬂhwalﬂ Anmicepentt Famm
b

Number of events: 8 Data collection time: 08-03-2017 12:14:16

In the above screenshot, the "Operations" column will show the event type that occurred, "Event Date"
and "Event Time" columns will show the time when the event occurred, "User Id" column will show the
user who performed the event and "Event Details" column will show other related information like Site
URL, File location etc.

81



You can select the "Summary" option in the Report view section, to view the summarized data of the
events that occurred in your tenant recently. There will be options available to summarize data by

"Daily", "Hour of the Day" and "Day of Week". This summarize window will be displayed as shown

below,

W 2clded / deleted / updated users x

‘g Summarize: | Daily v | Show results: | <-- Select events —> v C‘ Chart type: | Bar chart " Report view: O Table @ Summary
=

S

i

>

15-02-2017]

17-02-201

23-02-201

Time Range

‘ O Added user
B Deleted user
25-02-201 ‘ BUpdated user

27-02-2017|

06-03-2017|

o

=
"~
=
-
@
2
=
IS
a
@
8
bt
IS
5

Event Count

How to generate a report on Group Administration?

Perform the following steps to generate a report from Group Administration events:

When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report

i Event Selection

Show results for: @ Allusers () Specific users

T

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button

82



< Event Selection

Show results for: () Allusers (@ Specific users

ok J Gonce |

For Top users based report, a dialog will appear as shown below for selecting events and date range for
fetching the list of top users who had performed the group administration events recently

<3 Group Administration activities

Events: Toggle selection

Added group Added member to group
Updated group Removed member from group
Deleted group

Event date range: | In the last 7 days -

From: | Toe |

ok J Goncel |

Once you click on "OK", the report will be generated as shown below,

[ Added / updated / deleted group *

Show by: Show activity for the last: days Report view: ® Table O Summary [JEEE

Objectid: Not Available
ResultStatus: Success : Record Truncated

Add group  22-09-2018 17:46 MeganB@M365%808554.0nMicrosoft.com  Acter ID:MeganB@M365x808554.0nMicrosoft.com
Modified Property Name: Expire date

>
a
§
&
©
=
=]
>

Objectid: Not Available
Add group  28-09-2018 17:08 steveR@M365x808554.cnmicresoft.com  ResultStatus: Success : Record Truncated

Objectid: Not Available
ResultStatus: Success : Record Truncated
UserAuthenticationMethod: 1

Add group  28-09-2018 17:15 MeganB@M365x808554.0nMicrosoft.com RequestType: OrgldWsTrust2:process
ResultStatusDetail: Success
Actor ID:MeganB@M365x808554.0nMicrosoft.com

Objectid: Not Available

ResultStatus: Success : Record Truncated
Addgroup 03-10-2018 12:36 MeganB@M365x808554.ONMICTOSOft.cOM  ucoo o e o136 5x808554.0nMicrosoft. com
Objectid: Not Available
Resultstatus: Success : Record Truncated
UserAuthenticationMethod: 1
Add group  10-09-2018 14:46 Megar 554.0nMi com  RequestType: OrgldWsTrust2:extsts

ResultStatusDetail: Success

Actor ID 08554.0nMi com
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In the above screenshot, the "Operations" column will show the event type that occurred, "Event Date"
and "Event Time" columns will show the time when the event occurred, "User Id" column will show the
user who performed the event and "Event Details" column will show other related information like Site
URL, File location etc.

You can select the "Summary" option in the Report view section, to view the summarized data of the
events that occurred in your tenant recently. There will be options available to summarize data by

"Daily", "Hour of the Day" and "Day of Week". This summarize window will be displayed as shown
below,

(- Vyapin Microsoft 365 Management Suite - YyapinM3€5-1 - g
Excharge Online Reports | SharePoint Online Reports  Audit and Comoliance Reparts  Microsof: Teams Reports | Microsoft 365 Manager | Migration Flanning |

Currznt Tenant: WyapinM365-1 Setings  Help  Abcut
[ Added / updated / deleted group \

Summarize: | Daily v | Show results: | < Select events -—> ~ Chart type: | Columnchart ~

Report view: O Table ® Summary

v List of Events v

B Added group
B Updated group
B Deleted group

Event Count

22-09-2018 ! 28-09-2018 ' 03-10-2018 ' 10-03-2018

Time Range

How to generate a report on Role Administration?

Perform the following steps to generate a report from Role Administration events:
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When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report

< Event Selection

Show results for: @ Allusers () Specific users

ok J Gorce |

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button

< Event Selection

Show results for: () Allusers (@ Specific users

ok J Conce |

For Top users based report, a dialog will appear as shown below for selecting events and date range for
fetching the list of top users who had performed the role administration events recently

b Group Administration activities
Events:
Added member to role Remmredliuser from a directory role
Event date range: | In the last 7 days -

From: | Tox |
“oc

Once you click on "OK", the report will be generated like all the other Audit Reports
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How to generate a report on Application Administration activities

Perform the following steps to generate a report from Application Administration events:

These are the events which we have in application administration activities, regarding these events we
generate audit reports

& T LR M) R T e e Py A o a .
Fmboc e wBome 3om kIl Gy Cm ow Doy web mb el e Bmh B ome 30K ey Mo omowo

[P P T TrO
Fiba 1 S e

LE L ST

kg v azownn s o e
C——

5 d THTImkT e

" ek d e AL
L R T

Tk bdr s be b

Lor e LT P

N e ST
L TR L

B ER T T R
b

famd A ek e

Fabrehw s

L R e T Y

When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report

< Event Selection

Show resulis for: ® All users () Specific users

0] el

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button

< Event Selection
Show results for: ) All users  (®) Specific users

O
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Once you click on "OK", the report will be generated as shown below,
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In the above screenshot, the "Operations" column will show the event type that occurred, "Event Date"
and "Event Time" columns will show the time when the event occurred, "User Id" column will show the
user who performed the event and "Event Details" column will show other related information like Site
URL, File location etc.

You can select the "Summary" option in the Report view section, to view the summarized data of the
events that occurred in your tenant recently. There will be options available to summarize data by
"Daily", "Hour of the Day" and "Day of Week". This summarize window will be displayed as shown
below,
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How to generate a report on Microsoft Teams Activities:

Perform the following steps to generate a report from Microsoft Teams events:

These are the events which we have in Microsoft Teams activities, regarding these events we generate
audit reports
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When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report

et

Event Selection

Show results for:

® Allusers () Specific users

T

If you would like to view events for a specific user, select the "Specific users" option, and select the list
of users by clicking on the "Select users" button

et

Event Selection

Show results for:

() All users (@) Specific users

T
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Once you click on "OK", the report will be generated as shown below,
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In the above screenshot, the "Operations" column will show the event type that occurred, "Event
Date" and "Event Time" columns will show the time when the event occurred, "User Id" column will
show the user who performed the event and "Event Details" column will show other related
information like Site URL, File location etc.

You can select the "Summary" option in the Report view section, to view the summarized data of the
events that occurred in your tenant recently. There will be options available to summarize data by

"Daily", "Hour of the Day" and "Day of Week". This summarize window will be displayed as shown
below,
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How to generate a report on eDiscovery activities?

Perform the following steps to generate a report from eDiscovery events:

These are the events which we have in eDiscovery Activities to generate Audit reports
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Coeterd search staried J stapped
changed

Started axper of cormeen seanch /
ramoved arport of contant search

Downlasded export of comient search

When you click on any one of the recent events based reports, a dialog will appear as shown below, for
user selection, whose events you would like to see in the generated report

< Event Selection

Show results for: ® Allusers () Specific users

o] ol

If you would like to view events for a specific user, select the "Specific users" option, and select the list of
users by clicking on the "Select users" button

< Event Selection
Show results for: ) All users  (®) Specific users

O

Once you click on "OK", the report will be generated.
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How to generate a custom report?

Perform the following steps to generate Custom Report:
Select Custom Reports from the available vertical tabs.

After, selecting the custom report the form will be appear as shown below:

A P Audil Log vearch S
Collactar
Srarch —l -
Lt licmms - X
File and Page activities o
- - -
Falder activities [ Tia=r Rarqe: | T2day

155 reguest actvitles -

Sharirmg ainc aewess regues] aclivilios E\{\ =

alivilics = T Framm; | m
Symchrenizatdon acthties -
A - Siler Audmministeation aclivilios oo Shows erents of: ) Allllsres 03 Snoeific o | Sedect izt of specific users
araclivilies =
Site Parmission activities - | Witten lu wzareks (B Seardl how D Sdfemiule
i @vents - _
Exchange mallbowx actlvitles = =
fon - .
User administration activities o
ation - . 1
Group adminlstration actlvides =

Inlstratlon acthities -

Applivalian adminisbralion aclivilies &0 =

1an -
Reole administration activities o
activities - . 1
Directory adminlsration activltles &0 =
ilie=s = 1
Microscft Teams activities L/
-
eDlscovery Actlvitles o =

[using Everel Mo

:

Here, we may select the report in multiple category. Then select the date range to generate "All users"
or "Specific users" report.
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B New Audit Log search

Folder activities V) =
Copied folder v
Created folder v
Deleted folder v
Deleted folder from recycle bin v
Deleted folder from second-stage

recycle bin

Modified folder v
Moved folder v

Renamed folder
Restored folder

Sharing and access request activities () =«

Unshared file, folder or site v
Shared file, folder or site v
Created sharing invitation v
Accepted sharing invitation Wi

Date Range: ‘ Today v

‘To:l | ]

From: | |

Show events of: (@ All Users () Specific users

Select list of specific users |

When to search: (® Search Now () Schedule

e | Gonce

e Select the desired report and Click OK... button to display the respective details.
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» Wyapmn Miciosoll 365 Management Suile - VvapnM3£5 1 - 4

Furhange Orliwe Reparts  SharePaiee Celine Reanes adit and Complanee Reparts Miersn't Trams Repans Miersnft 365 Minager  Migratian Planning

Current Tenant VyapinMi65-1 Sellings  Hep Aboul
| Custorn Report fusang Evenit Name) %™,

Shew by: Fuent type = Range: Last Month [ 2018-09-01 to 2013-03-30 ) Cu: e
4’%_ T [

Objectid: hitps:m365xB0BS54 sharepoint.

Coredalionki: a2c1H 9 oDdd EDDPMHM Aﬁlﬁﬂb&}ﬂﬁl

Item Iype: Web

CventData: <Permisions granted=rull Control<p g d>« Shared by 365xB0B554. onmicrosoft.com<s
Targel e O GroupType: Guesl

Uniqueshanngid; UUOUUNUC-D000-D000-D000-DUUUUUU0U000

siteur] sh

Sharinglnvilali 24 09 20M8  10:24 Eanesan 1978 holrnail comlexd F@rm265x!

langetusen e: ganesan1y /3 _hotmail SEUES S onmicroesoft.oom
Actor ID:MeganBEh 1650808554 OnMicrosoft.com

Objectld: hitps:ml65xB0BS54-my. sharepoint comTeamsNotebook(Shared)
Apgalicasliom Mgy Niame: OreNole

Applicationid; 2d4c3dse-2zbes-bef-5fas- 18/ vab1c25de

Correlationid: 104fidSe-30/e- FODD-04 25-10:802 800 fed

ItemType: folder

D=l
sourcetlebatension;
DestinationFileName: Notebooks

lionFileFxlonsion:

N
FoldaCreated 10 08 2018 14:46 sank B UL i Lm0
firbeat agmitya g FEIENRE5E ipsbarepoinl somperondmegnt m3ESEANAS54 ormicirall om

v Nest ek Shared )

UsemMenmunrMeM 1

Respuared Tyga: wilh®:Aulbasrioe

Resultstatusetail: Redirect

Keephiesignedin: ralse

Actor ID:MusgnB@M2A5 208554 OnMicroso laam

Objectid: hitps:m y.sharepaint
ApplicationDisplaylame: OneNote

i 3B Thed dbel 9IAT TATSa6 10?9
Tfidye-30/e- FODU-0AZE-116802 80 bfed

Foldercreated 10-09-2018 14:45 meganb@mISSxBOBS5A.oNMICTOSOM.COM ooy )b btpr-m3ASKANARES my.sharipoinl comprersa

SourcetleName: Natebooks
Sourcelelativeurl: _._
UserAuthenticationMethod: 1
RequestType: CAuhZ:AUthorize
Rl Sl Deslaiil: Refirect -

Numbar of svants: 2262 Diata avallable In database: (03-09-2012 09:49:07 to 30-09-2018 22:06:00)

spanh mAGSEANASSS onmicnoall woom

If, require to Use custom report again, by clicking "Custom Report" button at top.
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o=

e

Fuehunge: Qrling: Kogaarls - Kepmai-

Cunmenl Toraml: VyapsintA<6% 1

T
«

<10 REQAFT (SR FUeNT MAme)

Shaw by: 2 [ IS 09 0 1o AN 09 20 )

[venttype  ° Date Ronge: Lol Mo

=
)
=
=

FoldurCrooled 26 03 2012 10:26 megonb @265 20855 vnmicroso Learm

rolgercrzeted 10-09-2018 14:4€ 3I654BI8554. toom

Foldertreated 1009 20T acad megan b @ ML IR anmicrasotoam

Numbar of events: 2262

Wlier el Teenes Hepesls

NVyan Microsol L Je% Managermenl Sule - YVyasinMies-1

Micrerell 36% Manmger | Mig

Fuant 1acal

Gbjeclld: hilpe:n365x2808554 my hurcpoinl comperonalmegant_|
App/lcationD splayMame: Cff ce 365 Cxchange Online

AFRICATANIC: 0000 -0000-0FF —200-K0D0UONERLE
Correlulionld: dudeduu? 15db 415 4282 208830061962

IterrType: Folder

LiSTid: HFAE AR hhA-AG 1ok £ i1 sF s fefande

SeurceFileExle
Satetid: hetpeem 1328tk oy
SourceFileNurne: Alluchmenly
sourcere anveurl: Documenss
Acher 1 RACEANHGI MAL L

siur

.

A LI icroseft.oom

Objeclld: hilps:rn165xB0B5E 3y shaisp
AppicationD splayMame: Oneflote

= 2uigizds shos ahel 902 st rmanior e
o 1€4/8u9:-307e-7000-d428-446802566 k=d

omTeamsNulebuok]Siarsc)

= Mol choeke
_Documents

e el b Shair o)

sourcefe atvell-l
Usarnuthantcatroniiathad

Rexjurnt g et ™
ResulStatusDetall: Redirec
EeepMesimnedie: —als

Ader INMeg mB@MAFS 02552 OnMicnonol L osm
Ohjeemid: herpa m =0 yeEtssd. my sharepamt comiorehonks
AppicalionD s playN: Oreflcle

Applcationid: 26443 dBe-2bed-1bef-3°07-707536 1c29d
Correlananid: 10A%ASC Sise A0 da AanE0TH fed
Terr Types: Fuluen

DestiradonrileCxtansion:

Saureehilebdeasion:

Dieslina fonFilaName: Docurrenls
pesuratennzlatveur:

FI265x208554_oruticrosoll

repant campersanalmeganh mEETEES A onmicronad cam

-my.sharegoint.compersonalmegank MILLXEUSILA onMicresoft cor

Satenir: bt tad . sharcpoint compertanalmegant mAGIREIEY & onmicreanft com
sourceFileMame Notebooks
e ]

UserAulbenlicsl enfdetiou: 1
Data avallable In database:

By clicking "Custom Report" we get the form as shown below:

»
R P
[rn— -

o bt g e %

B LT ———

E=Ie=saETT m
o st o st ER ——

g 08 152 s s G ot [

E e p— _ .
sphcnion sites @ -
BT R —
| Site Parmizsion acthaties @ - When 1o semrch @ Sewsch N Schede
[P
[

[P ...
[ y
T
Moot imen 0 ¢

: [ o ] oo |
et
SR ——— - s o o
i
[ ——

Select the desired report and Click OK... button to display the respective details.

(23-08-2010 12:00:40 > 04-10-2018 1:57:

Here, we can do schedule the custom report by click the schedule options. Follow the above mentioned
steps to run the Custom Reports as we required.
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Microsoft 365 Reports (Exchange Online Reports)

How to generate Dashboard Summary report?

How to generate Mail Item report?

How to generate Group report?

How to generate License report?

How to E-mail data?

How to Export data?

How to refresh data?

How to use Filter?

How to schedule an Exchange Report Task?
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How to generate Dashboard Summary Report?

Perform the following steps to generate a Dashboard Summary Report:

1. Select Exchange Online Reports from the available vertical tabs. Then from left pane
application, select Dashboard Summary.

For demonstration purpose, Top Distribution Groups by Member Count report has been
chosen.

2. On selecting Top Distribution Groups by Member Count report, a window is displayed as
shown below:

= Vyapin Microsoft 365 Management Suite - VyapinM365-1 -

Exchange Online Reports  SharePoint Online Reports  Audit and Compliance Reports ~ Microsoft Teams Reports | Microsoft 365 Manager  Migration Planning

Current Tenant: VyapinM365-1

[ Top Distribution Groups by Member Count % ™\

>
g W Bport | ¥ E-mail | Refresh
|§- Display Name Mail Address Member Count Group Type Created Date
.E All Employees Employ M365x795267.0nMi com 27 Distribution List 10/13/2021 11:25:49 PM
Bl Sales and Marketing SalesAndMarketing@M365x795267.onmicrosof 20 Office 365 Group 10/13/2021 11:12:18 PM
> t.com
Remote living Remoteliving@M365x795267.onmicrosoft.com 20 Office 365 Group 10/14/2021 5:35:11 AM
Leadership leadership@M365x795267.0nmicrosoft.com 20 Office 365 Group 10/13/2021 11:06:39 PM
Digital Initiative Public Relations DigitallnitiativePublicRelations@M365x795267. 20 Office 365 Group 10/13/2021 11:12:40 PM
onmicrosoft.com
Contoso marketing Contesomarketing@M365x795267.onmicrosoft. 20 Office 365 Group 10/14/2021 5:34:05 AM
com
Sales Best Practices saleshestpractices@M365x795267.cnmicrosoft. 19 Office 365 Group 10/13/2021 11:07:37 PM
com
Retail Retail@M365x795267.onmicrosoft.com 19 Office 365 Group 10/13/2021 11:12:29 PM
Ask HR askhr@M365x795267.onmicrosoft.com 19 Office 365 Group 10/13/2021 11:07:17 PM
CEO Connection ceoconnection@M365x795267.onmicrosoft.co 19 Office 365 Group 10/13/2021 11:07:04 PM
m

On selecting the chart view the report is shown as below:

& Vyapin Microsoft 365 Management Suite - VyapinM365-1 - g

Exchange Online Reports | SharePoint Online Reports | Audit and Compliance Reports | Microsoft Teams Reports | Microsoft 365 Manager  Migration Planning

Current Tenant: VyapinM365-1 Settings  Help About
[ Top Distribution Groups by Member Count x .
% Refresh Report view:

Top Distribution Groups by Member Count

All Employees|

v List of Reports v

Conteso marketing

Digital Initiative Public Relation:

Leadershi

Remote living|

Groups

Sales and Marketing

CEQ Connection)

Ask HR|

Retail

Sales Best Practices|

19 20 21 22 23 24 25 26 27

Member Count
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How to generate Mail tem Report?

Perform the following steps to generate Mail Iltem Report:

Select Exchange Online Reports from the available vertical tabs. Then from left side of the application,
select Mail Item Report.

For demonstration purpose, "Read Mail Items" report has been chosen.

On selecting "Read Mail Items" Report, a pop - up window is displayed as shown below:

Select users:

Select users. You may query and select users based on their roles, groups, devices and attnbutes.

Refrezh now: @ Find...

All Users Display Name Email Address

Users who have Admin Roles
Users based on Groups
Mobile Device Access

Users based on Attributes

[ Select Al [[] Use this selection for all the reports in this session

ok || Cancel

0 user(s) found.

99



Select users:

Select users. You may query and select users based on their roles, groups, devices and attnbutes.

Data collected on:  06/07/2016 5:46:25 PM Refrezh now: @

Find...

All Users Display Name
Alex Darrow

Users who have Admin Roles Allie Bellew

Users based on Groups Anne Wallace

Aziz Hassouneh

Mobile Device Access Belinda Newman
Bonnie Kearney

Brian Johnson (TAILSPIN)

Users based on Attributes

Conf Room Adams
Conf Room Baker
Conf Room Crystal
Conf Room Hood

Conf Room Rainier

FaPpy o [PENPER o

Oo0o0oOooooooood

Emiail Address
AlexD@vyapindemod.onmicrosoft.com
AllieB@vyapindemaod.onmicrosoft.com
AnneW@vyapindemo8.onmicrosoft.com
AzizH@wyapindemo8.onmicrosoft.com
BelindaMN@vyapindemo8.onmicrosoft.com
BonnieK@vyapindemod.onmicrosoft.com
Brian)@vyapindemoc8.onmicrosoft.com
Adams@wvyapindemod.onmicrosoft.com
Baker@vyapindemo8.onmicrosoft.com
Crystal@vyapindemaod.onmicrosoft.com
Hood@vyapindemod.onmicrosoft.com

Rainier@wyapindemo8.onmicrosoft.com

-, PPN [P ; PSP P - B —

»

b

[] select &l [] Use this selection for all the reports in this session

ok || Cancel

0 user(s) selected.

32 user(s) found.

Select the desired mailbox and Click OK... button to display the respective mail item details
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Select the desired users

All Users

Users who have Admin Roles
Users based on Groups
Mobile Device Access

Users based on Attributes

Refresh now: IEI

Find...

Display Name
admin admin
Belinda Newman
Junmin Hao
Julian Isla

Allie Bellew
Fabrice Canel
Katie Jordan
Alex Darrow
Tony Krijnen
Sara Davis

Rob Young
Garth Fort

Ny o » [PENPERPSII, » I Pipip

i
0
0
0
L]
L]
L]
L]
L]
L]
0
0
{l_l

[] select All

Emiail Address
admin@vyapindemod.onmicrosoft.com
BelindaMN@wyapindemo8.onmicrosoft.com
JunminH@vyapindermod.onmicrosoft.com
Julianl@wyapindemo8.cnmicrosoft.com
AllieB@vyapindemaod.onmicrosoft.com
FabriceC@wvyapindemo8.onmicrosoft.com
Katiel @vyapindemod.onmicrosoft.com
AlexD@vyapindemaod.cnmicrosoft.com
TonyK@vyapindemod.onmicrosoft.com
SaraD@vyapindemo8.onmicrosoft.com
RobY@wyapindemo8.onmicrosoft.com

GarthF@vyapindemo8.onmicrosoftcom

L N PR, P P PGS ; [P PP < N—

»

oKk || Cancel

1 user(s) selected.

35 user(s) found.

During data collection, the window is displayed as shown below
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3 Vyapin Microsoft 365 Management Suite - ViyapinM365-1 = &)

Exchange Online Reports  SharePoint Online Reports  Audit and Compliance Reports | Microsoft Teams Reports | Microsoft 365 Manager | Migration Planning

Current Tenant: VyapinM365-1 Settings  Help  About
P scarch [-1-

'g Favorites ~

5

"} | Dashboard Summary -

= |

o

-} Mail Item Reports -

3

Bl Read Mail ltems %

Unread Mail ltems

Collecting report data
Deleted Mail Items
Current mailbox: MiriamG@M365x154503. OnMicrosoft.com
Deleted Mail Items for Recovery Bipcsssingreslboagiieiy
I
Cancel
High Importance Mail ltems

Low Importance Mail ltems
Junk Mail ltems

Mails from External Accounts
Mails to External Accounts

Mail ltems Summary

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

S Vyapin MICrcsort sb> Management SUIte - Vyapinvisba-1 - Y e

Exchange Online Reports  SharePoint Online Reports | Audit and Compliance Reports  Microsoft Teams Reperts  Micrasoft 365 Mznager  Migration Planning

Current Tenant: Tenant_mailbox_exchange Settings  Help About
M| Read Mail ttems x

En % Export _ Filter | ® E-mail | 2 Refresh | <-- Select columns --> ~ | ! Data Collection Time: 31-12-2018 11:28:12
o

&

k-] Object Name Display Name E-mail First Name Last Name Folder Name Folder Path

o

]

]

M FRAP264A001.PROD.OUTLOOK.COM/Microsoft Miriam Graham MiriamG@M365x154503.0nMicrosoft.com Miriam Graham Archive \Archive .

Exchange Hosted Organizations/

M365x154503.onmicrosoft.com/MiriamG

FRAP264A001.PROD.OUTLOOK.COM/Microsoft Miriam Graham MiriamG@M365x154503.0nMicrosoft.com Miriam Graham Calendar \Calendar

Exchange Hosted Organizations/

M365x%154503.onmicrosoft.com/MiriamG

FRAP264A001.PROD.OUTLOCK.COM/Microsoft Miriam Graham MiriamG@M365x154503.0nMicrosoft.com Miriam Graham Clutter \Clutter

Exchange Hosted Organizations/

M365x154503.onmicrosoft.com/MiriamG

FRAP264A001.PROD.QUTLOOK.COM/Microsoft Miriam Graham MiriamG@M365x154503.0nMicresoft.com Miriam Graham Companies \Centacts\Companies
Exchange Hosted Organizations/

M365x154503.onmicrosoft.com/MiriamG

FRAP264A001.PROD.OUTLOCK.COM/Microsoft Miriam Graham MiriamG@M365x154503.0nMicresoft.com Miriam Graham Contacts \Centacts

Exchange Hosted Organizations/

M365x%154503.onmicrosoft.com/MiriamG

FRAP264A001.PROD.OUTLOOK.COM/Microsoft Miriam Graham MiriamG@M365x154503.0nMicrosoft.com Miriam Graham Conversation Action Settings \Conversation Action *
Exchange Hosted Organizations/

M365x154503.onmicrosoft.com/MiriamG

FRAP264A001.PROD.QUTLOOK.COM/Microsoft Miriam Graham MiriamG@M365x154503.0nMicresoft.com Miriam Graham Conversation History \Conversation History
Exchange Hosted Organizations/

M365x154503.onmicrosoft.com/MiriamG

FRAP264A001.PROD.OQUTLOCK.COM/Microsoft Miriam Graham MiriamG@M365x154503.0nMicresoft.com Miriam Graham Deleted ltems \Deleted ltems
Exchange Hosted Organizations/

M365x154503.onmicrosoft.com/MiriamG

FRAP264A001.PROD.OUTLOOK.COM/Micrasoft Miriam Graham MiriamG@M365x154503.0nMicrosoft.com Miriam Graham Drafts \Drafts

Exchange Hosted Organizations/

M365x%154503.onmicrosoft.com/MiriamG

FRAP264A001.PROD.OUTLOOK.COM/Microsoft Miriam Graham MiriamG@M365x154503.0nMicrosoft.com Miriam Graham ExternalContacts \ExternalContacts
Exchange Hosted Organizations/

M365x154503.onmicrosoft.com/MiriamG

FRAP264A001.PROD.QUTLOOK.COM/Microsoft Miriam Graham MiriamG@M365x154503.0nMicresoft.com Miriam Graham Feeds \Yammer Root\Feeds
Exchange Hosted Organizations/

M365x154503.onmicrosoft.com/MiriamG

FRAP264A001.PROD.OUTLOOK.COM/Microsoft Miriam Graham MiriamG@M365x154503.0nMicrosoft.com Miriam Graham Files \Files

Exchange Hosted Organizations/

M365x%154503.onmicrosoft.com/MiriamG -

4 3

Number of records: 1556
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Number of columns to be displayed on the grid can be selected from the dropdown. By default, all
columns are displayed.

'b Export T Fiter | " E-mail ,": Refresh <-- Select columns —-> |: c Data Collection Time: 29-Sep-15 6:48:43 PM

Object Name
Display Name

Object Name Display Name E-mail E-mail Last Name Folder Name Folder P;
First Name
0
admin admin admin admin@vyapindemolonm%_l‘r;s; Na.meI . admin {06967759-274D-40B2-A3EB-DTF9E73727D7} \Contacts
ESSIONINdEX -
[C] Folder Name D7F9E733
admin admin admin  admin@vyapindemo2.onm [[] Folder Path admin {ASE2BC46-B3A0-4243-B315-60D991004455} \Contacts
[ Count B315-60C
admin admin admin  admin@vyapindemoZ2.onmy admin alendar alendar
dmi dmin admi dmin@ ind 2 E_Frmm dmi Calend \Calend
o
admin admin admin  admin@vyapindemoZ.onm|[] Subject admin Clutter \Clutter
admin admin admin  admin@vyapindemoZ.onm| E Ttem Size (KE) admin Contacts \Contacts
- . . - - Has Attachments - - . = |
admin admin admin  admin@vyapindemoZ.onm| [0 Item Created Date admin Conversation Action Settings \Convers:
admin admin admin  admin@vyapindemo2.onm| [ Item Received Date admin Deleted Items “Deleted |
admin admin admin  admin@vyapindemo2.onm| | ltem Sent Date admin Drafts \Drafts
admin admin admin  admin@vyapindemoZ.onm| E g:m LLEE: mz::::: ?i::r;e admin GAL Contacts \Contacts
admin admin admin  admin@vyapindemoZ.onm|[] T1.Sessionlndex admin Inbox \Inbox
admin admin admin  admin@vyapindemo2.onmicrosoft.com admin admin Journal ‘Journal
admin admin admin  admin@vyapindemo2.onmicrosoft.com admin admin Junk Email unk Emi
admin admin admin  admin@vyapindemoZ.onmicrosoft.com admin admin Notes ‘\Notes
admin admin admin  admin@vyapindemoZ.onmicrosoft.com admin admin Organizational Contacts \Contacts
admin admin admin  admin@vyapindemo2.onmicrosoft.com admin admin Outbox \Outbox
admin admin admin  admin@vyapindemo2.onmicrosoft.com admin admin PeopleCentricConversation Buddies \Contacts
admin admin admin  admin@vyapindemo2.onmicrosoft.com admin admin Recipient Cache \Contacts
admin admin admin  admin@vyapindemo2.onmicrosoft.com admin admin Sent Items \Sent Iten
admin admin admin  admin@vyapindemo2.onmicrosoft.com admin admin Tasks \Tasks

After selecting the desired column from the dropdown, press Refresh button to display.

W eport | | Fiter | W Email | 2 Refresh | <= Selectcolumns — €| Data Collection Time: 29-Sep-15 6:48:43 PM
Object Name Display Name E-mail

admin admin admin  admin@vyapindemoZ.onmicrosoft.com
admin admin admin  admin@vyapindemoZ.onmicrosoft.com
admin admin admin  admin@vyapindemo2.onmicrosoft.com
admin admin admin  admin@vyapindemo2.onmicrosoft.com
admin admin admin  admin@vyapindemo2.onmicrosoft.com
admin admin admin  admin@vyapindemo2.onmicrosoft.com
admin admin admin  admin@vyapindemoZ.onmicrosoft.com
admin admin admin  admin@vyapindemoZ.onmicrosoft.com
admin admin admin  admin@vyapindemoZ.onmicrosoft.com
admin admin admin  admin@vyapindemo2.onmicrosoft.com
admin admin admin  admin@vyapindemo2.onmicrosoft.com
admin admin admin  admin@vyapindemoZ.onmicrosoft.com
admin admin admin  admin@vyapindemoZ.onmicrosoft.com
admin admin admin  admin@vyapindemoZ.onmicrosoft.com
admin admin admin  admin@vyapindemo2.onmicrosoft.com
admin admin admin  admin@vyapindemo2.onmicrosoft.com
admin admin admin  admin@vyapindemo2.onmicrosoft.com
admin admin admin  admin@vyapindemo2.onmicrosoft.com
admin admin admin  admin@vyapindemoZ.onmicrosoft.com

Follow the above mentioned steps to run the other reports of Mail Item Reports.
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How to generate Group Report?

Perform the following steps to generate a Group Report:

104

1. Select Exchange Online Reports from the available vertical tabs. Then from left pane of the

application, select Groups.

For demonstration purpose, Group General Information and Address Details report has been

chosen.

2. On selecting Group General Information and Address Details report, a pop-up window will be

displayed as shown below:

3% Group Picker

Select Groups:

attributes and group membership.

All Groups
Distribution Groups
Security Groups
Office 365 Groups

Groups based on Group
Attributes

Groups based on User Attributes

Data collected on: 28-12-2018 09:53:16

Refresh now:

Find:

0 selected of 40.

Display Name

>
Select Groups. You may query and select groups based on their distribution groups, securnty groups, ﬂl.
v -

Email Address

[] Accounts Team accountsteam @M 365x1 534503 . cnmicrosc
[1 Al Employees Employees@M365x1 54503 . cnmicrosoft.c
[] Business Development BusinessDevelopment@M365x154503.0n
[ Contoso &02 Contoso02@M2365x154503 . cnmicrosoft.c
[1 D5-2000 Feedback dg-2000feedback @M 365x1 54503 .onmicr
[1 Di5-2000 Product Team DG-2000ProductTeam@M365x154503.cn
[] Distribution Test Group distributiontestgroup@M365x154503.onr
|:| Electronic Events ElectronicEvents@hM365x1 54503 .onmicro
[] Engineering Engineering@M365x154503.onmicrosoft.
Pl B i T ’ v
[1 select Al [] Use this selection for all the reports in this session
Exclude Groups : ) Distribution ) Security ) Office 365
) Exclude Groups based on User Attributes Attributes.

| OK | | Cancel

40 group(s) found.

3. Select the desired group(s) and click OK button to display the respective group details.




Group Picker

Select Groups. You may query and select groups based on their distribution groups, security groups,
attributes and group membership.

Select Groups: ﬁ
i

Data collected on:  24-06-2016 18:53:33 Refresh mow: Find:
All Groups Display Mame Email Address -~
[1 Al Employees Employees@MOD625253 . onmicrosoft.co
Distribution Groups Building 1 Rooms Building1Rooms@MODE25253.cnmicros
Security Groups ivi Building 2 Rooms Building2Rooms@MODE25253.onmicros
1 Executives Executives@MODG25253 . onmicrosoft.cor
Groups based on Group 1 Finance Team Finance@MODE25252 . onmicrosoft.com
Attributes
[1 Legal Team Legal@MODG625253 . onmicrosoft.com
Groups based on User Attributes 1 Morthwind Traders Morthwind @hMODG625253 . onmicrosoft.co
[] Project Falcon ProjectFalcon@MODGE25253 . onmicrosoft.
[1 sales Team Sales@MODGE25253 . onmicrosoft.com
[ select Al Clear Filter
) Exclude Distribution Groups ) Exclude Security Groups

Exclude Groups based on User Attributes Attributes...

| Ok | | Cancel

2 group(s) selected. 11 group(s) found.

During data collection, the window is displayed as shown below:

3 Vyapin Microsoft 365 Management Suite - VyapinM365-1
Exchange Online Reports  SharePoint Online Reports  Audit and Compliance Reports | Microsoft Teams Reports | Microsoft 365 Manager | Migration Planning

Current Tenant: VyapinM365-1 Settings  Help About

Pl [scarcn [-1-
=) | Favorites -
2

"N Dashboard Summary -
s

il Mail Item Reports -
=] |
=N Groups -

Group General Information and o

Address Details

Group Created and Modified Dates Collecting report data
Current group: 154503 com
Group E-mail Addresses Processing group: 7 in 7
Group Members. Concel
Licenses -
Mail Analytics
Mail Traffic Reports -
Message Log Traffic Statistics -
| Group Traffic Reports -
Response Time Reports -
Mailbox Reports -
Mail Size Reports -
[ | v [aCTE Ty ¥ e —— pry |

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

105



v List of Reports v

( Group General Information and Address Details % \\

® Export | T Fiter | ™ E-mail | & Refresh || <-- Select columns --> - | ! Data Collection Time: 31-12-2018 11:32:2(
Object Name Display Name Alias E-mail -I:\;;;plent Group Type Manag
FRAPZ264A001.PROD.OUTLOCK.COM/Microsoft Finance Team FinanceTeam FinanceTeam@M365x154503.0nmicrosoft.com  MailUniversalDistributionGroup Universal FRAP26{
Exchange Hosted Organizations/ Exchang
M365x154503.0nmicrosoft.com/Finance Team M365x1
FRAP264
Exchang
M365x1
FRAP26/
Exchang
M365x1
FRAP264A001.PROD.OUTLOOK.COM/Microsoft HR hr hr@M365x154503.0nmicrosoft.com MailUniversalDistributionGroup Universal FRAP26/
Exchange Hosted Organizations/ Exchang
M365x154503.onmicrosoft.com/hr_cd1541c2- M365x1
d522-45bf-8e66-8a1760b4bbab FRAP26/
Exchang
M365x1
FRAP264A001.PROD.OUTLOOK.COM/Microsoft IT IT IT@M365x154503.onmicrosoft.com MailUniversalDistributionGroup Universal FRAP26!
Exchange Hosted Organizations/ Exchang
M365x154503.0nmicrosoft.com/IT_33a8bcde- M365x1
d1fd-4ec9-9a36-5db3297ed3ab
FRAP264A001.PROD.OUTLOOK.COM/Microsoft Leadership Connection leadershipconnection leadershipconnection@M365x154503.onmicros MailUniversalDistributionGroup Universal FRAP26/
Exchange Hosted Organizations/ oft.com Exchang
M365x154503.onmicrosoft.com/ M365x1
leadershipconnection_4d0061b3-0483-4173- FRAP26{
b178-3f477d5d4214 Exchang
M365x1
FRAP26/
Exchang
M365x1
FRAP264A001.PROD.OUTLOOK.COM/Microsoft Legal Legal Legal@M365x154503.0nmicrosoft.com MailUniversalDistributionGroup Universal FRAP26-
Exchange Hosted Organizations/ Exchang
M365x154503.onmicrosoft.com/ M365x1
Legal_fa2bfc77-9ebf-42c3-ac77-04ee5f64b8bd FRAPZ26.
Exchang
M365x1
FRAP26.
Exchang
M365x1
FRAP264A001.PROD.OUTLOOK.COM/Microsoft Legal Team LegalTeam LegalTeam@M365x154503.onmicrosoft.com MailUniversalDistributionGroup Universal FRAP26{

4

Number of records: 7

b

Columns to be displayed on the grid can be selected from the dropdown. By default, all the columns will
be displayed.

Group General Information and Address Det:;ils \

§' 3 Export T Filter | " E-mail ’;; Refresh | <— Select columns > |« || C Data Collection Time: 30-5ep-15 11:46:04 AM
& Object MName Recipient
J Object Name Display Name  Alias Display Name I Group Type
o ¥] Alias Type
=l Building 1 Rooms Building 1 Rooms Building1Ro ] E-mail oms2217152@vyapindemo2.onmicr MailUniversalDistributionGroup Universal i
] Recipient Type
-~ - - [Cl Group Type : — o :
Building 2 Rooms Building 2 Rooms Building2Roq 5 Managed By oms2219652@vyapindemo2.onmicr MailUniversalDistributionGroup Universal H
0s0Tt.com

After selecting the desired columns from the dropdown, press Refresh button.

Group General Information and Address Details \

3 Export T Fiter | " E-mail ’,;, Refresh | <-- Select columns --> = Data Collection Time: 30-Sep-15 11:46:04 AM

A List of Reports A

Object Name Display Name  Alias
Building 1 Rooms Building 1 Rooms BuildinglRooms2217152
Building 2 Rooms Building 2 Rooms Building2ZRooms2219652
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Follow the above mentioned steps to run the other Group Reports.
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How to generate License Report?

Perform the following steps to generate a License Report:

1. Select Exchange Online Reports from the available vertical tabs. Then from left side of the
application, select Licenses.

For demonstration purpose, Organization report has been chosen.

2. On selecting Organization report, a window is displayed as shown below:

L Vyapin Microsoft 365 Managemert Suite - VyzpinM365-1 - a “
Exchange Online Reports  SharePoint Online Reparts  Audit and Compliance Reports | Micrasoft Teams Reports | Microsoft 365 Manager | Migration Planning
Current Tenant: VyapinM3€5-1 Settings  Help About
M Orgenization x
g ® export | T Filter | ™ E-mail | & Refresh | <—- Select columns —> ~| Data Collection Time: 31-12-2018 11:43:50
a
Sku Part . License Capabilit; . . Consumed Suspended
% Number Sk id Heense Id Applies To Staluls ! Active Units Units unit's ]
% EMSPREMIUM b05e124f-c7cc-45a30-263a-8cf78c946968 600af78a-13c7-4792-96b9-14955¢346e64_b05Se User Enabled 100 95 0 0 -
= 124f-cTcc-45a0-abaa-8cf78c946968
EMSPREMIUM b05e124f-c7cc-45a0-a6aa-8cf78c946968 600af78a-13c7-479e-96b9-14955¢c346e64_b0Se User Enabled 100 95 0 0
124f-c7cc-45a0-abaa-Bcf78c946968
EMSPREMIUM b05e124f-cTcc-45a0-abaa-8cf78c946968 600af78a-13c7-479e-96b3-14955¢346e64_b0Se User Enabled 100 95 0 0
124f-c7cc-45a0-abaa-8cf78c346968
EMSPREMIUM b05e124f-c7cc-45a30-a63a-8cf78c946968 600af78a-13c7-479e-96b9-14955¢346e64_b05e User Enabled 100 95 0 0
124f-cTcc-45a0-abaa-Bcf78c946968
EMSPREMIUM b05e124f-c7cc-4530-363a-8cf78c946968 600af78a-13¢c7-4792-96069-14955¢346e64_b05e User Enabled 100 95 0 0
124f-cTcc-45a0-a63a-8cf78c946968
EMSPREMIUM b05e124f-c7cc-45a0-abaa-8cf78c946968 600af78a-13c7-479e-96b3-14955¢c346e64_b0Se User Enabled 100 95 0 0
124f-c7cc-45a0-abaa-Bcf78c946968
EMSPREMIUM b05e124f-c7cc-45a30-263a-8cf78c946968 600af78a-13c7-4792-96b9-14955¢346e64_b05Se User Enabled 100 95 0 0
124f-c7cc-45a0-abaa-Bcf78c346968
EMSPREMIUM b05e124f-c7cc-4530-a63a-8cf78c946968 600af78a-13c7-479e-96b9-14955¢346e64_b05e User Enabled 100 95 0 0
124f-cTcc-45a0-a6aa-Bcf78c346968
EMSPREMIUM b05e124f-c7cc-45a0-a6aa-8cf78c946968 600af78a-13¢c7-4792-9669-14955¢346e64_b05e User Enabled 100 95 0 0
124f-c7cc-45a0-a633-8cf78c346968
EMSPREMIUM b05e124f-c7cc-45a30-a63a-8cf78c946968 600af78a-13c7-479e-96b9-14955¢346e64_b05e User Enabled 100 95 0 0
124f-c7cc-45a0-abaa-Bcf78c946968
ENTERPRISEPREMIUM c7df2760-2c81-4ef7-b578-5b5392b57 1df 600af78a-13c7-479e-96b9-14955¢346264_cTdf User Enabled 25 23 0 0
2760-2¢81-4ef7-b578-505392b571df
ENTERPRISEPREMIUM c7df2760-2c81-4ef7-b578-5b5392b57 1df 600af78a-13c7-479e-96b9-14955¢346e64_c7df User Enabled 25 23 0 0
2760-2c81-4ef7-b578-5b5392b571df
ENTERPRISEPREMIUM c7df2760-2c81-4ef7-b578-5b5392b57 1df 600af78a-13c7-479e-96b9-14955¢346e64_c7df User Enabled 25 23 0 0
2760-2¢81-4ef7-b578-5b5392b571df
ENTERPRISEPREMIUM c7df2760-2c81-4ef7-b578-5b5392b57 1df 600af78a-13c7-479e-96b9-14955¢346e64_c7df User Enabled 25 23 0 0
2760-2c81-4ef7-b578-5b5392b571df
ENTERPRISEPREMIUM c7df2760-2c81-4ef7-b578-5b5392b57 1df 600af78a-13c7-479e-96b9-14955¢346264_c7df User Enabled 25 23 0 0
2760-2¢81-4ef7-b578-505392b571df
ENTERPRISEPREMIUM c7df2760-2c81-4ef7-b578-5b5392b57 1df 600af78a-13c7-479e-96b9-14955¢346e64_c7df User Enabled 25 23 0 0
2760-2c81-4ef7-b578-5b5392b571df
ENTERPRISEPREMIUM c7df2760-2c81-4ef7-b578-5b5392b57 1df 600af78a-13c7-479e-96b9-14955¢346e64_c7df User Enabled 25 23 0 0
2760-2¢81-4ef7-b578-505392b571df
ENTERPRISEPREMIUM c7df2760-2c81-4ef7-b578-5b5392b57 1df 600af78a-13c7-479e-96b9-14955¢346e64_cTdf User Enabled 25 23 0 0
2760-2c81-4ef7-b578-5b5392b571df -

Columns to be displayed on the grid can be selected from the dropdown. By default, all columns are
displayed.
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3 Export

Account
name
vyapindema5
vyapindemao5
vyapindema5
vyapindema5
vyapindemo5
vyapindema5
vyapindema5
vyapindemao5

= Filter

W £ mail

27 Refresh

<-- Select columns -->

-

Account id

vyapindemo5:ENTERPRISEPACK
vyapindemo5:ENTERPRISEPACK
vyapindemo5:ENTERPRISEPACK
vyapindemo5:ENTERPRISEPACK
vyapindemo5:ENTERPRISEPACK

vyapindemo5:ENTERPRISEPACK

Account name
Account id
Active units
onsumed units
Locked out units
Service name
Service type

Suspended units
Warning units

vyapindemo5:ENTERPRISEPACK 25 25
vyapindemo5:ENTERPRISEPACK 25 25

ed

Locked out
units

o o o O o o O o

Data Collection Time: 01-Oct-15 2:17:59 PM

Service name

Service type

EXCHANGE_S_ENTERPRISE Exchange

INTUNE_O365
MCOSTANDARD
OFFICESUBSCRIFTION
RMS_S_ENTERPRISE

SCO
MicrosoftCommunicationsOnline
MicrosoftOffice

RMSOnline

SHAREPOINTENTERPRISE SharePoint

SHAREPOINTWAC
YAMMER_ENTERPRISE

After selecting the desired column from the dropdown, click Refresh button.

b Export
Account
name
vyapindema3
vyapindemao5
vyapindema3
vyapindemao5
vyapindema3
vyapindemao5
vyapindema3
vyapindemo5

= Filter

W Email

27 Refresh

Account id

vyapindemo3:ENTERPRISEPACK
vyapindemo5:ENTERPRISEPACK
vyapindemo3:ENTERPRISEPACK
vyapindemo5:ENTERPRISEPACK
vyapindemo3:ENTERPRISEPACK
vyapindemo5:ENTERPRISEPACK
vyapindemo3:ENTERPRISEPACK
vyapindemaoS5:ENTERPRISEPACK

<-- Select columns >

-

Account name
Account id

[C] Active units

[F] Consumed units
[[] Locked out units
[C] service name
[C] Service type

[C] service status
[7] Part number

[C] Suspended units
[C] Warning units

&

SharePoint
YammerEnterprise

Data Collection Time: 01-Oct-15 2:17:59 PM

Follow the above mentioned steps to run the other License Reports.
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How to E-mail data?

Vyapin Microsoft 365 Management Suite provides the option to e-mail reports generated using the
Built-in Reports feature.

1. Click in the toolbar to e-mail the report to e-mail recipients. The E-mail Report
dialog will be displayed as shown below:

o E-Mail Report

5 Spedfy SMTF Server name, From Address, To address, Subject, Body of the e-mail
— message, attachment format and option to attach the report as zip file format.

SMTP Server:

From:

_u To:

Send
Subject:

Attachment Format: | HTML W Compress the attachment

2. For e-mailing reports, Vyapin Microsoft 365 Management Suite requires SMTP Server, From E-

mail Address, To E-mail Addresses, (recipients separated by semicolons) and the report
Attachment Format.

Specify the SMTP Server name, From address, To address, Subject of the mail, the content of

the mail, Attachment Format and option to compress the attachment.

to send the report by e-mail to the selected recipients.
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How to Export data?

The Export feature helps the user to export report data generated by Vyapin Microsoft 365
Management Suite to a file using various formats namely HTML/CSV/XLSX.

]
1. Clickon m in the report window or select Export option under File menu to export
report data to a file in the desired format.

o Export

Export to local drive

Export Path : CAUsersh\Public\Documents\Vyapin Microsoft 365 III

Export to time-stamped sub-folder

Report Format: |.cov ¥

File Conditions:
If the file with same name already exists,
®) Qverwrite the existing file
() Create the new file by appending the time stamp value

Mote: This evaluation version exports only 100 records.

DK | | Cancel

2. Specify a File Name to export report data to or accept the default file name. Specify the Export
Path and select a desired File Format. The Export Path refers to the destination location where

the output file generated should be stored. It can be given using the Browse button.

By default, the report will be exported to a time-stamped sub-folder in the format YYYY-MM-
DD HH.MM.SS under the specified Export Path. This will be useful to avoid overwriting of
existing files, if any, in the specified Export Path.

In CSV file format, the information is stored as comma separated values. For each report, a CSV

file will be generated. The name of the CSV file will be the name of the report.

In HTML and XLSX file formats, the information is stored in .html and .xlIsx files respectively.

For each report, a file corresponding to the selected file format will be generated. The name of

the file will be the name of the report.
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How to refresh data?

Refresh the current report data to view the latest information from the Exchange Online.

Click L1 Refresh | i the toolbar available in the report window to refresh report data. The existing data
will be cleared and latest data will be loaded in the report window.
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How to use Filter?

Vyapin Microsoft 365 Management Suite can filter the report data based on a Filter condition. The Filter
criteria can be specified based on columns in the report to match certain values of the data.

You can apply a report filter condition by following the steps given below:

“ Filter ‘
Click FiIter| in the toolbar available in the report window to launch Filter window.

1.
Filter window will be displayed as shown below:
2. Inthe Filter window, select any column from the Field dropdown.
3. Select any operator from the Operator dropdown.
4. Select any value from the Value dropdown.
5. Click Add To Filter button to add condition to the filter list.
6. The Add To Filter will change to AND To Filter. The OR To Filter button will be enabled. The

selected condition will be set as a filter and displayed (as shown below).

? Filter Criteria E'@

Select the figlds and the corresponding values to be filtered in the report

Field Operator Yalue
| [Object Name] -|[= v | calebs7 -
| awoToFiter | [ oORToFiter |
( ) & kI X

[Chiect Mame] = 'calebs’
OR [Cbject Mame] ='"calebs?

Clear Filter Ok I I Cancel

7. Use AND To Filter and OR To Filter, parenthesis (,) etc., to build an enhanced filter condition
as shown in the above figure

8. Click OK to apply the given filter settings and generate the filtered report output.

9. Click Cancel to abort the filter action.

10. The various operators available in Vyapin Microsoft 365 Management Suite are given below:
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Operator Applicable Data Types Description Example
= String, Numeric, Value of column name | [Display Name] =
Boolean, Date matching exactly with 'Administrator’

the specified value
data

<> String, Numeric, Value of column name | [Display Name] <>

Boolean, Date not matching exactly 'Administrator’

with the specified
value data

> Numeric, Date Value of column name | [Incoming message size
greater than the (KB)] > 1024
specified value data

>= Numeric, Date Value of column name | [Outgoing message size
greater than or equal (KB)] >= 1024
to the specified value
data

< Numeric, Date Value of column name | [Issue warning at (KB)]
lesser than the <5000
specified value data

<= Numeric, Date Value of column name | [Prohibit send at (KB)]
lesser than or equal to | <=3000
the specified value
data

starts with String Value of column name | [Member of] starts
starts with the with 'Admin'
specified value data

ends with String Value of column name | [Member of] ends with
ends with the specified | 'Admins'
value data

does not start with String Value of column name | [Member of] does not
does not start with the | start with 'Domain’
specified value data

does not end with String Value of column name | [Member of] does not
does not end with the end with 'Admins'
specified value data

contains String Value of column name | [Member of] contains
contains specified ‘A
value data

does not contains String Value of column name | [Member of] does not

does not contain
specified value data

contains 'A'

Is Null String, Numeric, Value of column name | [Alias Name] Is Null
Boolean, Date does not contain
specified value data
Is Not Null String, Numeric, Value of column name | [Alias Name] Is Not Null

Boolean, Date

is not null
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The various operations that can be performed in the Filter window are given below:

Operation Description

Add to Filter Click ADD To Filter button to add a condition to filter list, if the filter list is empty.

AND to Filter Click AND To Filter button to add a condition with logical AND operator to filter
list.

OR to Filter Click OR To Filter button to add a condition with logical OR operator to filter list.

Insert (' Select any condition in the filter list and Click to insert an open parenthesis at
the start of the condition.

Insert ')’ Select any condition in the filter list and Click  { to insert a close parenthesis
at the end of the condition.

Delete ‘(' Select any condition in the filter list and Click & to delete an existing open
parenthesis in the selected condition.

Delete ')’ Select any condition in the filter list and Click ¢ toinsert an existing close
parenthesis in the selected condition.

Delete Condition | select any condition in the filter list and Click # to delete the selected
condition.

Delete Al Click 922 F=r_ |44 delete all the conditions in the filter list.

Mail Analytics

How to generate Mail Traffic Report?

Perform the following steps to generate Mail Traffic Report:

Select Exchange Online Reports from the available vertical tabs. Then from left side of the application,
select Mail Traffic Report under Mail Analytics.

For demonstration purpose, "Inbound Mails" report has been chosen.

On selecting "Inbound Mails" Report, a pop - up window is displayed as shown below:
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Recipient Mailboxes

Select the recipient mailboxes to fetch mail items

Data collected on:  01/09/2017 10:45:20 AM Refresh now: Find:

All Mailk Display Name Email Address

Allan Deyoung AllanD@MODTI0T4 cnmicrosoft.com
Mailboxes Ben Walters BenW@MODTI0074.0nmicrosoft.com
Brian Johnson (TAILSPIN) Brian)@MODT99074.onmicrosoft.com

Christie Cline ChristieC@MODTo9074.onmicrosoft.com

Shared Mailboxes

Public Folders

Conf Room Adams Adams@MODTI9074.onmicrosoft.com
Conf Room Baker Baker@MODT732074.onmicrosoft.com
Conf Room Crystal Crystal@MODT799074 onmicrosoft.com
Conf Room Hood Hood @MODT99074.onmicrosoft.com
Conf Room Rainier Rainier@MOD799074.onmicrosoft.com
Conf Room Stevens Stevens@MODT29074 onmicrosoft.com
Debra Berger DebraB@MODTI9074.onmicrosoft.com
Diego Siciliani DiegoS@MODTI9074.cnmicrosoft.com
DiscoverySearchMailbox{D?!  DiscoverySearchMailbox{D919BA05-46A6-

S A cansrranans o o IIIEI

[] select All [] Include custom folders [1 Include sub-folders

1gooooogoogogoood

-

35 mailbox{es) found. | Back || MNext || Cancel |

Select the desired mailbox and Click on Next button.
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Recipient Mailboxes

Select the recipient mailboxes to fetch mail items

Data collected on:

All Mailboxes

Mailboxes

Shared Mailboxes

Public Folders

01/09/2017 10:49:20 AM

Refresh now:

Find:

Ll
Ll
Ll
i
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll

Display Name

Lee Gu

Lidia Holloway
Lynne Robbins
Megan Bowen
Miriam Graham
MOD Administrator
Mate Diaz
Mestor Wilke
Patti Fernandez
Pradeep Gupta
SurfaceHub
Test Shared
tony stark

Email Address
LeeG@MODTI9074.onmicrosoft.com
LidiaH@MODT99074.onmicrosoft.com
LynneR@MOLT99074.onmicrosoft.com
MeganB@MODTI2074.cnmicrosoft.com
MiriamG@MODT29074.onmicrosoft.com
admin@MODTI0074.onmicrosoft.com
MNateD@MODTI0T74.onmicrosoft.com
MNestorW@MODTI9074.onmicrosoft.com
PattiF@MODT29074. onmicrosoft.com
PradeepG@MODTI0T4 cnmicrosoft.com
SurfaceHub@MODTI074.onmicrosoft.co
TestS@MODTI0T4.onmicrosoft.com
tonys@MODTI9074.onmicrosoft.com

Kl

[ ] Select All

[] Include custom folders

[1 Include sub-folders

[-]

2 zelected of 35,

Back || MNext || Cancel

Select the desired date range option and Click on Finish button.
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Report Criteria

Select report criteria for which you want to view mail iterns

Date Range Filter

Date Range:

From:

Summarize by:

During data collection, the window is displayed as shown below.
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a Vyapin Microsoft 365 Management Suite - ViyapinM365-1 - a

Exchange Online Reports  SharePoint Online Reports | Audit and Compliance Reports | Microsoft Teams Reports | Microsoft 365 Manager  Migration Planning

Current Tenant: VyapinM365-1 Settings  Help About

Sear
Favorites -
Dashboard Summary -

Mail Item Reports -

A List of Reports A

Groups -
Licenses -

Mail Anal Collecting report data

Current mailbox: Miriam Graham

Mail Traffic Reports - Current folder: collecting folders..

Inbound Mails o Processing mailbox: 1 in 2

Elapsed Time: 00.00:00:09

Outbound Mails

Total (Inbound and Qutbound)
Recipient Mail Status

Total Mail Count by Subject
Total Mail Count by Size

Total Mail Count by Keywords
Read and Unread Mails

Mail Importance -

S (AP WS | [P | e [ —

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

5 Vyapin Microsoft 365 Management Suite - VyapinM365-1 - g
Exchange Online Reports  SharePoint Online Reports  Audit and Compliance Reports | Microsoft Teams Reports  Microsoft 365 Manager  Migration Planning

Current Tenant: VyapinM365-1 Settings  Help About
T e e
Wail Traffic - Inbound Mails %

Report View Chart View
% Bport | T Fiter | ™ E-mail | 2 Refresh | Summarize by: | Nene ¥ | @ Selected Date: Last7 days (10/26/2021 to 11/01/2021)
Mailbox Total Mail
Email Add| T
Name et ress L= Count
Megan Bowen MeganB@M365x795267.0nMicrosoft.com Inbound 7

You can use Summarize by Time option (Hour of day, Day of week, Day, Week) to view report as
different time interval.

Click on Chart View to view the report as a chart view.
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Mad Trafts - Inbound Mads =

Beport View Chart View
Chart Type | Bar Chart Apgdy =

Inbound Mail Volume

Inbound

B Megand § VOO TVI0T 4 onmcrosoit com (inbound

Summanze by Time

Total Mail Court

Follow the above mentioned steps to run the other reports of Mail Traffic Reports.

How to generate Message log traffic statistics reports?

Before you run a report in Message log traffic statistics, you have to configure the data collector to
collect traffic data from message logs at specified intervals. Initially the data collector will collect data
for the last 15 days. During every subsequent run, the data collector will collect data from last run time
to current time. The data collector window will appear as shown below,

<m Data Collector

Collector Settings:

Specify suitable schedule settings using which the data collection should run.

) Run the Data Collection now

(@) Schedule the Data Collection

Schedule: |Daily b Start Time: |03:00 AM =

Every |[1] 2| dawis)

Ok Cancel
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Once the data collection is complete, select Message log traffic statistics reports under Mail Analytics.
For demonstration purpose, "Inbound Mails" report has been chosen.

On selecting "Inbound Mails" Report, a pop - up window is displayed as shown below:

< User Selection Picker
Recipient Mailboxes

Select the recipient mailboxes to fetch mail items

Data collected on:  02-07-2018 13:48:20 Refresh now: | Find: ,r-
Mailboxes Display Name Email Address -
] Adele Vance AdeleV@M365x723246.0nMicrosoft.com
Shared Mailboxes (] Administrator MOD admin@M365x793246.0nMicrosoft.com
e [ Alex Wilber AlexW@M305x793246.0nMicrosoft.com
[] Allan Deyoung AllanD@M365x793246.0nMicrosoft.com
[] EBrian Johnson (TAILSEIN) Brian)@M365x793246.0nmicrosoft.com
[1 Christie Cline ChristieC@M365x793246.0nMicrosoft.con
[1 ConfRoom Adams Adams@M365x793246.0nmicrosoft.com
[l ConfRoom Baker Baker@M365x793246.0nmicrosoft.com
[] ConfRoom Crystal Crystal@M365x793246.cnmicrosoft.com
[l ConfRoom Hood Hood@M365x793246.0nmicrosoft.com
[1 ConfRoom Rainier Rainier@M365x793246.0nmicrosoft.com
[1 ConfRoom Stevens Stevens@M365x793240.onmicrosoft.com
[ ] Debra Berger DebraB@M365x793246.0nMicrosoft.com
1 Mimme Ciciliani Pimmet G ATESLTOZ AR b dicenrafs mooa |
1 b
[] select All
0 selected of 31. Back || MNext || Cancel

Select the desired mailbox / shared mailbox / distribution group and Click on Next button.

122



<

Recipient Mailboxes

User Selection Picker

Select the recipient mailboxes to fetch mail items

Data collected on: 02-07-2018 13:48:20

Mailboxes
Shared Mailboxes

Distribution Groups

Refresh now: IEI

Find: ||£|

1000000 tddD®edOM

Display Name
Adele Vance
Administrator MOD
Alex Wilber

Allan Deyoung
Brian Johnson (TAILSPIM)
Christie Cline

Conf Room Adams
Conf Room Baker
Conf Room Crystal
Conf Room Hood
Conf Room Rainier
Conf Room Stevens

Debra Berger

M. Caeal

Email Address
AdeleV@M3I65x793246.0nMicrosoft.com
admin@M365x793246.0nMicrosoft.com
AlexW@M365x793246.0nMicrosoft.com
AllanD@M365x793246.0OnMicrosoft.com
Brian]@M365x793246.o0nmicrosoft.com

ChristieC@M365x793246.0nMicrosoft.con

Adams@M365x793246.0nmicrosoft.com
Bakern@mM365x793246.0nmicrosoft.com
Crystali@M365x793246.cnmicroscft.com
Hood@M365x793246.cnmicrosoft.com
Rainier@M365x793246.0nmicrosoft.com
Stevens@MI65x793246.onmicrosoft.com
DebraB@M365x793246.0nMicrosoft.com

M. CMBAPES. . TO2 AL Fin kAL £+

&

[ Select All

3 selected of 31.

Back MNext || Cancel

Select the desired date range option and Click on Finish button.

-

Report Criteria

User Selection Picker

Select report criteria for which you want to view mail items

Date Range Filter

Date Range: | Last 7 days ~ |
Frormm: | [ | Ton | [
Surmmarize by | Hour of day - |
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Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

F_xchange Online ReEorts SharePoint Online Reports Audit and Compliance Reports = Microsoft Teams Reports | Micresoft 365 Manager Migration Planning

Inbound Mails % ™,

Adele Vance  AdeleV@M365x793246.0nMicrosoft.com 17
Alex Wilber AlexW@M365x793246.0nMicrosoft.com 9
Allan Deyoung AllanD@M365x793246.0nMicrosoft.com 7
Christie Cline  ChristieC@M365x793246.0nMicrosoft.com 10

>
E & Export W E-Mail | 22 Refresh Summarize by: | None “
g- Mailb
ailbox .
g Mailbox Address Mail Count
= Mame
o
=1
>

You can use Summarize by Time option (Hour of day, Day of week, Day, Week) to view report as
different time interval.

How to generate Response Time report?

The Response Time Reports are very useful to analyze the time taken by each Mailbox / user from a
Distribution group / user who has permissions to a Shared Mailbox to respond to a mail received. It also
helps you to view the list of mails which are responded yet and other useful information. Perform the
following steps to generate a Conversation Report:

Perform the following steps to generate a Response Time Report:

Select Exchange Online Reports from the available vertical tabs. Then from left pane of application,
select Response Time Reports.

On the selection of "Response Time Summary Report for Mailbox" from the list of available reports, a
dialog is displayed as shown below:
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2 User Picker

Conversation Settings

Select a mailbox to process the response time of the mailbox user

Data Collected on:  31-12-2018 11:57:58

Find:

Refresh now:

Display Name Email Address

[ Alex Wilber AlexW@M365x154503.0nMicrosoft.com
[ Allan Deyoung AllanD@M365x154503.COnMicrosoft.com
[] Erian Johnson (TAILSPIN) Brian]@M365x154503 . onmicrosaft.com
[] Christie Cline ChristieC@M305x154503.OnMicrosoft.com
[] ConfRoom Adams Adams@M365x154503 . onmicrosoft.com
[] ConfRoom Baker Baker@M365x154503.onmicrasoft.com
[l ConfRoom Crystal Crystal@M365x154503.cnmicroscft.com
[] ConfRoom Hood Hood@M365x154503.cnmicrosoft.com
[] ConfRoom Rainier Rainier@M365x154503.anmicrasoft.com
[ ConfRoom Stevens Stevens@M365x 154503 . onmicrosoft.com
[[] Debra Berger DebraB@M365x154503.0nMicrosoft.com
[ Diego Siciliani DiegoS@M365x154503.0OnMicrosoft.com
[ Emily Braun EmilyE@M365x154503.0nMicrosoft.com

[ select Al [ Include Subfolders

For Time Period: Yesterday ¥ From: | I To:

Response Time Limit: 5 minutes ¥

31 mailbox(es) found.

oK

| ‘ Cancel

On selecting the desired Mailbox / Distribution Group / Shared Mailbox and other required field like
Response Time limit, the resultant data are displayed in a window as shown below:

Summary View Detailed View
& Export ® E-Mail | 22 Refresh
Number of
Total Numb: Number of
Number of Number of ;; :vlail:m " Number of Actual Mails Ml;;Ins \.:tzin Mails
Mailbox Name Email Address Mails Mails with X Automatic without exceeding the
5 without . the Response
Received Responses Replies Responses . L Response
Responses Time limit ) .
Time limit
Adele Vance AdeleV@M365x545031.0nMicrosoft.com 2 0 2 0 2 0 0
Alex Wilber AlexW@M365x545031.0nMicrosoft.com 4 0 4 2 2 0 0
Lidia Holloway LidiaH@M365x545031.0nMicrosoft.com 12 1 11 0 11 0 1

When you click on the "Detailed View" in the window, detailed information on each column shown in
the "Summary View" will be displayed. Some of the views can be seen below,
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Summary View Detailed View

W E-Mail | 2 Refresh  |Filterby: | ponses
User Mailbox Name User Email Address Received Mail From Address Received Mail To Address Received Mail CC Received Mail Subject Received Mail ReceivedTime Sent Mail From Address
17-05-2018 10:34:55 AM LidiaH@M365x545031.0

& Export
Test disribution
nMicrosoft.com

LidiaH@M365x5450 PradeepG@M365x545031.0n Traders@M365x545031.0n
microsoft.com

Lidia Holloway
31.0nMicrosoft.com Microseft.com

Summary View Detailed View
% Export | ™ E-Mail | [ Refrech ||Filter by: | Responses Exceeding Response Time Limit ¥
" : . N . . . N . . . N . § . § Response
User Mailbox  User Email Received Mail Received Mail Received Mail Received Mail Received Mail Sent Mail Sent Mail To Sent Mail CC Sent Mail Sent Mail Mall Time
Name Address From Address To Address cc Subject ReceivedTime From Address Address Subject Time Duration
Lidia Holloway LidiaH@M365x PradeepG@M3 Traders@M365 Test disribution 17-05-2018 LidiaH@M365x PradeepG@M3 Re: Test 17-05-2018 7 Minutes
10:34:55 AM  545031.0nMicr 65x545031.0n disribution 10:42:47 AM
osoft.com Microsoft.com

545031.0nMicr 65x545031.0n x545031.onmic

osoft.com Microsoft.com rosoft.com

How to generate Mailbox Report?

Perform the following steps to generate Mailbox Report:
Select Exchange Online Reports from the available vertical tabs. Then from left side of the application,

select Mailbox Report.

For demonstration purpose "Mailbox General Information and Address Details" report has been

chosen.

On selecting "Mailbox General Information and Address Details" Report, a pop - up window is displayed

as shown below:
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Select users:

Select users. You may query and select users based on their roles, groups, dewvices and attnbutes.

All Users

Users wheo hawve Admin Roles

Users based on Groups
Mobile Device Access

Users based on Attributes

Refresh now: IE'

Find...

[ ] Select All

Display Name

Email Address

[] Use this selection for all the reports in this session

ok || cancel

Select users:

0 usen(s) found.

Select users. You may query and select users based on their roles, groups, davices and attributes.

Data collected on:

All Users

Users who have Admin Roles
Users based on Groups
Mobile Device Access

Users based on Attributes

06,/07/2016 5:46:25 PM

Refresh now: IEI

Find...

Display Mame

Alex Darrow

Allie Bellew

Anne Wallace

Aziz Hassouneh
Belinda Mewman
Bonnie Kearney
Brian Johnson (TAILSPIM)
Ceonf Room Adams
Conf Room Baker
Ceonf Room Crystal
Conf Reom Hood
Ceonf Room Rainier

Email Address
AlexD@vyapindemo&.cnmicrosoft.com
AllieB@vyapindemoaf.onmicrosoft.com
AnneW@vyapindemod.ocnmicrosoft.com
AzizH@wyapindemoB.onmicrosoft.com
BelindaMN@wyapindemo8.onmicrosoft.com
BonnieK@vyapindemof.onmicrosoft.com
Brian)@wyapindemoB.onmicroscft.com
Adams@vyapindemol.onmicrosoft.com
Baker@wyapindemof.onmicrosoft.com
Crystal@vyapindemof.onmicrosoft.com
Hood@wyapindemof.onmicrosoft.com

Rainier@wyapindemo8.onmicrosoft.com

0000000000000

Select All

[] Use this selection for all the reports in this session

ok ||

Cancel

0 user(s) selected.

32 user(s) found.

Select the desired mailbox and Click OK... button to display the respective mailbox details.
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes.

Data collected on:  06/07/2016 5:46:25 PM Refrezh now: @ Find...

All Users Display Name Email Address

Alex Darrow AlexD@vyapindemod.onmicrosoft.com

Users who have Admin Roles Allie Bellew AllieB@vyapindemaod.onmicrosoft.com

Corelret s T Anne Wallace AnneW@vyapindemo8.onmicrosoft.com

Aziz Hassouneh AzizH@wyapindemo8.onmicrosoft.com

Mobile Device Access Belinda Newman BelindaMN@vyapindemo8.onmicrosoft.com
Bennie Kearney BennieK@vyapindemod.onmicrosoft.com

Brian Johnson (TAILSPIN) Brian)@vyapindemoc8.onmicrosoft.com

Users based on Attributes

Conf Room Adams Adams@wvyapindemod.onmicrosoft.com
Conf Room Baker Baker@vyapindemo8.onmicrosoft.com
Conf Room Crystal Crystal@vyapindemaod.onmicrosoft.com
Conf Room Hood Hood@vyapindemod.onmicrosoft.com

Conf Room Rainier Rainier@wyapindemo8.onmicrosoft.com

W
FaPpy o [PENPER o -, PPN [P ; PSP P - B —

»

IO000D00RRAEER-EE

[] select &l [] Use this selection for all the reports in this session

oKk || Cancel

7 user(s) selected. 32 user(s) found.
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During data collection, the window is displayed as shown below:

-3 Vyapin Microsoft 365 Management Suite - ViyapinM365-1 - o
Exchange Online Reports  SharePoint Online Reports  Audit and Compliance Reports | Microsoft Teams Reports | Microsoft 365 Manager | Migration Planning
Current Tenant: VyapinM365-1 Settings Help About
P (scarch [-1=
|| Favorites -
a
"N Dashboard Summary -
]
& Mail Item Reports -
3
AN Read Mail ltems T

Unread Mail ltems
Collecting report data. ..
Deleted Mail Items
Current mailbo: MiriamG@M365x154503 OnMicrosaft com

Deleted Mail ltems for Recovery Processing mailbc: 1in 4

Cancel

High Importance Mail ltems

Low Importance Mail ltems

Junk Mail Items

Mails from External Accounts

Mails to External Accounts

Mail ltems Summary

Once the data collection process is complete, the report data will be displayed in a report window as

shown below:

[ Mailsox General Information and Address Details % \\

Exchange Hosted Organizations/
M365x154503.onmicrosoft.com/MiriamG

Exchange Hosted Organizations/
M365x154503.onmicrosoft.com/PattiF

Number of columns to be displayed on the grid can be selected from the dropdown. By default, all

columns are displayed.

>

g % Export _ Fiter | ™ E-mail | ¥ Refresh || <-- Select columns --> ~| ¥ Data Collection Time: 31-12-2018 11:22:47

- .

% Object Name Display Name First Name Last Name Initials Office Manager ::sl:éam Depar

E FRAP264A001.PROD.OUTLOCK.COM/Microseft Megan Bowen Megan Bowen 12/1110 FRAP264A001.PROD.OUTLOOK.COM/Microsoft Market

M| Exchange Hosted Organizations/ Exchange Hosted Organizations/
M365x154503.onmicrosoft.com/MeganB M365x154503.0nmicrosoft.com/MiriamG
FRAP264A001.PROD.OQUTLOOK.COM/Microsoft Lynne Robbins Lynne Robbins 20/1104 FRAP264A001.PROD.OUTLOOK.COM/Microsoft Retail
Exchange Hosted Organizations/ Exchange Hosted Organizations/
M365x154503.onmicrosoft.com/LynneR M365x154503.0nmicrosoft.com/MiriamG
FRAP264A001.PROD.OUTLOCK.COM/Microsoft Lidia Holloway Lidia Holloway 2072107 FRAP264A001.PROD.OUTLOOK.COM/Microsoft Engine
Exchange Hosted Organizations/ Exchange Hosted Organizations/
M365x154503.onmicrosoft.com/LidiaH M365x154503.0nmicrosoft.com/LeeG
FRAP264A001.PROD.OUTLOCK.COM/Microseft Miriam Graham Miriam Graham 131/2103 FRAP264A001.PROD.OUTLOOK.COM/Microsoft Sales &

W) eort Fitter | " E_mail | %% Refresh || <-- Select columns —> [~ || & Data Collection Time: 30-Sep-15 11:13:44 AM
Object Mame -
Object Name Display Name Display Mame Mame Initials Office Manager Department
irst Name
admin admin admin Last Name
AllieB Allie Bellew é‘f'gz': 18/2107 TonyK Finance
AnneW Anne Wallace Manager e 15/1102 Executive Management
AzizH Aziz Hassouneh L] Assistant Mame _ |fjuneh 98,2202 TonykK Finance
i, Department =
BelindaM Belinda Mewman Company an 20/1109 Julianl Legal
Bonniekl Bonnie Kearney Phaone ey 131/2105 AnneW Sales & Marketing
Brian Johnson (TAILSPIN) Brian Johnson (TAILSPI E| KA‘:";‘ITEP;‘E‘;‘:E on
[C] Fax
] Pager
Other Home Phone
Other Mobile Phone
Other Fax
E-mail
[C] Notes
Web Page -
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After selecting the desired column from the dropdown, press Refresh button to display.

'b Export T Fiter " E-mail s Refresh | <-- Select columns > = E| Data Collection Time: 30-Sep-15 11:13:44 AM
Object Name Display Name First Name
admin admin admin admin
AllieB Allie Bellew Allie
AnneW Anne Wallace Anne
AzizH Aziz Hassouneh Aziz
BelindaM Belinda Newman Belinda
BonnieK Bonnie Kearney Bonnie

Brian Johnson (TAILSPIN) Brian Johnson (TAILSPIN) Brian

How to generate Mail Size Report?

Perform the following steps to generate Mail Size Report:

Select Exchange Online Reports from the available vertical tabs. Then from left side of the application,
select Mail Size Report under Mail Analytics.

For demonstration purpose, "Mail Size by Subject" report has been chosen.

On selecting "Mail Size by Subject" Report, a pop - up window is displayed as shown below:
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Recipient Mailboxes

Select the recipient mailboxes to fetch mail items

Data collected on:  01/09/2017 10:45:20 AM Refresh now: Find:

All Mailk Display Name Email Address

Allan Deyoung AllanD@MODTI0T4 cnmicrosoft.com
Mailboxes Ben Walters BenW@MODTI0074.0nmicrosoft.com
Brian Johnson (TAILSPIN) Brian)@MODT99074.onmicrosoft.com

Christie Cline ChristieC@MODTo9074.onmicrosoft.com

Shared Mailboxes

Public Folders

Conf Room Adams Adams@MODTI9074.onmicrosoft.com
Conf Room Baker Baker@MODT732074.onmicrosoft.com
Conf Room Crystal Crystal@MODT799074 onmicrosoft.com
Conf Room Hood Hood @MODT99074.onmicrosoft.com
Conf Room Rainier Rainier@MOD799074.onmicrosoft.com
Conf Room Stevens Stevens@MODT29074 onmicrosoft.com
Debra Berger DebraB@MODTI9074.onmicrosoft.com
Diego Siciliani DiegoS@MODTI9074.cnmicrosoft.com
DiscoverySearchMailbox{D?!  DiscoverySearchMailbox{D919BA05-46A6-

S A cansrranans o o IIIEI

[] select All [] Include custom folders [1 Include sub-folders

1gooooogoogogoood

-

35 mailbox{es) found. | Back || MNext || Cancel |

Select the desired mailbox and Click on Next button.
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Recipient Mailboxes

Select the recipient mailboxes to fetch mail items

Data collected on:

All Mailboxes

Mailboxes

Shared Mailboxes

Public Folders

01/09/2017 10:49:20 AM

Refresh now:

Find:

Ll
Ll
Ll
i
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll

Display Name

Lee Gu

Lidia Holloway
Lynne Robbins
Megan Bowen
Miriam Graham
MOD Administrator
Mate Diaz
Mestor Wilke
Patti Fernandez
Pradeep Gupta
SurfaceHub
Test Shared
tony stark

Email Address
LeeG@MODTI9074.onmicrosoft.com
LidiaH@MODT99074.onmicrosoft.com
LynneR@MOLT99074.onmicrosoft.com
MeganB@MODTI2074.cnmicrosoft.com
MiriamG@MODT29074.onmicrosoft.com
admin@MODTI0074.onmicrosoft.com
MNateD@MODTI0T74.onmicrosoft.com
MNestorW@MODTI9074.onmicrosoft.com
PattiF@MODT29074. onmicrosoft.com
PradeepG@MODTI0T4 cnmicrosoft.com
SurfaceHub@MODTI074.onmicrosoft.co
TestS@MODTI0T4.onmicrosoft.com
tonys@MODTI9074.onmicrosoft.com

Kl

[ ] Select All

[] Include custom folders

[1 Include sub-folders

[-]

2 zelected of 35,

Back || MNext || Cancel

Select the desired date range option and Click on Finish button.
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Report Criteria

Select report criteria for which you want to view mail items

Date Range Filter

Date Range: | This Month

From: |:3 01720

Subject Criteria (Optional)

Subject Criteria: | Al of these words

Back || Finish

During data collection, the window is displayed as shown below.

£ Vyapin 365 Suite - ] - o HE3
Exchange Online Reports  SharePoint Online Reports | Audit and Compliance Reports | Microsoft Teams Reports | Microsoft 365 Manager | Migration Planning
Current Tenant: VyapinM365-1 Settings  Help About

Search L-1=]

Favorites

Dashboard Summary

Mail Item Reports

A List of Reports A

Groups -

Licenses

Collecting report data
Current mailbos: Lidia Holloway

Mail Traffic Reports

Current folder: collecting folders
Froceasing mailbax: 1in 4

=
Message Log Traffic Statistics -
Group Traffic Reports = | — |

Response Time Reports
Mailbox Reports
Mail Size Reports

Flapsed Time: 00.00:00:06

Mail Size by Subject k=4

Top Users by Mailbox Size

Attachment Based Reports -
Resource Mailbox Reports -

Provisioning Summary -

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:
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% Export
Mailbox
Name

Lidia Holloway

v List of Reports v

Lidia Holloway

Lidia Holloway

Megan Bowen

Megan Bowen

Megan Bowen

Megan Bowen

Follow the above mentioned steps to run the other reports of Mail Size Reports.

How to generate Attachment Based Report?

| Mail Size by Subject * .\\\

Email Address Folder Path

LidiaH @M365x154503.0nMicrosoft.com  \Inbox
LidiaH @M365x154503.0nMicrosoft.com  \Inbox

LidiaH @M365x154503.0nMicrosoft.com  \Inbox

MeganB@M365x154503.0nMicrosoft.com \Inbox
MeganB@M365x154503.0nMicrosoft.com \Inbox

MeganB@M365x154503.0nMicrosoft.com \Inbox

MeganB@M365x154503.0nMicrosoft.com \Sent ltems

Folder Name

Inbox

Inbox

Inbox

Inbox

Inbox

Inbox

Sent ltems

T Filter | ™ E-mail | Refresh | Selected Date: Last7 days (12-25-2018 to 12-31-2018)

Type

Inbound

Inbound

Inbound

Inbound

Inbound

Inbound

Qutbound

Message Subject

Your Office 365 Trial has expired

Your weekly PIM digest for
M365x154503.cnmicrosoft.com

Your Azure AD Identity Protection Weekly
Digest

Your Office 365 Trial has expired

Your weekly PIM digest for
M365x154503.0nmicrosoft.com

Your Azure AD Identity Protection Weekly
Digest

Test send as

Perform the following steps to generate Attachment Based Report:

Message Size Message Size Message Siz

(Bytes)
1197754
266440
177161

1196602
266234

176455

10883

(KB)
1169.682
260.195
173.009

1168.556
259.994

172319

10.628

(MB)
1.142
0.254
0.169

1.142
0.254

0.168

Q.01

Select Exchange Online Reports from the available vertical tabs. Then from left side of the application,
select Attachment Based Report under Mail Analytics.

For demonstration purpose, "Mail Count by Attachments" report has been chosen.

On selecting "Mail Count by Attachments" Report, a pop - up window is displayed as shown below:
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Recipient Mailboxes

Select the recipient mailboxes to fetch mail items

Data collected on:  01/09/2017 10:45:20 AM Refresh now: Find:

All Mailk Display Name Email Address

Allan Deyoung AllanD@MODTI0T4 cnmicrosoft.com
Mailboxes Ben Walters BenW@MODTI0074.0nmicrosoft.com
Brian Johnson (TAILSPIN) Brian)@MODT99074.onmicrosoft.com

Christie Cline ChristieC@MODTo9074.onmicrosoft.com

Shared Mailboxes

Public Folders

Conf Room Adams Adams@MODTI9074.onmicrosoft.com
Conf Room Baker Baker@MODT732074.onmicrosoft.com
Conf Room Crystal Crystal@MODT799074 onmicrosoft.com
Conf Room Hood Hood @MODT99074.onmicrosoft.com
Conf Room Rainier Rainier@MOD799074.onmicrosoft.com
Conf Room Stevens Stevens@MODT29074 onmicrosoft.com
Debra Berger DebraB@MODTI9074.onmicrosoft.com
Diego Siciliani DiegoS@MODTI9074.cnmicrosoft.com
DiscoverySearchMailbox{D?!  DiscoverySearchMailbox{D919BA05-46A6-

S A cansrranans o o IIIEI

[] select All [] Include custom folders [1 Include sub-folders

1gooooogoogogoood

-

35 mailbox{es) found. | Back || MNext || Cancel |

Select the desired mailbox and Click on Next button.
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Recipient Mailboxes

Select the recipient mailboxes to fetch mail items

Data collected on:

All Mailboxes

Mailboxes

Shared Mailboxes

Public Folders

01/09/2017 10:49:20 AM

Refresh now:

Find:

Ll
Ll
Ll
i
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll

Display Name

Lee Gu

Lidia Holloway
Lynne Robbins
Megan Bowen
Miriam Graham
MOD Administrator
Mate Diaz
Mestor Wilke
Patti Fernandez
Pradeep Gupta
SurfaceHub
Test Shared
tony stark

Email Address
LeeG@MODTI9074.onmicrosoft.com
LidiaH@MODT99074.onmicrosoft.com
LynneR@MOLT99074.onmicrosoft.com
MeganB@MODTI2074.cnmicrosoft.com
MiriamG@MODT29074.onmicrosoft.com
admin@MODTI0074.onmicrosoft.com
MNateD@MODTI0T74.onmicrosoft.com
MNestorW@MODTI9074.onmicrosoft.com
PattiF@MODT29074. onmicrosoft.com
PradeepG@MODTI0T4 cnmicrosoft.com
SurfaceHub@MODTI074.onmicrosoft.co
TestS@MODTI0T4.onmicrosoft.com
tonys@MODTI9074.onmicrosoft.com

Kl

[ ] Select All

[] Include custom folders

[1 Include sub-folders

[-]

2 zelected of 35,

Back || MNext || Cancel

Select the desired date range option and Click on Finish button.
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Report Criteria

Select report criteria for which you want to view mail iterns

Date Range Filter

Cate Range: || Last Month

From: |01/01/2017

During data collection, the window is displayed as shown below.
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=3 Vyapin MICrOsOTT 363 Mianagement suite - Vyapinmsos- | = - .

Exchange Online Reports  SharePoint Online Reports  Audit and Compliance Reports ~ Microsoft Teams Reports | Microsoft 365 Manager | Migration Planning

Current Tenant: VyapinM365-1 Settings  Help About
< | B
=) | Favorites -
2
] EDashboard Summary -
w |
opn
i | Mail Item Reports -
=g
< ;Gmups -
I
Licenses -
Mail Analytics
! Collecting report data
e | Current mailbox: Licia Holloway
Message Log Traffic Statistics > Current folder: collecting folders...
| |
[Croup Traic Reports - Processing mailbox: 1in 4
Response Time Reports > _
h i Elapsed Time: 00.00:00:04
{ Mailbox Reports >
| Mail Size Reports ~
Attachment Based Reports -
Mail Count by Attachments o
Attachments by Subject
Attachments by File Name
Attachments by File Type

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

[ Mail Count by Attachments x

>
g % Export _ Fitter | ™ E-mail | ¢ Refresh | Selected Date: Last 7 days (12-25-2018 to 12-31-2018)
a
. Total

g Mailbox Email Address Folder Path Folder Name Type Attachment
= Name Count
: Lidia Holloway LidiaH@M365x154503.0nMicrosoft.com  \Inbox Inbox Inbound Q

Lidia Holloway LidiaH@M365x154503.0nMicrosoft.com  \Sent ltems Sent ltems Qutbound 1]

Lynne Robbins LynneR@M365x154503.0nMicrosoft.com \Inbox Inbox Inbound Q

Lynne Robbins LynneR@M365x154503.0nMicrosoft.com \Sent ltems Sent ltems Qutbound 0

Megan Bowen MeganB@M365x154503.0nMicrosoft.com \Inbox Inbox Inbound Q

Megan Bowen MeganB@M365x154503.0nMicrosoft.com \Sent ltems Sent ltems Outbound 0

Miriam Graham MiriamG@M365x154503.0OnMicrosoft.com \Inbox Inbox Inbound Q

Miriam Graham MiriamG@M365x154503.OnMicrosoft.com \Sent ltems Sent ltems Qutbound Q

Follow the above mentioned steps to run the other reports of Attachment Based Reports.

How to generate Provisioning Summary Report?

Perform the following steps to generate Provisioning Summary Report:

Select Exchange Online Reports from the available vertical tabs. Then from left side of the application,
select Provisioning Summary Report under Mail Analytics.

For demonstration purpose, "Active Users by Created Date" report has been chosen.

On selecting "Active Users by Created Date" Report, a pop - up window is displayed as shown below:
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Date Range: | Last 3 Months

From:

Summarize by: ® Day
() Week
) Day of Week
() Manth
) Year

Select the desired date range option and Click on OK button.

Date Range: Last 3 Maonths

From: | 11/07/207¢ |

Summarize by: ® Day
) Wesk

) Day of Week
i) Maonth
() Year

During data collection, the window is displayed as shown below.
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- Vyapin Microsoft 365 Management Suite - VyapinM265-1 - o

Exchange Online Reports | SharePoint Online Reparts | Audit and Compliance Reports | Microsoft Teams Reports | Microsoft 365 Manager | Migration Planning

Current Tenant: Vyapinh365-1 Settings Help Abau

Y ravorites
# | Dashboard Summary
B Man 1tem Reports

N Groups

]

Licenses Collecting report data.

Mail Traffic Reports
Message Log Traffic Statistics
Group Traffic Reports Elapsed Time: 00.00:00:05
| Responze Time Reports
| Mailbox Reports

| Mail Size Reports

b ] ] e

| Attachment Based Reports
| Resource Mailbox Reports

| General Information of Resource r
| Mailboxes

urce Mailbox Usage

| Tan 10 lisers by Mailhox Usane

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

Current Tenant: Tenant_New_exchange_online Settings  Help About
> [ Active Users by Created Date %/ ™
El | ® Email | 22 Refresh Data Collection Time: 31-12-2018 11:50:03
-]
-
KB DateRange:  Last 3 Months (09-01-2018 to 11-30-2018)  Summarize by: | Day v | Chart Type: | Column Chart - Apply
S
b
-
| Count of Active Users based on Created Date
>
90
8
81
80
75
70
65
60
5!
£ 50
5
o
|
2
F 40
5
30
5 o
20
1
10
] 0 0 0 0 0 0 0 0 o L] 0 0 0 0 0 o 0 0 0 0 0 0 0 0 0 0 0
e 2 = » » » 2 2 2 5 2 2 2 5 2 o 2 8 8 o 2 8 2 2 2 2 2 8 o8 0»
s & & & & & & § & & &£ N 2 X 2 o2 N 22T §F L OHF R ¥ N ¥ &K F 8 8 8

You can use Summarize by Time option (Hour of day, Day of week, Day, Week) to view report as
different time interval.

Follow the above mentioned steps to run the other reports of Provisioning Summary Reports.
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How to generate a Resource Mailbox Report?

Perform the following steps to generate Mail Traffic Report:

Select Exchange Online Reports from the available vertical tabs. Then from left side of the application,
select Resource Mailbox reports under Mail Analytics.

For demonstration purpose, "Resource Mailbox Usage" report has been chosen.

On selecting "Resource Mailbox Usage" Report, a pop - up window is displayed as shown below:

Report Criteria

Select report criteria for which you want to view mail items

Date Range Filter

Date Range: | Last 7 days we |

From: |02/0a 2007 [5l] 1o: [0z

Summarize by | Hour of day £ |

[ Back [ Eimi=n___J|

Select the desired mailbox and click on "OK". During data collection, the window is displayed as shown
below.

141



Collecting report data. .
Current mailboo: Conf Room Baker
Current folder: Calendar

Processing mailboe 1in 1

Cancel

Elapsed Time: 00.00:00:06

Once the data collection process is complete, the report data will be displayed in a report window as

shown below:

& Vyapin Offize 365 Management Suite - Tenant_Mew_ecchance_onlinz

Exchange Online Reports  SharePoint Online Reports  Audit and Compliance Reports

Current Tenant: Tenant_New_excharge_online

f "
Genera Information of fesourcz Mailboxes x5,

& Export _ Filter | ™ E-mal | 2 Refresh

Automate

Mailbox Name  Email Address
Procassing

>
£
]
)
o
=
o
)
—
=
>

Cenf Room Adams Adzms@M265x154503 onmicrosoft.com No
Cenf Room 3aker Baker@M3E5¢7 34503.cnmicrosoft.com No
Cenf Room Cryszal Crystal@M365x154502.01m crosoftcom No
Cenf Room Hood  HooZ @M 365x154503.cnmicrosoft.com  No
Cenf Room Rainier Rainier@WM265x154503 onmicrosoft.com No

Microsoft Teams Reparts
Allow :}I::I{:B fin
Conflicts Jayr;b ‘
False 180
False 180
False 180
False 180
False 180

OFfice 363 Manager

Maximum
Duration (in
Hours)

24

24

24

24

24

Migration Plarning

Allow
Repeating
Mzetings

Schedulz
Only During
Work Hours
False

False

False

False

False

Add
Orpanizer to
Subject

Trus

Trus

Trus

Trus

Trus

Settings Help

Delete Non
Calendar De
ftems

True

Tue

True

Tue

True

You can use Summarize by Time option (Hour of day, Day of week, Day, Week) to view report as

different time interval.

How to generate Public Folder Report?

Perform the following steps to generate a Public Folder Report:

1. Select Exchange Online Reports from the available vertical tabs. Then from left pane of the
application, select Public Folders.

For demonstration purpose, Public Folder General Settings report has been chosen.

2.  On selecting Public Folder General Settings report, a pop-up window is displayed as shown

below:
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Select the desired public folders for which repart has to be generated.

03-11-2015 17:21:25 @ Find... |

Display Mame Email Address
[] public 1 public 1@vyapindemo5 onmicrosoft com
] public2 public2@vyapindemo5.onmicrosoft.com

[2]

Enumeration time:

£
[] Select All [ ] Use this selection for all the reports in this session

0 public folder(s) selected.

Select the desired public folders for which report has to be generated.

03-11-2015 17:21:25 IE' Find... |

Email Address
public1@vyapindemob onmicrosoft . com
public2@wyapindemob.onmicroscft.com

Enumeration time:

Display Name

public 1
] public2

[] Select All [ ] Use this selection for all the reports in this session
2 public felder(s) found.

1 public folder(s) selected.

During data collection, the window will be displayed as shown below:
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2 Wvapin Microsoft 365 Management Suite - WyapinM385-1 -

Exchange Online Reparts ShzraPcint Online Reports Audt and Compliance Reparts  Microsoft Teams Reports Microsoft 385 Manager  Migration Planning

Current Terant Vyapinh1355-1 Setfings  Help  About

Megeage Log Trafflc Statlstice -

Group Traffic Reparts -

Rasponse Time Raperts -

4 List of Reports A

Mailbox Reports -

Mall Slza Reperts -
Attachment Eased Reperts =

Ragource Mallbex Raporte -

Frovisioning summary =

Callzciirg report defa ..

e el s = Cotreat pubiic foder: puslisfoldor2 @MI5< 154503 onmc-sactt cam
Futlic Folder General Settings w ocessinc/pbiciiokdes i >
|
Fublic Folder Created and Modificd
Dates

Fullic Fobkder E-ma | Addizsses
l'ubhc | clder Chient I'ermissons
Fullic Fukde: Size

Security Reports =

Qther Reparts =

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

N ‘ Public Folder General Settings ¥ \

g Bepot T fter W Emal S Refish | < Selectcomrs > ¢ (¥ Data Collction Time: 31-12-2018 113641
o

g Object Name  Display name  Alias name ol Folder name Recpent Addresshs‘t

] address type membership

% public folder!  public folder!  publicfolder!  publicfolder1@M365¢154503.onmicrosoft.com public folder!  PublicFolder  M365x154503.onmicrosoft.com'\All Recipients

5 (VLV) M365x154503.0nmicrosoft com

\MailPublicFolders(VLY)
M365¢154503.onmicrosoft com\ Default Global
Address List M365x154503.onmicrosoftcom
\Offline Global Address List
M365%154503.0nmicrosoft.com\Public Folders
public folder2  public folder2  publicfolder2  publicfolder2@M365x154503.onmicrosoft.com public folder2  PublicFolder  M385x154303.onmicrosoft.com\All Recipients
(VLY) M365x154503.0nmicrosoft.com
\MailPublicFolders(VLV)
M365x154503.onmicrosoft.com\Default Global
Address List M365x154503.onmicrosoft.com
\Offline Global Address List
M365x154503.onmicrosoft.com\Public Folders
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Columns to be displayed on the grid can be selected from the dropdown. By default, all columns are

displayed.
W bport | T Fiter | W Email | 22 Refresh | < Select columns > [+] [ @] Data Collection Time: 30-Sep-15 12:33:06 PM
Object Name Recipient Address list

Folder name .
type membership

\MailPublicFolders(VLV) \All Re

Display name
Alias name
[C] E-mail address o2.onmicrosoft.com Public Folderl PublicFolder
E ;ZE‘::E::E;E \Default Global Address List \O
[T Address list membership Address List
ublicFolderZi@vyapindemo2.onmicrosoft.com Public Folder2  PublicFolder  \MailPublicFolders(VLV) \All Re
‘Default Global Address List \O

Address List

Object Name Display name Alias name

Public Folderl Public Folderl PublicFolderl

Public Folder2 Public Folder2 PublicFolder2
After selecting the desired column from the dropdown, click Refresh button.

W oot | T Fiter | W Email | 2 Refresh | < Selectcolumns >+ (@] Data Collection Time: 30-Sep-15 12:33:06 PM

Object Name Display name Alias name
Public Folderl Public Folderl PublicFolderl
Public Folder2 Public Folder2 PublicFolder2

Follow the above mentioned similar steps to run a different Public Folder Report.

How to generate a Security Report?

1. Perform the following steps to generate Security Report
2. Select Exchange Online Reports from the available vertical tabs. Then from left pane of the

application, select Security Reports.
For demonstration purpose, "Non-Owner Mailbox Access" report has been chosen.
3. On selecting "Non-Owner Mailbox Access" Report, a window is displayed as shown below:
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4. Once the data collection process is complete, the report data will be displayed in a report

window as shown below:

[ Mon-Cumer Ma lbax Access = =,

- F. <-- Select columrs -->

Rl

ML
Addiess
AlexWemMEa5xT =a502 OrNicrosott.com

ow Eornail
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How to schedule an Exchange report task?

User ar Group
Marme
ML Admmi strator USEIL

Account Type

MOD Administrazos USCR

MO Addministrasa-1ISTR

ML Administrator ULkl

lickin | e llnway VSTR

MACHD Adr

Lrulur USER

R Addenrislralos ULEIL

MATHD Ademiciislrolos USER

R Addenrislralos ULEIL

MACHD Adr

Lrulur USER

Uata Uollection Time: 21 Ta 2078 172000

User or
vl Ackolress
adm ngn M 385

admin & W36

Acdmir @ MG

admret M et

Viddial |G M3G5 54

adrmin @ b 3650

adrmnE? M35

adrmin @ b 3650

adrmnE? M35

adrmin @ b 3650

Help

Sraup E

L4s5u2 onmicrosott.com

2450 enmicrosoft.ecm

CARO anmicronsaft.onm

L5000 crosott.com

S07T.0R Micrnsafr.oom

S4503 wnrmicrosollocem

SAbUz onmicrosolloom

S4503 wnrmicrosollocem

SAbUz onmicrosolloom
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Report Selection

Exchange object selection

Delivery Options

Task Settings

Main Screen: Manage Tasks

Allows you to
create list of
favorite tasks

Lists all previous
reports that have
been run

Run an existing task
immediately

Edits an
existing task

(b= Managsment funte - VyapinMias-1

Teams Reports | Microsoft 363 Manager

Current Ienant: Vyapinb 365 1

LI3aENDoara summary [ i anane Tacke (3 5

= b Tauk

Mail lern Reports -

Greups -

lirensas -

Mall Analytics

Mail Traffic Reparts -

»  Lst of Reports +

Message Log Irafiic Statistics -

Group Traffic Reports -

Response Time Reports -

Creates a new
task

Copies an existing task
with a new name and
to a new location

Mallboy Reports -

Mail Size Reporls -

Attachment Based Reports -

Displays task settings
and export details

Resource Mailbax Reparts -

Pravisianing Summary -

Public Folders -

Scaurity Reports -

Cthar Reports -

Schedule -

i Manags Tasks
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1. Report Selection

Select a report from the list of available reports which you like to be scheduled. The report selection
window appears as shown below.

Report Selection

Select a report to schedule

El %, Dashboard Summary
Top Users by Mailbox Size
Top Users by Mail Count
Top Senders by Mail Count
Top Receivers by Mail Count
Top Senders by Attachment Size
Top Receivers by Attachment Size
Top Public Folders by Size
Inbound Mail Traffic by Event Type
Outbound Mail Traffic by Event Type
List of Users with Admin Roles
List of Groups,Distribution Groups
List of Mobile Devices
List of Users/Mailboxes
List of Shared Mailboxes

Active and Inactive Mailboxes

Recentlv added | leer=iGronns

Finish
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2. Exchange object selection

Based on the type of report selected, a list of Mailboxes, Groups, Public Folders, Contacts, and Users
will be displayed in this window.

This selection window will appear as shown below for a Mailbox Report:

Mailbox Selection
Selectthe desired mailboxes to generate the reports

Enumeration time: 09-0ct-15 3:42:46 PM @ Users [ Groups: | All Users

Display Mame

Alex Damow

Allie Bellew

] Anne A, Wallace
[] Aziz Hassouneh

[] Belinda Mewman

[ ] Bonnie Keamey

] Erian Johnson (TAILSPIN)
[] Corf Room Adams
[] Conf Room Baker
[] Corf Room Crystal
[ ] Conf Room Hood
[] Corf Room Rainier
[] Corf Room Stevens
] David Longmuir

] Denis Dehenne

[] Dorena Paschke

[ ] Fabrice Canal

[] Gamet Vargas

[] Garth Fort

[ lamat Sk

Email Address

AMlexD @vyapindemob onmicrosoft com
AllieB@vyapindemo5.onmicrosoft.com
AnneW @vyapindemo5 onmicrosoft com
AzizH@Evyapindemob.onmicrosoft .com
BelindaM@vyapindemaob.onmicrosoft.com
Bonnie Ki@vyapindemob onmicrosoft.com
BrianJ @vyapindemof.onmicrosoft.com
Adams @vyapindemob onmicrosoft com
Baker@vyapindemo5 onmicrosoft com
Crystal @vyapindemob.onmicrosoft . com
Hood @vyapindemo5.onmicrosoft.com
Rainier@vyapindemo5.onmicrosoft.com
Stevens@vyapindemo5.onmicrosoft.com
DavidLi@vyapindemo5.onmicrosoft. com
DenizDi@vyapindemob onmicrosoft . com
DorenaP @vyapindemob.onmicrosoft.com
FabriceC@vyapindemo5.onmicrosoft.com
GametV@vyapindemob onmicrosoft.com
GarthF@vyapindemob onmicrosoft com

lamat CiFhnranindamah ammicrae~f ~om

[] Select All
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For a Mailbox Usage Report, the following window will appear. You can select the Start Date and End
Date for the scope of data, also the type of report whether Daily, Weekly, Monthly, or a Yearly report.

Specify Search Criteria

Specify a suitable search criteria to generatethe report

StartDate: | Friday , October 9,2015 [F~ |

EndDate: | Fiday ., October 92015 [~ |

Report Typs: @

() weekly
() Monthly
() Yearly

Finish
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3. Delivery Options

In this window, select a delivery option, to export / e-mail the generated report on scheduled run. This
window appears as shown below:

Delivery Options :
Select the report delivery option. You can Export, or E-mail the. reportusing the options given below. -

i Emal |

Export to local drive

Export Path: |

File Conditions:
If the file with same name already exists,

(@) Owverwrite the existing file
{_) Rename the existing file by appending the time stamp value.

Finish
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If you want to e-mail the generated report on scheduled run, specify SMTP Server name, From Address,
To Address, Mail Subject, Mail Content, Attachment Format, and option to compress the attachment.

Delivery Options
Select the report delivery option. You can Export, or E-mail the. reportusing the options given below.

| Export| E-mail |

E-mail this report

SMTP Server: |server name

Fram... |admin@company.onmic:‘osaﬂ.mm|

Tou. |

Subject: |

Attachment Format: |_::3\r v| Compress the attachment

Body Content:

Finish
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4. Task Settings

To specify the Task Name and Task Settings, perform the steps given below.

1. Task Settings screen will appear as shown below:

Task Scheduler

Task Settings

Enter a name for the task and spedfy scheduler settings

\JH

Task Mame:

Description:

Schedule Settings:

Schedule: | Dily w | StartTime: 04:59 PM

4k

Schedule Daiy
Every |1 = day(s)

2. Enter a unique task name in Task Name textbox.
3. Click Finish to create a Windows Scheduled Task and save the corresponding task settings.
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Microsoft 365 Reports (SharePoint Online Reports)

How to generate a SharePoint Configuration report?

How to generate a SharePoint Security report?

How to generate a SharePoint Inventory report?

How to generate List of Externally Shared Sites, Externally Shared Lists and External Users?

How to generate Effective Permission of Users for Specific Sites and Lists Report?

How to generate Externally Shared Sites and Lists for Specific Users?

How to generate Sites Configured for External Sharing Report?

How to generate OneDrive report?

How to Export/Publish data?

How to E-mail data?

How to use filter?

How to schedule a SharePoint report task?
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How to generate a SharePoint Configuration Report?

Perform the following steps to generate a SharePoint Configuration Report:

1. Select SharePoint Online Reports from the available vertical tabs. Then from left pane of the
application, select Configuration Report.

For demonstration purpose, List General Settings report has been chosen.
2. On selecting List General Settings report, a pop - up window is displayed as shown below:

Report Scope @

Report Scope:

-

|§hl| lists in the specified site . |

QK | | Cancel

3. Once the data collection process gets completed, the report data will be displayed in the
window as shown below:
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Exchange Online Reports

Favorites ~
Configuration -

List General Settings

A List of Reports A

List Templates

Site Collection Workflow
Templates

Site Columns
Site Content Types
Site Settings

Site Templates

SharePoint Online Reports

Site Workflows

Web Parts

Security -
Inventory -
Schedule =

Columns to be displayed on the Grid can be selected from the dropdown. By default, all columns are

displayed.
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Audit and Compliance Reports  Microsoft Teams Reports

[ List General Settings

) Export / Publish T Fiter | ¥ E-mail | 22 Refresh this report

Report: Scope: List:

List General Settings |All lists in the specified Content and Structure F

Base

Web URL Template

Web Title

https://vyapindemob.sharepoint.com Contoso Team Site AppDataCataleg
https://vyapindemob.sharepoint.com Contoso Team Site GenericList

https://vyapindemob.sharepoint.com Centoso Team Site DesignCatalog
https://vyapindemob.sharepoint.com Centoso Team Site GenericList

https://vyapindemob.sharepoint.com Centoso Team Site GenericList

https://vyapindemo5.sharepoint.com Contoso Team Site DocumentLibrary
https://vyapindemo5.sharepoint.com Contoso Team Site DocumentLibrary

https://vyapindemob.sharepoint.com Contoso Team Site 851

Office 365 Manager

<-- Select columns —-> ~

Migration Planning

List Name

appdata

Cache Profiles

Composed Looks

Content and Structure Reports

Device Channels

Documents
Form Templates

Images

https://vyapindemob.sharepoint.com Contoso Team Site MasterPageCatalog Master Page Gallery

https://vyapindemob.sharepoint.com Contoso Team Site 544
https://vyapindemob.sharepoint.com Contoso Team Site GenericlList
https://vyapindemo5 sharepoint.com Contoso Team Site 170

MicroFeed
Notification List
Office365Demos

Number of rows: 31

Settings  Help  About

Data Collection Time: 01-Oct-15 2:57:42 PM

Description

This system list was created by the Publish
Resources feature to store profiles for
configuring caching in your site.

Use this list to store composed looks. Ther
looks can be applied to this site by naviga
to Site Settings and choosing Change the
Use the reports list to customize the queri
that appear in the Content and Structure 1
views

Use this page to create and manage mobi
alternate device channels. Channels allow
to classify visitors based on the devices thi_
to browse your site and optimize the displ
your pages accordingly. Channels created
can each be assigned a different Master P:
and can have regions of each Page Layout
selectively hidden and revealed to them w
Device Channel Panels.

This library contains administrator-approv
form templates that were activated to this
collection.

This system library was created by the
Publishing feature to store images that are
on pages in this site.

Use the master page gallery to store mast
pages. The master pages in this gallery are
available to this site and any sites underne
MySite MicroFeed Persistent Storage List



) Export / Publish T Filter | ™ Email | 27 Refresh this report | < Select columns > [ c

. Web Url
Report: Scope: List: Web Title

List General Settings |All lists in the specified: v | |Content and Structu E;ii;i:’;wahe

escription
Attachments Enabled
On Quick Launch Bar
ermission Inheritance
Versioning Enabled
Minor Versions Enabled
nique Role Assignments
Force Check Out

llow Content Types

s Site Assets Library
https://vyapindemob5.sharepoint.com Contoso Team Site DesignCatalog Composed Looks

Base
Template

Web URL Web Title

https://vyapindemob.sharepoint.com Contoso Team Site AppDataC

https://vyapindemob.sharepoint.com Contoso Team Site Genericlis

https://vyapindemo5.sharepoint.com Contoso Team Site Genericlist Content and Structure Reports

https://vyapindemob5.sharepoint.com Contoso Team Site GenericList Device Channels

https://vyapindemob5.sharepoint.com Contoso Team Site Documentlibrary Documents
https://vyapindemob5.sharepoint.com Contoso Team Site Documentlibrary  Form Templates

https://vyapindemo5.sharepoint.com Contoso Team Site 851 Images

https://vyapindemao5.sharepoint.com Contose Team Site MasterPageCatalog Master Page Gallery

https://vyapindemob5.sharepoint.com Contoso Team Site 544 MicroFeed
https://vyapindemob5.sharepoint.com Contoso Team Site GenericList Notification List

https://vyapindemob5.sharepoint.com Contoso Team Site 170 Office365Demos

Number of rows: 31

Data Collection Time: 01-Oct-15 2:57:42 PM

Description

This system list was created by the Publish
Resources feature to store profiles for
configuring caching in your site.

Use this list to store composed looks. Thes
looks can be applied to this site by naviga
to Site Settings and choosing Change the
Use the reports list to customize the queri
that appear in the Content and Structure 1
views

Use this page to create and manage mobi
alternate device channels. Channels allow
to classify visitors based on the devices thil_|
to browse your site and optimize the displ
your pages accerdingly. Channels created
can each be assigned a different Master P;
and can have regions of each Page Layout
selectively hidden and revealed to them w
Device Channel Panels.

This library contains administrator-approwv.
form templates that were activated to this
collection.

This system library was created by the
Publishing feature to store images that are
on pages in this site.

Use the master page gallery to store mast
pages. The master pages in this gallery are
available to this site and any sites underne
Mys5ite MicroFeed Persistent Storage List

4. After selecting the desired column from the dropdown, press Click button.
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) Export / Publish T Fitter | " E-mail | 7 Refresh this report

Report: Scope: List:

List General Settings |All lists in the specified : » | | Content and Structu g

Web Title Web Url

Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contosc Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemob.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemob.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com
Contoso Team Site https://vyapindemo5.sharepoint.com

Number of rows: 31

<-- Select columns —>

Web Title

[[] Base Template

List Name

[C] Description

[C] Attachments Enabled
Eon Quick Launch Bar
[C] Permission Inheritance
[C] Versioning Enabled

[C] Miner Versions Enabled
] Unique Role Assignments
[7] Force Check Out

[E] Allow Content Types

[T] Is Site Assets Library |

C

Data Collection Time: 01-Oct-15 2:57:42 PM

Follow the above mentioned steps to run other Configuration Reports.
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How to generate a SharePoint Security Report?

Perform the following steps to generate a SharePoint Security Report:

1. Select SharePoint Online Reports from the available vertical tabs. Then from left pane of the
application, select Security.

For demonstration purpose, Effective Permission of Sites report has been chosen.

2. On selecting Effective Permission of Sites report, a pop-up window is displayed as shown
below to select the scope of the report:

o "y

Report Scope @

Report Scope:

|Epecified site only |-

QK | | Cancel

3. Once the data collection process gets completed, the report data will be displayed in the
window as shown below:
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| Effective Permissions of Sites ™

) Export / Publish

Fiter | " E-mail ,T; Refresh this report || <-- Select columns —-> - || C

Report: Scope: List:
Effective permissions of sites | Specified site only ~| Content and Structure |
User or Group Web URL Web Title

Excel Services Viewers https://vyapindemo5.sharepoint.com Contoso Team Site SharePointGroup Given Directly

Alex Darrow
Allie Bellaw
Anne Wallace
Aziz Hassouneh
Belinda Newman
Bonnie Kearney
David Longmuir
Denis Dehenne
Dorena Paschke
Fabrice Canel
Garret Vargas
Garth Fort
Janet Schorr
Julian Isla
Junmin Hao
Kari Furse

Katie Jordan
MOD Administrator
Molly Dempsey
Pavel Bansky
Robin Counts
Rob Young

Sara Davis
System Account
Tony Krijnen
Zrinka Makovac

https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindemob5.sharepoint.com Contoso Team Site User
https://vyapindemoS5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemoS5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemoS5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemao3.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemoS5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemoS5.sharepoint.com Contoso Team Site User

Account Type

Show permissions for:

Data Collection Time: 13-09-2016 10:29:08

internal and external users

Permission s
i Permission
Inherited
Levels
From
View Only

Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control

Description

Can view pages, list items, *
Document types with serv
can be viewed in the brow
downloaded.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full contral.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control. =

L}

Number of rows: 200
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4. For a user based report like Effective permissions of User and Groups, you will be asked to
select the users / groups, to view the corresponding Security information.

User / Group Selection \E\

Select Users or Groups to fetch the effective permissions:

Users: Groups:

[ select all - [ select a&ll -
[ alex Darrow |E | [C] Approvers

[] Allie Bellew [[] Designers |
] Anne Wallace [7] Excel Services Viewers 3
[7] Aziz Hassouneh [C] Hierarchy Managers

[7] Belinda Mewman [T] Quick Deploy Users M
[] Bonnie Kearney ] Restricted Readers

[] Company Administrator - [[] style Resource Readers -

Securable objects to fetch effective permissions for the selected users/groups:
@ Sites () Lists () List ltems

Report Scope:

Specified site only -

[ ok || Cancel |

Columns to be displayed on the Grid can be selected from the dropdown. By default, all columns are
displayed.
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3 Export / Publish

Report:

Effective permissions of the sites |Specified site only -

User or Group

Excel Services Viewers https://vyapindemo5.sharepoint.com Contoso Team Site SharePointGroup Given Directly

Alex Darrow
Allie Bellew
Anne Wallace
Aziz Hassouneh
Belinda Newman
Bonnie Kearney
David Longmuir
Denis Dehenne
Dorena Paschke
Fabrice Canel
Garret Vargas
Garth Fort
Janet Schorr
Julian Isla
Junmin Hao
Kari Furse

Katie Jordan
MOD Administrator
Molly Dempsey
Pavel Bansky
Robin Counts
Rob Young

Sara Davis
System Account
Tony Krijnen
Zrinka Makaovac

Scope:

Account Type
il

[¥] Permission Inherited From
‘ermission Levels

Web URL

https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindemob.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemob5.sharepoint.com Contoso Team Site User
https://vyapindemob5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
httpsy//vyapindemaS.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindema5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemob5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemob5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindema5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
https://vyapindema5.sharepoint.com Contoso Team Site User
https://vyapindemao5.sharepoint.com Contoso Team Site User
httpsy//vyapindemaS.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User
https://vyapindemo5.sharepoint.com Contoso Team Site User

T Aiter " Email ,T; Refresh this report | <- Select columns —> [ e

Data Collection Time: 01-Oct-15 3:01:40 PM

Permission -
. Permission
Inherited
Levels
From
View Cnly

Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control
Team Site Owners Full Control

Description

Can view pages, list items, *
Document types with serv
can be viewed in the brow
downloaded.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control.

Has full control. o

nm

Number of rows: 200

5. After selecting the desired column from the dropdown, Click Refresh button.
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3 Export / Publish

T iter | " E-mail ZRefreshthierport <-- Select columns —> [ (¢

ser or Group

Report: Scope: List: Web Url
Effective permissions of the sites Conte| L] Web Title Data Collection Time: 01-Oct-15 3:01:40 PM
[7] Account Type

User or Group

Web Url

Excel Services Viewers https://vyapindemob5.sharepoint.com

Alex Darrow
Allie Bellew
Anne Wallace
Aziz Hassouneh
Belinda Newman
Bonnie Kearney
David Longmuir
Denis Dehenne
Dorena Paschke
Fabrice Canel
Garret Vargas
Garth Fort

Janet Schorr

https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com

Julian Isla https://vyapindemo5.sharepoint.com
Junmin Hao https://vyapindemo5.sharepoint.com
Kari Furse https://vyapindemo5.sharepoint.com

Katie Jordan

MOD Administrator
Maolly Dempsey
Pavel Bansky
Robin Counts
Rob Young

Sara Davis
System Account
Tony Krijnen
Zrinka Makovac
Team Site Owners
Alex Darrow

Allie Bellew

Anne Wallace
Aziz Hassouneh

https://vyapindemo5.sharepoint.com
https://vyapindemob5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemob5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemob5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com
https://vyapindemo5.sharepoint.com

[C] Permission Inherited From

[C] Permission Levels
O Description

m

Number of rows: 200

Follow the above mentioned steps to run other Security Reports.
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How to generate a SharePoint Inventory Report?

Perform the following steps to generate SharePoint Inventory Report:

1. Select SharePoint Online Reports from the available vertical tabs. Then from left pane of the
application, select Inventory.

For demonstration purpose, List General Settings report has been chosen.

2. On selecting List General Settings Report, a pop-up window is displayed as shown below to
select the scope of the report:

- "y

Report Scope @

Report Scope:

|’;|:|.II lists in the specified site i r|

QK | | Cancel

3. Once the data collection process gets completed, the report data will be displayed in the
window as shown below:
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.~
List Inventory %

&% Export / Publish T Filter | ™ E-mail | & Refresh || <-- Select columns —-> « |
Report: Scope: List:
. o Data Collection Time: 08-Oct-15 4:01:16 PM
List Inventory Specific list only o Documents o
List Title Nlumber of Number Of Permission Permission Groups or Size
List ltems Columns Type Level Users
Documents 132 91 Inherited View Only Excel Services Viewers 504.7
Documents 132 91 Inherited Full Control, Limited Access Team Site Owners 504.7
Documents 132 91 Inherited Read Team Site Visitors 504.7
Documents 132 91 Inherited Edit, Limited Access Team Site Members 504.7
| Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
| alexd@vyapindemo5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
allieb@vyapindemo5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
annew@vyapindemoS5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
azizh@vyapindemo5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
belindan@vyapindemao5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
bonniek@vyapindemo5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
davidl@vyapindemo5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
denisd@vyapindemo5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
dorenap@vyapindemo5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
fabricec@vyapindemob5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 5047
garretv@vyapindemo5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
garthf@vyapindemo5.onmicrosoft.com
Documents 132 91 Inherited L\\) Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
Jjanets@vyapindemo5.onmicresoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 504.7
Jjuliani@vyapindemoS5.onmicrosoft.com
Documents 132 91 Inherited Full Control, Contribute, Limited Access i:0#.flmembership| 5047
junminh@vyapindemo5.onmicrosoft.com
Rlismaleme nf cmveene 30 Temdnl mica ~f -l Lnés — CNA TTIA RAD

Columns to be displayed on the Grid can be selected from the dropdown. By default, all columns are
displayed.
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5 Export / Publish

Report:
List Inventory

List Title

appdata
appdata
appdata
appdata
appdata

appdata

appdata

appdata

appdata

appdata

appdata

appdata

appdata

appdata

appdata

appdata

appdata

appdata

B e mail

Filter

Scope: List:

All lists in the specified : = | | Content and Structure F

List URL Created Date

/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
J_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM

/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
J_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM

/_catalogs/appdata 9/19/2015 2:13:16 AM

:; Refresh this report || <== Select columns —-> |~

Descrip{

List Title

List URL

Description

Created Date
Modified Date

List Template

Base Type

MNumber Of List Items
MNumber Of Colurnns
Permission Type
Permission Level
Groups or Users
Size

List Template  Base Type

b AM AppDataCatalog GenericList
b AM AppDataCatalog Genericlist
6 AM AppDataCatalog Genericlist

b AM AppDataCatalog Genericlist

9/19/2015 2:13:16 AM AppDataCatalog Genericlist
9/19/2015 2:13:16 AM AppDataCatalog Genericlist
9/19/2015 2:13:16 AM AppDataCatalog GenericList
9/19/2015 2:13:16 AM AppDataCatalog Genericlist
9/19/2015 2:13:16 AM AppDataCatalog GenericList
9/19/2015 2:13:16 AM AppDataCatalog GenericList
9/19/2015 2:13:16 AM AppDataCatalog Genericlist
9/19/2015 2:13:16 AM AppDataCatalog GenericList
9/19/2015 2:13:16 AM AppDataCatalog Genericlist
9/19/2015 2:13:16 AM AppDataCatalog Genericlist
9/19/2015 2:13:16 AM AppDataCatalog Genericlist
9/19/2015 2:13:16 AM AppDataCatalog Genericlist
9/19/2015 2:13:16 AM AppDataCatalog GenericList

9/19/2015 2:13:16 AM AppDataCatalog Genericlist

Number of rows: 952 Total size of all lists = 516.2785 MB

4. After selecting the desired column from the dropdown, Click Refresh button.
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Number Of
List ltems

o o o o o

Number (
Columns

63
63
63
63
63

63

63

63

63

63

63

63

63

63

63

63

63

63

Data Collection Time: 01-Oct-15 3:13:48 PM

-
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&) Export/ Publish | | Filter | ¥ E-mail

Report:

List Inventory

List Title
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata
appdata

Number of rows: 952 Total size of all lists = 516.2785 MB

Follow the above mentioned steps to run other Security Reports.

Scope: List:

All lists in the specified : » | | Content and Structure F

List URL Created Date

/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM
/_catalogs/appdata 9/19/2015 2:13:16 AM

~ Refresh this report

<-- Select columns —-> |

List Title

List URL

[ Description

Created Date

[C] Modified Date

[ List Template

[[] Base Type

[C] Mumber Of List Items

[C] Number Of Columns

[C] Permission Type
Permission Level

] Groups or Users
[F] Size

Data Collection Time: 01-Oct-15 3:13:48 PM

] »

How to generate list of externally shared sites, externally shared lists and external

users?

Perform the following steps to generate the Reports:

Select SharePoint Online Reports from the available vertical tabs. Then from left pane of application,
select External Sharing.

On the selection of "List of External Shared Sites" from the list of available reports, the resultant data is
displayed as shown below:
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1Y

Exchange Online Reports

SharePoint Online Reports

Current Tenant: VyapinM365-1

A List of Reports A

Search
Favorites
Configuration

Security

Audit and Compliance Reports

Vyapin Microsoft 365 Management Suite - ViyapinM365-1

Microsoft Teams Reports ~ Microsoft 365 Manager  Migration Planning

[ List of Externally Shared Sites % ™
W Export

™, E-mail | = Refresh

List of Externally Shared Sites

Settings  Help About

Data Collection Time : 2/9/2017 5:18:14 PM

Select Columns —> =

User or Group E-mail User Type Web Url Web Title
Inventory Ganesan Sethuraman ganesan1978@hotmail.com external https://mod799074.sharepoint.com Office 365 De| =
OneDr Ganesan Sethuraman ganesan1978@hotmail.com external https:;//mod759074.sharepsint.com Office 365 De
neDrive
External Sharing
Ganesan Sethuraman ganesan1978@notmail.com external https//mod799074.sharepaint.com/archiver  Archiver
List of Externally Shared Sites 77 Ganesan Sethuraman ganesan1978@natmail.com external httpsy//mod799074.sharepsint.com/archiver  Archiver
List of Externally Shared Lists
Ganesan Sethuraman ganesan1978@hnctmail.com external httpsi//mod799074.sharepsint.com/docs Docs
External Users having access for Ganesan Sethuraman ganesan 1978 @hotmail.com external https://mod799074.sharepoint.com/docs Docs
Specific Sites
External Users having access for Ganesan Sethuraman ganaesan1978@hnotmail.com external httpsi//mod739074.sharepoint.com/EDC_Dema EDC_Demo
fzaiie U Ganesan Sethuraman ganesan 1978 @hotmail.com external https://mod799074.sharepoint.com/EDC_Demo [EDC_Demo
Externally Shared Sites and Lists for
Specific Users - -
Ganesan Sethuraman ganesan1978@hnctmail.com external httpsi//mod799074.sharepaint.com/ Infrastructure
infrastructure
List of External Users . .
Ganesan Sethuraman ganesan1978@®hotmail.com external httpsi//mod799074.sharepaint.com/ Infrastructure
: ) infrastructure
Sites Configured for External Sharing
Ganesan Sethuraman ganasan1978@notmail.com external https://mod799074.5harepoint.com/googlz.com new subsute
SharePoint Audit Log Reports "
Ganesan Sethuraman ganesan1978@hotmail.com external https;//mod753074.sharepaint.com/google.com new subsute ¢

Configure Data Collector

On the selection of "List of External Shared Lists" from the list of available reports, the resultant data is

displayed as shown below:

&

Fuchange Onlina Reporte

SharaPaint Online Reportc

Current Tenant: VyapinM365-1

A List of Reports

Favorites v
Configuration >
Security v
Inventory ~
.OneDri\re hd
External Sharing =

List of Externally Shared Sites

List of Externally Shared Lists o

External Users having access for
Specific Sites

External Users having access for
Specific Lists

Externally Shared Sites and Lists for
Specific Users

List of External Users

Sites Configured for External Sharing

SharePoint Audit Log Reports

Configure Data Collector

Vyapin Microsoft 365 Management Suite - VyapinM365-1

1clit 2nd Compliance Reparts | Micrasaft Teams Reports | Microcnft 265 Manager  Migratinn Planning

% Export | % E-mail | 2 Refresh
List of Externally Shared Lists
Web Url

User or Group E-mail

Web Title

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com/EDC_Demao EDC_Demo

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com/
infrastructure

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com/
infrastructure

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com/
infrastructure

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com/
infrastructure

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com/
infrastructure

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com/
infrastructure

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com/
infrastructure

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com/
infrastructure

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com/

Infrastructure

Infrastructure

Infrastructure

Infrastructure

Infrastructure

Infrastructure

Infrastructure

Infrastructure

Infrastructure

N - |

Settings  Help  About
Data Collection Time : 2/9/2017 6:00:53 PM

<-- Select Columns —»  ~

List Name

Site Pages

Composed Looks

Composed Looks

Documents

Documents

Images

Images

Master Page Gallery

Master Page Gallery

MicroFeed

On the selection of "List of External Users" from the list of available reports, the resultant data is

displayed as shown below:
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Settings  Help About

P scarch [ =] =] Ustof External Users x ™
2 Favorites v | @ Export | ® E-mail | D Refresh Data Collection Time: 2/10/2017 1:34:34 PM
o
o
% ez T | List of External Users <-- Select Columns —» -
i Security -
= Display Name First Name Last Name Mail Address Mobile Title
W Inventory ¥ | Ganesan Sethuraman  Null Mull ganesan1975_hotmail.com#EXT#@MOD799074 Null MNull
3 .onmicrosoft.com
OneDrive >
John Bairstow John Bairstow Jjohn_contoso.com1#EXT#@MOD799074.onmicr Null QA
External Sharing = osoft.com
John Hastings. John Hastings John_contoso.com#EXT#@MOD799074.onmicr Null Softwar
List of Externally Shared Sites osoft.com
Megan Bowen Null Mull karthick_vyapin.com#EXT#@MOD799074.0nmic Null Mull
List of Externally Shared Lists rosoft.com
Rambo Rambo Martin Rambo_contoso.com#2EXT#@MODT799074.onmi Null Profess
External Users having access for crosoft.com
Specific Sites Starc Mitchell Starc starc_contoso.com#EXT#@MOD799074.onmicr Null T
o i & = osoft.com
ernal sers having access for
. B 9 t1 ds dsdd t1_contoso.com#EXT#@MOD799074.onmicroso Null dsd
Specific Lists fcom

Externally Shared Sites and Lists for
Specific Users

List of External Users w

How to generate effective permission of users for specific sites and lists report?

Perform the following steps to generate the Reports:

Select SharePoint Online Reports from the available vertical tabs. Then from left pane of application,
select External Sharing.

On the selection of "External Users having access for Specific Sites" and "External Users having access for
Specific Lists" from the list of available reports, a dialog is displayed as shown below:
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v

Site Picker

Select site:

Select site(s) to check for the external users.

Office 365 Demos
https//mod799074.sharepoint.com/portals/hub
https://mod799074.sharepoint.com/search
Team Site

El

Bulk

Cloud Application Development

Communities

Home

Contoso Beta

Contoso Partner Portal
Developer Site

Legal Discovery Center
Elements

Team 5Site

https://mod799074.sharepoint.com/sites/pwa

oo

https://mod799074.sharepoint.com/sites/CompliancePolicyCenter

| oK

i)
v
| | Cancel |

After selecting the desired sites, the resultant data is displayed as shown below:

A List of Reports A

Search [ [ Extermal Users having access for Specific Sites x

|Fm,im5 «| @ epon | TEmal | 2 Refresn
|Cnnﬁgura1|on M External Users having access for Specific Sites
|Security b
User or Group E-mail User Type

|Inven10[y 7| Ganesan Sethuraman ganesan1978@hotmail.com external
|0neDrive ~

Sethuraman ganesan1978@hotmail.com external
External Sharing -

List of Externally Shared Sites Ganesan Sethuraman ganesan1378@hctmail.com external

H Ganesan Sethuraman ganesan1978@hotmail.com external
i List of Externally Shared Lists

External Users having access for &
Specific Sites

External Users having access for
Specific Lists

Fxternallv Shared Sites and | ists for

Web Url
https://mod799074.sharepoint.com/
infrastructure

https://mad799074.sharepoint.com/
infrastructure

https://mod799074.sharepoint.com/archiver
https://mod799074.sharepoint.com/archiver

P

Data Collection Time : 2/9/2017 7:12:36 PM

- R

< Select Columns >~

Web Title

Infrastructure

Infrastructure

Archiver
Archiver

Account Type

User

User

User
User

The below image shows the final window of the "External Users having access for Specific Lists":
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&

Exchange Online Reports

v List of Reports v

[ External Users having access for Specific Lists h N

Vyapin Office 365 Management Suite

Audit and Compliance Reports | Microsoft Teams Reports | Office 365 Manager

SharePoint Online Reports

) Export | W E-mail | Refresh

External Users having access for Specific Lists

User or Group E-mail Web Url Web Title List Name

Migration Planning

Account Type

Ganesan Sethuraman ganesan1978@hotmail.com hitps://mod799074.sharepoint.com Office 365 Demos Content and Structure Reports User
Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos Content and Structure Reports User

Ganesan Sethuraman ganesan1978@hotmail.com hitps://mod799074.sharepoint.com Office 365 Demos Demo
Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos Demo

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos asdf
Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos asdf

Ganesan Sethuraman ganesan1978@hotmail.com hitps://mod799074.sharepoint.com Office 365 Demos CList
Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos Clist

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos DLib
Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos DLib

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos Documents
Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos Documents

Ganesan Sethuraman ganesan1978@hotmail.com https://mod739074.sharepoint.com Office 365 Demos Drop Off Library
Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos Drop Off Library

Ganesan Sethuraman ganesan1978@hotmail.com hitps://mod799074.sharepoint.com Office 365 Demos Federal Services on blob
Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos Federal Services on blob

Ganesan Sethuraman ganesan1978@hotmail.com hittps://mod799074.sharepoint.com Office 365 Demos Form Templates
Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos Form Templates

Ganesan Sethuraman ganesan1978@hotmail.com https://mod799074.sharepoint.com Office 365 Demos Grant Thornton

|

User

User

User
User

User

User

User
User

User
User

User
User

User
User

User
User

User

How to generate sites configured for external sharing report?

- oM

Settings Help

About

Data Collection Time : 2/10/2017 11:22:33 AM

<-- Select Columns

Inherited from  Permission
Team Site Owners Full Control

Team Site Owners Limited Access

Team Site Owners Full Control

Team Site Owners Limited Access

Team Site Owners Full Control
Team Site Owners Limited Access

Team Site Owners Full Control

Team Site Owners Limited Access

Team Site Owners Full Control
Team Site Owners Limited Access

Team Site Owners Full Control
Team Site Owners Limited Access

Team Site Owners Full Control
Team Site Owners Limited Access

Team Site Owners Full Control
Team Site Owners Limited Access

Team Site Owners Full Control
Team Site Owners Limited Access

Team Site Owners Full Control

SR

Descriptis
Has full cc =
Can view ¢
items, folg
permissior
Has full cc
Can view ¢
items, folg
permissiol
Has full cc
Can view ¢
items, folg
permissior
Has full cc
Can view ¢
items, fold
permissior
Has full cc
Can view ¢
items, fold
permissior
Has full co
Can view ¢
items, fold
permissior
Has full cc
Can view ¢
items, fold
permissior
Has full cc
Can view ¢
items, folg
permissior
Has full cc
Can view ¢
items, fold
permissior

Has full ¢ -
3

Perform the following steps to generate Sites Configured for External Sharing Report:

Select SharePoint Online Reports from the available vertical tabs. Then from left side of the application,
select External Sharing Report.

On the selection of "Sites Configured for External Sharing" from the list of available reports, the
resultant data is displayed as shown below:
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Settings  Help About

Current Tenant: VyapinM365-1 ) -
Sites Configured for External Sharing * ™\

Search

% Export ™ E-mail | 2 Refresh Data Collection Time : 10-Feb-2017 14:11:45
Favorites v
Configuration - Site Collection Settings <-- Select Columns —»
Security v URL SharingStatus Owner Title
Inventory = https://mod799074.sharepoint.com/ External sharing for authenticated and guest Office 365 De

users

OneDrive h https://mod799074.sharepoint.com/portals/hub External sharing is disabled
External Sharing " https://mod799074.sharepoint.com/search External sharing is disabled

https://mod799074.sharepoint.com/sites/ External sharing is disabled admin@MOD799074.onmicrosoft.com Team Site
List of Externally Shared Sites Analytics

https://mod799074.sharepoint.com/sites/ External sharing is disabled admin@MOD799074.onmicrosoft.com Bl

bicenter

i List of Externally Shared Lists

https://mod799074.sharepoint.com/sites/bulk
https://mod799074.sharepoint.com/sites/
clouddev
https://mod799074.sharepoint.com/sites/
communities
https://mod799074.sharepoint.com/sites/
CompliancePolicyCenter

External sharing is disabled
External sharing is disabled

meganb@mod799074.onmicrosoft.com Bulk
External Users having access for meganb@mod799074.onmicrosoft.com Cloud Applic
Specific Sites

External sharing is disabled admin@MOD799074.cnmicrosoft.com Communities
External Users having access for

Specific Lists External sharing is disabled

Externally Shared Sites and Lists for

~ https://mod799074.sharepoint.com/sites/ External sharing is disabled admin@MOD799074.cnmicrosoft.com Home
Specific Users
contoso
Csiahi Bl JEs https://mod799074.sharepoint.com/sites/ External sharing is disabled admin@MQOD739074.onmicrosoft.com Contoso Betg
contosobeta
Sites Configured for External Sharing ¥7 ?;trﬁii,;r;;xﬁ?nz???d.sharepumt(um,ﬂ'sltss,’ External sharing is disabled admin@MOD799074.cnmicrosoft.com Contoso Part)

https://mod799074.sharepoint.com/sites/Dev
https://mod799074.sharepoint.com/sites/
ediscovery

T ttnc: H/mnd7ANTA charannint crm fcitac

admin@MOD7%9074.onmicrosoft.com
admin@mod799074.onmicrosoft.com

External sharing is disabled
External sharing is disabled

Developer Sit
Legal Discowve

SharePoint Audit Log Reports

Configure Data Collector

Fvtarnal charine ic dicahlad meananh@madTA8NTA Anmirrnenft ram Flamante

Number of columns to be displayed on the Grid can be selected from the dropdown. By default, all
columns are displayed.

Current Tenant: VyapinM365-1 Settings Help About

Search [~ ] = [ Sites Configured for External Sharing *

Confiqure Data Collector
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Favorites - 3 Export = E-mail % Refresh Data Collection Time : 10-Feb-2017 14:17:45
Configuration e Site Collection Settings <-- Select Columns --> -
Security - X 8 URL
SharingStatus Owner Title SharingStatus ied
Inventory at.com/ External sharing for authenticated and guest Office 365 Owner 1-3=
[onebrive users e
t.com/portals/hub External sharing is disabled MedifiedDate 1-3
External Sharing - t.com/search External sharing is disabled i's“‘s‘ 1-3
t
t.com/sites,/ External sharing is disabled admin@MOD799074.onmicrosoft.com Team Site emplate 1-4
List of Externally Shared Sites MaxLevel
UsedContent
’ at.com/sites/ External sharing is disabled 2dmin@MOD799074.0nmicrosoftcom Bl Warntovel 0-3
| List of Externally Shared Lists
) at.com/sites/bulk  External sharing is disabled meganb® mod799074.onmicrosoft.com Bulk 2017-01-1
?‘E’,’?' :,:E’S (il g £ 2e=ss ifer t.com/sites/ External sharing is disabled meganb@ mod799074.onmicrosoft.com Cloud Application Development 2017-01-1
pecific Sites
External Users having access for at.com/sites/ External sharing is disabled 2dmin@MOD799074.0nmicrosoft.com Communities 2016-11-(
Specific Lists
at.com/sites/ External sharing is disabled 2017-01-3
Externally Shared Sites and Lists for
Specific Users at.com/sites/ External sharing is disabled 2dmin@MOD799074.0nmicrosoftcom Home 2016-10-3
List of External Users “t.com/sites/ External sharing is disabled 2dmin@MOD799074.0nmicrosoft.com Contose Beta 2016-10-3
Sites Cenfigured for External Sharing  ©7 “t.com/sites/ External sharing is disabled 2dmin@MOD799074.0onmicrosoft.com Contose Partner Portal 2016-10-3
SharePoint Audit Log R “t.com/sites/Dev  External sharing is disabled 2dmin@MOD799074.0nmicrosoftcom Developer Site 2016-11-(
at.com/sites/ External sharing is disabled admin@mod798074.onmicrosoft.com  Legal Discovery Center 2016-10-3



How to generate externally shared sites and lists for specific users?

Perform the following steps to generate the "Externally Shared Sites and Lists for Specific Users"
Reports:

Select SharePoint Online Reports from the available vertical tabs. Then from left pane of application,
select External Sharing.

On the selection of "Externally Shared Sites and Lists for Specific Users" from the list of available reports,
a dialog is displayed as shown below:

Lo External User Selection H
Select user S
Select users to check their effective permissions on sites and lists ey
Data as of: February 13, 2017 11:49:58 Find.. ;-—-f
Display Name Email Address
|:| t1 t1_contoso.comEFEXTE@MODTI0074.onmicrosoft.com
[| Ganesan Sethuraman ganesan1978_hotmail com#FEXT#@MODTI9074.0nmic
[ lohn Bairstow john_contoso.com 1ZEXTE@MODTA9074. onmicrosoft.c
[ ] starc starc_contoso.comZFEXTE@MODTI9074.0nmicrosoft.ce
[ ] Megan Bowen karthick_vyapin.com#EXT#@MODTI9074.onmicrosoft.
[l Rambo Rambo_contoso.comZFEXT#@MODTH074.onmicrosoft
[ lohn Hastings john_contosc.com#FEXTH@MODTI074 onmicrosoft.cc

Show Permissions for: Sites Lists

[ Select Al “

After selecting the desired external users to process, the resultant data is displayed as shown below:
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| Eatecmally Shaved Stes and Usts for Specdc Users =

B Gpot ® Lmal D Rebes Dota Colecton Tame : 2/11/2017 25140 30
E iy Shared Sites and Lists for Specific Users < Selact Cokumag > = | @
User E-man Web Urt Web Title Uit Naene
o Cothe gue Q78 headmnall G704 Mitps/modTI9074 SN PSP Floen
onmxrosoft.ocom elements
Ganesan Setharaman ganesan1978_hotmall.comPet®@mod 793074, hitps//mod 193074 sh futes/ Day Walker
onmrosoftcom eoments/Day Walker
Seth Qar 978_hotmadcomPenePmed 793074 hitpa)//modT95074 sharepont.com)/stes/ WF Test
oamcrosof.com dlementy/nftest
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How to generate OneDrive Report?

Before generating an OneDrive Report, a valid admin site should be connected with proper credentials in
the Configuration Settings. Perform the following steps to generate an OneDrive Report:

1. Select SharePoint Online Reports from the available vertical tabs. Then from left pane of the
application, select OneDrive.

For demonstration purpose, OneDrive Permissions report has been chosen.

2. Onselecting OneDrive Permissions report, a pop-up window will be displayed as shown below:

Select the desired users

Select Users: Find..

All Users - Display Name Email Address
Users who have Admin Roles

Users based on Groups

Maobile Device Access

Users based on Attributes

Select All [ Include Files

oc | [Commar |

0 user(s) found.
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Select the desired users

Users who have Admin Roles
Users based on Groups
Mobile Device Access

Users based on Attributes

Find... |

JOo000000oo0ooooag

Display Name

Gary Sobers

Brian Johnson [TAILSPIN)
David Longmuir
MOD Administrator
Belinda Newman
Junmin Hao

Julian Isla

Allie Bellew

Fabrice Canel

Katie Jordan

Alex Darrow

Tony Krijnen

Cman Pha n

[[] select Al [] Include Files

-
-

Email Address
Gary5@vyapindemol.onmicrosoft.com
Brian)@wyapindemof.onmicrosoft.com
DavidL@wvyapindemof.cnmicrosoft.com
admin@vyapindemol.onmicrosoft.com
BelindaN@wyapindemo8.onmicrosoft.com
JunminH@vyapindemod.onmicrosoft.com
Julianl@wvyapindemof.onmicrosoft.com
AllieB@vyapindemad.onmicrosoft.com
FabriceC@vyapindemod.onmicrosoft.com
Katiel@vyapindemof.onmicrosoft.com
AlexD@vyapindemo8.onmicrosoft.com
TenyK@vyapindemo8.cnmicrosoft.com

[ RPN T PR AN e ey ey

¥

| ok || Concel

0 user(s) selected.

35 user(s) found.

3. Select the desired user(s) and Click OK button to display the respective user details.
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Find... |

Select the desired users z

Display Name Email Address

Tony Krijnen TonyK@vyapindemo8.onmicrosoft.com
Sara Davis SaraD@vyapindemo8.onmicrosoft.com
Rob Young RobY@vyapindemo8.onmicrosoft.com
Garth Fort GarthF@vyapindemo8.onmicrosoft.com
Conf Room Baker Baker@vyapindemo8.onmicrosoft.com
Robin Counts RobinC@vyapindemo8.onmicrosoft.com
Conf Room Hood Hood@vyapindemo8.onmicrosoft.com
Aziz Hassouneh AzizH@vyapindemo8.onmicrosoft.com
Pavel Bansky PavelB@vyapindemo8.onmicrosoft.com
Conf Room Adams Adams@vyapindemo8.onmicrosoft.com
Conf Room Stevens Stevens@vyapindemo8.onmicrosoft.com
Molly Dempsey MollyD@vyapindemo8.onmicrosoft.com

B S e EELIE TR B L

>

Users who have Admin Roles
Users based on Groups

Mobile Device Access

Users based on Attributes

JO000000ROOOAEE

[[] Select Al [] Include Files

| Ok || Cancel |
3 user(s) selected. 35 user(s) found.

During data collection, the window is displayed as shown below.
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- Vyapin Microsoft 365 Management Suite - VyapinM365-1 - g

Exchange Online Reports | SharcPoint Online Reports  Audit and Compliance Reports  Microsoft Teams Reports  Microsoft 365 Manager | Migration Planning

Current Tenant: VyapinM365-1 Settings  Help About

< [ [<]=

g Favorites 4

2 F

] Configuration hd

-

]

14| | Security -

=

L8 Inventory he
OneDrive o
OneDrive User Permissions o

Collecting report data..

OneDrive Non-Owner Permissions Current User: Sara Davis
Processing User: 10in 35
Site Collection Administrator Access E
Cancel

OneDrive Permissions
Top OneDrive Users
OneDrive Storage

Inactive OneDrive Users

External Sharing -

SharePoint Audit Log Reports

Configure Data Collector

File and Page Activities -

Once the data collection process is complete, the report data will be displayed in a report window as shown
below:
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OneDrive User Permissions % ™

9 Export | W E-mail | 2% Refresh Data Collection Time: 24-06-2016 17:52:34

 d

» Sara Davis
» Tony Krijnen

4 Robin Counts

Account Name Folder or File Name Object Type Folder or File URL Permission Typ¢
Robin Counts  delete me Folder /personal/tonyk_mod625253_onmicrosoft_com/Documents/delete me Inherited
Robin Counts  Personal Folder /personal/allieb_mod625253_onmicrosoft_com/Documents/Personal Inherited
Robin Counts  D365-0DB Folder /personal/allieb_mod625253_onmicrosoft_com/Documents/D365-0DB Inherited
Robin Counts  delete me Folder /personal/allieb_mod625253_onmicrosoft_com/Documents/delete me Inherited
Robin Counts  partd Folder /personal/allieb_mod625253_onmicrosoft_com/Documents/partd Inherited
Robin Counts  Account Files Folder /personal/allieb_mod625253_onmicrosoft_com/Documents/Account Files Inherited
Robin Counts  Allie Bellew Documents Folder /personal/allieb_mod625253_onmicrosoft_com/Documents/Allie Bellew Documents Inherited
Robin Counts  Personal Folder /personal/annew_mod625253_onmicrosoft_com/Documents/Personal Inherited
Robin Counts  delete me Folder /personal/annew_mod625253_onmicrosoft_com/Documents/delete me Inherited
Robin Counts ~ Community Projects Folder /personal/azizh_mod625253_onmicrosoft_com/Documents/Community Projects Inherited
Robin Counts  Personal Folder /personal/belindan_mod625253 onmicrosoft_com/Documents/Personal Inherited
Robin Counts  Personal Folder /personal/bonniek_mod625253_onmicrosoft_com/Documents/Personal Inherited
Robin Counts  Shared With Everyone Folder /personal/bonniek_mod625253_onmicrosoft_com/Documents/Shared With Everyone Inherited
Robin Counts  Personal Info Folder /personal/davidl_mod625253_onmicrosoft_com/Documents/Personal Info Inherited
Robin Counts  Personal Folder /personal/denisd_mod625253_onmicrosoft_com/Documents/Personal Inherited
Robin Counts  Private Folder /personal/dorenap_mod625253_onmicrosoft_com/Documents/Private Inherited
Robin Counts ~ Community Projects Folder /personal/fabricec_mod625253_onmicrosoft_com/Documents/Community Projects Inherited
Robin Counts  D365-0DB Folder /personal/fabricec_mod625253_onmicrosoft_com/Documents/D365-0DB Inherited
Robin Counts My Stuff Folder /personal/garretv_mod625253_cnmicrosoft_com/Documents/My Stuff Inherited
Robin Counts  Community Service Folder /personal/garthf_mod625253_onmicrosoft_com/Documents/Community Service Inherited
Robin Counts  Private Folder /personal/janets_mod625253_onmicrosoft_com/Documents/Private Inherited
Robin Counts  Janet Schorr Documents Folder /personal/janets_mod625253_onmicrosoft_com/Documents/lanet Schorr Documents Inherited
Robin Counts  Personal Folder /personal/roby_mod625253_onmicrosoft_com/Documents/Personal Inherited
Robin Counts ~ 10MB Folder /personal/roby_mod625253_onmicrosoft_com/Documents/10MB Inherited
Robin Counts  Contents Folder /personal/roby_mod625253_onmicrosoft_com/Documents/Contents Inherited
Robin Counts  delete me Folder /personal/roby_mod625253_onmicrosoft_com/Documents/delete me Inherited
Robin Counts My Stuff Folder /personal/juliani_med625253_onmicrosoft_com/Documents/My Stuff Inherited
Robin Counts  partd Folder /personal/juliani_mod625253_onmicrosoft_com/Documents/partd Inherited
Robin Counts  Engineering Competition Folder /personal/junminh_mod625253_cnmicrosoft_com/Documents/Engineering Competition  Inherited
Robin Counts  Personal Info Folder /personal/karif_mod625253_onmicrosoft_com/Decuments/Personal Info Inherited
Robin Counts  Contoso Electronics Folder /personal/katiej_mod625253_onmicrosoft_com/Documents/Contoso Electronics Inherited
Robin Counts  Private Info Folder /personal/katie]_mod625253_onmicrosoft_com/Documents/Private Info Inherited
Robin Counts  Class Documents Folder /personal/katie]_mod625253_onmicrosoft_com/Documents/Class Documents Inherited

How to Export / Publish data?

The Export / Publish feature helps the user to export / publish report data generated by Vyapin
Microsoft 365 Management Suite to a file using various formats namely HTML/CSV/XLSX.

) 3 Export / Publish . . .
1. Clickon in the report window or select Export option under File menu to

export report data to a file in the desired format.
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W Export n

Export to local drive

[ Publish to SharePoint library

% Use the same SharePoint site used to generate the report

Use a different SharePoint site

Site URL:
Authentication type:  QOffice 365 Cloud |dentity
User name: | ySSPRO\deepak

Password: (esssssssssnssnnns

Library name: -

File name: Extension:  cov

File Conditions:
If the file with same name already exists,

@ Owverwrite the existing file

() Rename the new file by appending the time stamp value.

QK | | Cancel

2. Specify a File Name to export report data to. Specify the Export Path and select a desired file
format. The path refers to the destination location where the output file generated should be
stored. It can also be given using the Browse button.

3. You can also publish the report data to a SharePoint library. Specify the File name, file format,
SharePoint site URL, credentials, and a library to publish the report.
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4. In File Conditions specify a condition to Overwrite or Rename the report data file, if the file
with the same name already exists in the export location or SharePoint library.

181



How to E-mail data?

Vyapin Microsoft 365 Management Suite provides the option to e-mail the reports generated using
Built-in Reports.

¥ E-mail
1. Click in the toolbar to e-mail the report to e-mail recipients. E-mail dialog will be

displayed as shown below:
E-Mail Report “_

Specify SMTP Server name, From Address, To Address, Subject. Body of the mail

)
— message, attachment format and option to attach the report as zip file format
SMTP Sever:
From...
= |
To..
Send
Subject:  |Site Columns
Attachment format: | .html * | [+] Compress the attachment

2. For e-mailing reports, Vyapin Microsoft 365 Management Suite requires SMTP Server, From
Address, To Addresses (recipients separated by semicolons) and the report Attachment
format.

Specify SMTP Server name, From Address, To Address, mail Subject, mail content,
Attachment format and option to Compress the attachment.

I
Send

3. Click to send the report by e-mail to the selected recipients.
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How to use Filter?

Vyapin Microsoft 365 Management Suite can filter the report data based on a filter condition. The Filter
criteria can be specified based on columns in the report to match certain values of the data.

You can apply a report filter condition by following the steps given below:

Filter
1. Click - in the toolbar available in the report window to launch Filter window. Filter

window will be displayed as shown below:

FilterDialog

Filter Conditions:

Column name: | Web Url -
Condition: | Equals v
Walue:
Logical condition: | R w

add || Finish

2. Inthe Filter window, select any column from the Column name dropdown and select a
condition from the Condition dropdown.

3. Enter avalue in the given value field.

4. Click Add button to add a condition to the Filter list.

5. Use Logical condition dropdown to add multiple filter conditions to the list and to form a
complex filter query if needed.

6. On clicking Finish the filter dialog window will be closed and you can view the filtered data in
the report viewer. You can now export, publish, or e-mail the filtered report based on the
requirement.
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How to schedule a SharePoint report task?

SharePoint site details

Report Selection

Delivery Options

Task Settings

Main Screen: Manage Tasks

Lists all previous
reports that have
been run

Allows you to
create list of
favarite tasks

Run an existing task
immediately

Edits an
existing task

-3 anagement Suite - VyapinM365-1

Exchange Online Reports arePoint Online Reports | Audit and Compliance Reports | Micros Reports | Microsoft 365 Manager

Settings About

Current Tenant: VyapinM36 Help

P 5earch [-1- [ Manage Tasks * ™

| Favorites - Gopy Task © Delete Task ©/Run Now
2

& Configuration v

- |

©

4 Security b

3

2 Inventory hd

OneDrive v

Creates a new
task

Copies an existing task
with a new name and
to a new location

External Sharing he

SharePoint Audit Log Reports

Configure Data Collector

Displays task settings
and export details

File and Page Activities A
Folder Activities =
Sharing and access request activities A
Site Permission activities =
Site Administration activities =
Schedule -
Manage Tasks

184



1: SharePoint site details

You can create SharePoint report scheduled task to generate reports at specified intervals. The
generated report can also be exported, published, or mailed using this wizard.

1. Specify the SharePoint Site details like Site URL, credential, and Tenant name to store the
generated data. This window will appear as shown below.

Task Scheduler E3
Specify the SharePoint site details H
—l

Spedfy the URL and credentials of a SharePoint site to view the reports

URL: https://vyapinrandtest sharepoint.com

SharePoint user credential:

Authentication type: Office 365 Cloud based identity v

Use the following credential to connect to SharePoint:
User Name:  devuser@vyapinrandtest. onmicrosoft.com v s
{lohndoe @contoso .com)

Password cosasesce

Tenant name:

randtest v

Next Cancel

2. Select Federated Identity in Authentication Type combo to connect to a SharePoint site
(SharePoint On-premise or SharePoint Online) using federated identity configured using ADFS.
Also, select this option to connect to Microsoft 365 SharePoint Online configured using
federated identity provider.
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3. To connect to Office 365's SharePoint Online environment, you can use Web Single Sign-on
option for both Cloud Identity (Office 365 Online User Credential e.g.,
johndoe@vyapin.onmicrosoft.com) and Federated Identity (configured via ADFS e.g.,
johndoe@vyapin.onmicrosoft.com).

Task Scheduler EX
Specify the SharePoint site details ﬂ |

Spedify the URL and aredentials of a SharePoint site to view the reports

URL: hitps//vyapinrandtest sharepoint.com

SharePoint user credential:

Authentication type: Federated Authentication v

Use the following credential to connect to SharePoint:
User Name:  devuser@vyapinrandiest onmicrosoft com
{jlohndoe @contoso .com)
Password:

Tenant name:

randtest v

Next Cancel

4. Upon clicking Next button, you will be prompted for credential (User Name and Password) as
shown below:
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mailto:johndoe@vyapin.onmicrosoft.com

] Office 365

Sign in with your organizational account

someone@example.com

| Password

[] Keep me signed in

Can't access your account?

Don't have an account assigned by your organization?

ﬁ Org nizational agcgounts that work here can be used anywhere you
AP 2002 MITSGE A%RYBLm Legal Privacy Feedback
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2: Report Selection

1. Select areport from the list of available reports which you like to be scheduled. The report
selection window will appear as shown below:

Task Scheduler ﬂ

Report Selection j
Select a report to view and also specify the scope of the report

= & Configuration Reports
List General Settings
List Templates
Site Collection Workfiow Templates
Site Columns
Site Content Types
Site Settings
Site Templates Selected Report:
Site Workflows
Wb Parts List General Settings
= Seawity Reports
“ Effective permissions of the sites Report Scope:
Effective permissions of the lists Connected list only w
Effective permissions of the list items )
Effective Permizsions of Users and Groups
Lists with no unique securable ohjects List:
Sites with no unique securable objects
Ursgue securable objects with empty permissions
Group ownership
Limited access permissions
= % Inventory Reports
ok List Inventory
s List Itemn Inventory
sk Site Inventory

FEFEFEEFEFEE

a L

rFEEFEEFFEFERrE

2. Select the Report Scope to be generated and the list, if the report is a list context report.
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3.

the User and Group on clicking Next as shown below:

If the selected report is Effective permissions of users and groups, you will be asked to select

User / Group Selection

Select Users or Groups to fetch the effective permissions:

Users: Groups:

[] select all "~ [] select all

[] calebss sillse [] Excel Services Viewers

[ calebs7 sills7 [] Team Site Members

[] caleb sills [] Team Site Owners
[] Company Administrator [] Team site visitors

[] Development Team
[] Development User
[] Everyone

Securable objects to fetch effective permissions for the selected users/groups:

() Sites (@ Lists () List tems

Report Scope: Select List:
Connected list only W a

0K

Cancel
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3: Delivery Options

1. Inthis window, select a delivery option, to Export / Publish / E-mail the generated report on
scheduled run. This window appears as shown below:

Task Scheduler n
Delivery Options ﬁ

Select the report delivery option, You can Export, Pubksh or E-mail the report using the options given below.,

Export | Publish | Email
Export to local drive
Export Path: || Save As
File Conditions:
If the file with same name already exists,

(@) Overwrite the existing file
() Rename the existing file by appending the time stamp value,

Back Hent Cancel

2.  You can also publish the report data to a SharePoint library. Specify the File name, File format,
SharePoint site URL, credentials, and a library to publish the report.
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Delivery Options
Select the report delivery option. You can Export, Publsh or E-mail the report using the options given below,

| Bxport | Publish | Emai |

[+ Publish to SharePoint library:

{®) Use the same SharePoint site used to generate the report
(O Use a different SharePoint site
URL:
Authentication type: Office 365 Ooud based identity
User Name: VESFRO deapalk
johndoe@contoso com)

Password:

Library Name: |

File Conditions:
If the file with same name already exists,
(®) Overwrite the existing file

() Rename the existing file by appending the time stamp value.
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3. If you want to e-mail the generated report on scheduled run, specify SMTP server name, From
address, To address, mail Subject, mail Content, Attachment Format, and option to Compress

the attachment.

Delivery Options
Select the report delivery option. You can Export, Publish or E-mail the report using the options given below.

Bxport | Publish Emai

[ E-mail this report
SMTP Server:

From...

T

Subject:
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4: Task Settings

To specify the task name and task settings, perform the steps given below.
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1.

2.
3.

Task Settings screen will appear as shown below:

Task Scheduler

Task Settings

Enter a name fior the task and spedify scheduler settings

UH

Task Mame:

Description:

Schedule Settings:

L

Schedue: | Daiy w | StartTime: (4:59BM

Schedule Daiy
Every |1 = day(s)

Enter a unique task name in Task Name textbox.

Click Finish to create a Windows Scheduled task and save the corresponding task settings.



Microsoft 365 Reports (Microsoft Teams Reports):

How to generate a general information report?

How to generate a Usage report?

How to generate a security report?

How to e-mail data?

How to export data?

How to refresh data?

How to use filter?

How to generate a general information report?

Select Microsoft Teams Reports from the available vertical tabs. Then from left side of the application,
select General Information.

For demonstration purpose "List of Teams and its Members" report has been chosen.

On selecting "List of Teams and its Members" Report, a pop-up window is displayed as shown below:
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< Select Teams
Teams Selection

Select Teams to show the list of members in the selected Teams.

Cata Collected on:  19-09-2019 14:57:11 Refresh now: Find: ,:"'
Display Name Email Address

[] DotMet Developers DotMetDevelopers@M365x483002.onmicrosoft.com

[ Governance 385 LTS Governance305LTS@M 365x483002.onmicrosoft.com

[] Mark & Project Team Mark&ProjectTeam@M365x483002.0nmicrosoft.com

] Retail Retaill@M365x483002.onmicrosoft.com

[] Sales and Marketing SalesAndMarketing @ M365x483002.0nmicrosoft.com

[] select Al

5 team(s) found. oK ‘ | Cancel

Select the desired Teams and Click OK... button to display the respective Teams details. Once the data
collection process is complete, the report data will be displayed in a report window as shown below:
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[ List of Teams andi its members %

3 Export _ Fitter | ™ E-mail | %5 Refresh || <-- Select columns —> e Data Collection Time: 19-08-2019 15:02:01

Teams Name Address of Number of Member Mail Id
Teams Members Name

DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 MOD Administrator admin@M365x483002.0nmicrosoft.com
com

DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Debra Berger DebraB@M365x483002.0nMicrosoft.com
com

DotMNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Alex Wilber AlexW@M365x483002.0nMicrosoft.com
com

DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Patti Fernandez PattiF@M365x483002.0nMicrosoft.com
com

DotMet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Pradeep Gupta PradeepG@M365x483002.0nMicrosoft.com
com

DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Joni Sherman JoniS@M365x483002.0nMicrosoft.com
com

DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Christie Cline ChristieC@M365x483002.0nMicrosoft.com
com

DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Allan Deyoung AllanD@M365x483002.0nMicrosoft.com
com

DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Johanna Lorenz Johannal @M365x483002.0nMicrosoft.com
com

DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Nestor Wilke NestorW@M365x483002.0nMicresoft.com
com

DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 lsaiah Langer IsaiahL@M365x483002.0nMicrosoft.com
com

DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Adele Vance AdeleV@M365x483002.0nMicrosoft.com
com

Number of records: 93

Number of columns to be displayed on the Grid can be selected from the dropdown. By default, all
columns are displayed.

| List of Teams and its members % \\
b Export _ Filter = ™ E-mail | 2 Refresh | <-- Select columns —-> |« (¢}
Teams Name Address of Teams Name Number of Member Mail Id
Teams Address of Teams Members Name
] Number of Members S N
DotNet Developers DotNetDevelopers@M36 MOD Administrator admin@M365x483002.onmicrosoft.com
[] Member Name
com ] Msil 14
DotNet Developers DotNetDevelopers@M36 - & Debra Berger DebraB@M365x483002.0nMicrosoft.com
com
DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Alex Wilber AlexW@M365x483002.0nMicrosoft.com
com
DotMet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Patti Fernandez PattiF@M365x483002.0OnMicrosoft.com
com
DotNet Developers DotNetDevelopers@M365x483002.onmicroseoft. 26 Pradeep Gupta PradeepG@M365x483002.0nMicresoft.com
com
DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Joni Sherman JoniS@M365x483002.0nMicrosoft.com
com

After selecting the desired column from the dropdown, press Refresh button to display.
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[ List of Teams and its members = ™,

>
g % Export - Filter | "™ E-mail | % Refresh || <-- Select columns --> ~ Data Collection Time: 19-09-2019 15:02:01
a
Number of Member

% =am=hians Members Name
E DotNet Developers 26 MOD Administrator -
Pl DotNet Developers 26 Debra Berger

DotNet Developers 26 Alex Wilber

DotNet Developers 26 Patti Fernandez

DotNet Developers 26 Pradeep Gupta

DotNet Developers 26 Joni Sherman

DotNet Developers 26 Christie Cline

DotNet Developers 26 Allan Deyoung

DotNet Developers 26 Jehanna Lorenz

DotNet Developers 26 Nestor Wilke

DotNet Developers 26 Isaiah Langer

DotNet Developers 26 Adele Vance

DotNet Developers 26 Irvin Sayers

DotNet Developers 26 Lee Gu

DotMNet Developers 26 Megan Bowen

DotNet Developers 26 Lynne Robbins

DotNet Developers 26 Grady Archie

DotNet Developers 26 Lidia Holloway

DotNet Developers 26 Cameron White

DotNet Developers 26 Miriam Graham

DotNet Developers 26 Diego Siciliani

DotNet Developers 26 Delia Dennis

Nathlat Naualnnare 2A Rorhart Mnllar -

Number of records: 93
Follow the above mentioned steps to run the other reports Teams Reports.

How to generate a Usage report?
Select Microsoft Teams Reports from the available vertical tabs. Then from left side of the application,
select Usage Reports.

For demonstration purpose "Teams Channel Usage" report has been chosen.

On selecting "Teams Channel Usage" Report, a pop-up window is displayed as shown below:

ol Teams Scheduler “
Teams Selection
Select the desired teams to generate the reports
Enumeration time: 03/11/2021 11:25:50 (e~
Display Mame Email Address
Sales and Marketing SalesAndMarkceting @M 365« 735267 onmicrosoft.com
[1 Retail Retail @M 365735267 onmicrosoft.com
[] Mark 8 Project Team Mark 8Project Team @M 365735267 onmicrosoft .com
[] Digital Initiative Public Relations Diigital Initiative Public Relations @M 365« 73526 7 onmicrosoft.com
[1 uU.s. Sales LIS Sales@M 365735267 onmicrosoft.com
[] s0C Team SOCTeam@@M3E65 75267 onmicrosoft.com
[] Design Design@M 365735267 onmicrosoft .com
[] Communications Communications@M 365 795267 onmicrosoft .com
[] Contosa marketing Contosomarketing @M 365735267 onmicrosoft.com
[] Remote living Remoteliving @M 365735267 onmicrosoft .com
[] Select Al Back Mext = Cancel
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Select the desired Teams and Click OK... button to display the respective Teams Channel details. Once
the data collection process is complete, the report data will be displayed in a report window as shown

below:
Current Tenant: VyapinM365-1
[ Teams Channel Usage ™
W tport | T Filter | ™ E-mail | 2 Refresh | | <— Select columns — ~ || (¥ Durationdays|gg
Teams Name Address of Channel Channel Mail Active Users  Meetings
Teams Name Address Count Count
Mark 8 Project Team Mark8ProjectTeam@M365x795267.0onmicrosoft. General 0 (3
com
Mark 8 Project Team Mark8ProjectTeam@M365x795267.onmicrosoft. Digital Assets Web eftc16fd.M365x795267.onmicrosoft.com@amer 6 T
com .teams.ms
Mark 8 Project Team Mark8ProjectTeam@M365x795267.0nmicrosoft. Research and Development 7a5954¢6.M365x795267.onmicrosoft.com@ame § 8
com rteams.ms
Mark 8 Project Team Mark8ProjectTeam@M365x795267.onmicrosoft. Go to Market Plan 488e104e.M365x795267.0nmicrosoft.com@ame & 8
com rteams.ms
Mark 8 Project Team Mark8ProjectTeam@M365x795267.0nmicrosoft. Design 435fcB843.M365x795267.onmicrosoft.com@ame 5 9
com riteams.ms

Number of columns to be displayed on the Grid
columns are displayed

Settings

Help

About

Data Collection Time: 06/12/2021 20:53:42

Messages

Count
(]

LastActivity
Date

can be selected from the dropdown. By default, all

Dur

90

90

90

90

90

[ Teams Channel Usage =
® tport | T Fitter | ™ E-mail | 2 Refresh || <—Select columns —> | (@ Durationdays|1gg o Data Collection Time: 06/12/2021 20:02:15
Teams Name Address of Teams Name Channel Channel Mail Active Users  Meetings Messages LastActivity Dur
Teams Address of Teams Name Address Count Count Count Date
B . Channel Name -
Sales and Marketing SalesAndMarketing@M en . Monthly Reports 89828e08.M365x795267.onmicrosoft.com@am 2 3 2 180
annel Mail Address
t.com Active Users Count fer-teams. ms
Mark 8 Project Team Mark8ProjectTeam@M3| Meetings Count General 0 6 o 180
com
Messages Count
Sales and Marketing SalesAndMarketing@M =) General 80b7d0a6.M365x795267 onmicrosoft.com@am 2 7 3 180
tcom [ Duration er.teams.ms
Mark 8 Project Team Mark8ProjectTeam@M365x795267.onmicrosoft. Digital Assets Web efbct 6fd.M365x795267.onmicrosoft.com@amer & 0 0 180
com -teams.ms
Mark 8 Project Team Mark&ProjectTeam@M365x795267.onmicresoft. Research and Development 7a5954¢6.M365x795267.onmicrosoft.com@ame 8§ 8 17 180
com rteams.ms
Mark 8 Project Team Mark8ProjectTeam@M365x795267.onmicrosoft. Go to Market Plan 488e104e.M365x795267.onmicrosoft.com@ame 8 8 14 180
com rteams.ms
Mark 8 Project Team Mark8ProjectTeam@M365x795267.onmicrosoft. Design 435fcB43.M365x795267.0onmicrosoft.com@ame 5 9 17 180
com rteams.ms
After selecting the desired column from the dropdown, press Refresh button to display.
(—'\\
Teams Channel Usage x| ™
% Export T Eilter ™ E-mail | % Refresh || <-- Select columns > - Duration days | 180 -
Address of Channel Active Users  Meetings Messages
Teams Name
Teams Name Count Count Count
Sales and Marketing SalesAndMarketing@M365x795267.onmicrosoft Monthly Reports 2 3 2
Mark 8 Project Team Mark&ProjectTeam@M365x795267.onmicrosoft. General 0 6 0
Sales and Marketing SalesAndMarketing@M365x795267.onmicroseft General 2 7 3
Mark & Project Team Mark8ProjectTeam@M365x795267.onmicrosoft. Digital Assets Web 6 K 7
Mark & Project Team Mark&ProjectTeam@M365x795267.onmicrosoft. Research and Development & 8 17
Mark & Project Team Mark8ProjectTeam@M365x795267.onmicrosoft. Go to Market Plan 8 8 14
Mark & Project Team Mark&ProjectTeam@M365x795267.onmicrosoft. Design 9 17

Duration days to be displayed on the Grid can be selected from the dropdown. By default, it collect 90

days records.
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%
Teams Channel Usage %/ ™

% Export T Fiter | ® E-mail | 2> Refresh || <-- Select columns --> « | Duration days | ag
he Address of Channel (‘\7 il
Teams Name Al30 ]
larketing SalesAndMarketing@M365x785267.onmicrosof Monthly Reports &g 1920
t.com er

ect Team Mark8ProjectTeam@M365x795267.onmicrosoft. General

com

larketing SalesAndMarketing@M365x795267.0nmicrosof General

t.com

ect Team Mark8ProjectTeam@M365x795267.0nmicrosoft. Digital Assets Web

com

erteams.ms

.teams.ms

Active Users
Count

365x795267.onmicrosoft.com@am 2

80b7d0ab.M365x795267.onmicrosoft.com@am 2

efec16fd.M365x795267.0nmicrosoft.com@amer &

ect Team Mark8ProjectTeam@M365x795267.0nmicrosoft. Research and Development 7a5954c6,.M365x795267.onmicrosoft.com@ame &

com

ect Team MarkSProjectTeam@M365x795267.onmicrosoft. Go to Market Plan

com

rieams.ms

rteams.ms

488e104e.M365x795267.onmicrosoft.com@ame 8

Data Cc
Meetings Messages
Count Count
3 2
3 0
7 3
¥ 7
8 17
8 14

After selecting the duration days from the dropdown. Once the data collection process is complete, the
report data will be displayed in a report window as shown below:

[ Teams Channel Usage % ™

® Bport | T Filter | ™ E-mail | 2 Refresh || <-- Select columns -->

Teams Name Address of
Teams

Mark & Project Team Mark8ProjectTeam@M365x795267.onmicrosoft.
com

Mark 8 Project Team Mark8ProjectTeam@M365x795267.onmicrosoft.
com

Mark 8 Project Team Mark8ProjectTeam@M365x795267.onmicrosoft.
com

Mark & Project Team Mark8ProjectTeam@M365x795267.onmicrosoft.
com

Mark & Project Team Mark8ProjectTeam@M365x795267.onmicrosoft.
com

Follow the above mentioned steps to run the other reports Teams Reports.

(@ Duration days [ 120

Channel Channel Mail

Name Address Count
General Q
Digital Assets efbc16fd.M365x795267.onmicrosoft.com@amer 6

Web teams.ms

Research and 7a5954c6.M365x795267.onmicrosoft.com@ame &
Development r.teams.ms

Go to Market Plan 488e104e.M365x795267.onmicrosoft.com@ame §
rteams.ms

Design 435fc843.M365x795267.onmicrosoft.com@ame 5
rteams.ms

How to generate security report?

Active Users

Meetings
Count

6

Data Collection Time: 06/12/2021 20:53:42

Messages LastActivity
Count Date

o

Duration

180

180

180

180

180

Select Microsoft Teams Reports from the available vertical tabs. Then from left side of the application,

select Security Reports.

For demonstration purpose "List of Teams with external users as members" report has been chosen.

On selecting "List of Teams and its Members" Report, the application starts collecting the data to

display the list of Teams as requested:

199



[ List of Teams with external users as Members x

® Export | T Fiter | ™ E-mail | 5 Refresh || <-- Select columns --> |

Address of Member
Teams Name

Teams Name
Vyapin Test Team VyapinTestTeam@M365x438229.onmicresoft.co Megan Bowen

m

Team2 Team2@M365x438229.onmicrosoft.com Megan Bowen

Recurrence Test Team RecurrenceTestTeam@M365x438229.onmicroso Megan Bowen
ft.com

Data Collection Time: 19-09-2019 12:34:34

Mail Id

meganb_M365x483002.0nmicrosoft.com#EXT#
@M365x438229.0nmicrosoft.com
meganb_M365x483002.onmicrosoft.com#EXT#
@M365x438229.onmicrosoft.com
meganb_M365x483002.onmicrosoft.com#EXT#
@M365x438229.0nmicrosoft.com

Number of columns to be displayed on the Grid can be selected from the dropdown. By default, all

columns are displayed.

| List of Teams and its members % .\\
% Export _ Filter | ™ E-mail | 4 Refresh || <-- Selectcolumns -> |« | O
Teams Name Address of Teams Name Number of Member Mail Id
Teams Address of Teams Members Name
] Number of Members S N
DotNet Developers DotNetDevelopers@M36 MOD Administrator admin@M365x483002.onmicrosoft.com
[] Member Name
com ] Msil 14
DotNet Developers DotNetDevelopers@M 3653 830026NMICIOSOTE 26 Debra Berger DebraB@M365x483002.0nMicrosoft.com
com
DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Alex Wilber AlexW@M365x483002.0nMicrosoft.com
com
DotMet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Patti Fernandez PattiF@M365x483002.0OnMicrosoft.com
com
DotNet Developers DotNetDevelopers@M365x483002.onmicroseoft. 26 Pradeep Gupta PradeepG@M365x483002.0nMicresoft.com
com
DotNet Developers DotNetDevelopers@M365x483002.onmicrosoft. 26 Joni Sherman JoniS@M365x483002.0nMicrosoft.com
com

After selecting the desired column from the dropdown, press Refresh button to display.

M| List of Teams and its members %

g % Export | T Fiter | ™ E-mail | 45 Refresh || < Select columns —> ~
a
Number of Member

% VNG Members Name

E DotNet Developers 26 MOD Administrator

P9 DotNet Developers 26 Debra Berger
DotNet Developers 26 Alex Wilber
DotNet Developers 26 Patti Fernandez
DotNet Developers 26 Pradeep Gupta
DotNet Developers 26 Joni Sherman
DotNet Developers 26 Christie Cline
DotNet Developers 26 Allan Deyoung
DotNet Developers 26 Jehanna Lorenz
DotNet Developers 26 Nestor Wilke
DotNet Developers 26 Isaiah Langer
DotNet Developers 26 Adele Vance
DotMNet Developers 26 Irvin Sayers
DotNet Developers 26 Lee Gu
DotNet Developers 26 Megan Bowen
DotNet Developers 26 Lynne Robbins
DotNet Developers 26 Grady Archie
DotNet Developers 26 Lidia Holloway
DotNet Developers 26 Cameron White
DotNet Developers 26 Miriam Graham
DotNet Developers 26 Diego Siciliani
DotNet Developers 26 Delia Dennis
Nnthat Nevalnnars 26 (Rorhart Mnllar

Number of records: 93

Data Collection Time: 19-09-2019 15:02:01

Follow the above mentioned steps to run the other reports Teams Reports.
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How to E-mail data?

Vyapin Microsoft 365 Management Suite provides the option to e-mail reports generated using the
Built-in Reports feature.

4. Click in the toolbar to e-mail the report to e-mail recipients. The E-mail Report
dialog will be displayed as shown below:

o E-Mail Report

5 Spedfy SMTF Server name, From Address, To address, Subject, Body of the e-mail
— message, attachment format and option to attach the report as zip file format.

SMTP Server:

From:

_u To:

Send
Subject:

Attachment Format: | HTML W Compress the attachment

5. For e-mailing reports, Vyapin Microsoft 365 Management Suite requires SMTP Server, From E-

mail Address, To E-mail Addresses, (recipients separated by semicolons) and the report
Attachment Format.

Specify the SMTP Server name, From address, To address, Subject of the mail, the content of

the mail, Attachment Format and option to compress the attachment.

to send the report by e-mail to the selected recipients.
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How to Export data?

The Export feature helps the user to export report data generated by Vyapin Microsoft 365
Management Suite to a file using various formats namely HTML/CSV/XLSX.

T
5. Click on m in the report window or select Export option under File menu to export
report data to a file in the desired format.

o Export

Export to local drive

Export Path : CAUsersh\Public\Documents\Vyapin Microsoft 365 III

Export to time-stamped sub-folder

Report Format: |.cov ¥

File Conditions:
If the file with same name already exists,
®) Qverwrite the existing file
() Create the new file by appending the time stamp value

Mote: This evaluation version exports only 100 records.

DK | | Cancel

6. Specify a File Name to export report data to or accept the default file name. Specify the Export
Path and select a desired File Format. The Export Path refers to the destination location where

the output file generated should be stored. It can be given using the Browse button.

By default, the report will be exported to a time-stamped sub-folder in the format YYYY-MM-
DD HH.MM.SS under the specified Export Path. This will be useful to avoid overwriting of
existing files, if any, in the specified Export Path.

In CSV file format, the information is stored as comma separated values. For each report, a CSV

file will be generated. The name of the CSV file will be the name of the report.

In HTML and XLSX file formats, the information is stored in .html and .xlIsx files respectively.

For each report, a file corresponding to the selected file format will be generated. The name of

the file will be the name of the report.
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How to refresh data?

Refresh the current report data to view the latest information from the Exchange Online.

Click L1 Refresh | i the toolbar available in the report window to refresh report data. The existing data
will be cleared and latest data will be loaded in the report window.
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How to use Filter?

Vyapin Microsoft 365 Management Suite can filter the report data based on a Filter condition. The Filter
criteria can be specified based on columns in the report to match certain values of the data.

You can apply a report filter condition by following the steps given below:

11. Click FiIter| A Fitter ‘ in the toolbar available in the report window to launch Filter window.
Filter window will be displayed as shown below:

12. Inthe Filter window, select any column from the Field dropdown.

13. Select any operator from the Operator dropdown.

14. Select any value from the Value dropdown.

15. Click Add To Filter button to add condition to the filter list.

16. The Add To Filter will change to AND To Filter. The OR To Filter button will be enabled. The
selected condition will be set as a filter and displayed (as shown below).

? Filter Criteria E'@

Select the figlds and the corresponding values to be filtered in the report

Field Operator Yalue
| [Object Name] -|[= v | calebs7 -
| awoToFiter | [ oORToFiter |
( ) & kI X

[Chiect Mame] = 'calebs’
OR [Cbject Mame] ='"calebs?

Clear Filter Ok I I Cancel

17. Use AND To Filter and OR To Filter, parenthesis (,) etc., to build an enhanced filter condition
as shown in the above figure

18. Click OK to apply the given filter settings and generate the filtered report output.

19. Click Cancel to abort the filter action.

20. The various operators available in Vyapin Microsoft 365 Management Suite are given below:
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Operator Applicable Data Types Description Example
= String, Numeric, Value of column name | [Display Name] =
Boolean, Date matching exactly with 'Administrator’

the specified value
data

<> String, Numeric, Value of column name | [Display Name] <>

Boolean, Date not matching exactly 'Administrator’

with the specified
value data

> Numeric, Date Value of column name | [Incoming message size
greater than the (KB)] > 1024
specified value data

>= Numeric, Date Value of column name | [Outgoing message size
greater than or equal (KB)] >= 1024
to the specified value
data

< Numeric, Date Value of column name | [Issue warning at (KB)]
lesser than the <5000
specified value data

<= Numeric, Date Value of column name | [Prohibit send at (KB)]
lesser than or equal to | <=3000
the specified value
data

starts with String Value of column name | [Member of] starts
starts with the with 'Admin'
specified value data

ends with String Value of column name | [Member of] ends with
ends with the specified | 'Admins'
value data

does not start with String Value of column name | [Member of] does not
does not start with the | start with 'Domain'
specified value data

does not end with String Value of column name | [Member of] does not
does not end with the end with 'Admins'
specified value data

contains String Value of column name | [Member of] contains
contains specified ‘A
value data

does not contains String Value of column name | [Member of] does not

does not contain
specified value data

contains 'A'

Is Null String, Numeric, Value of column name | [Alias Name] Is Null
Boolean, Date does not contain
specified value data
Is Not Null String, Numeric, Value of column name | [Alias Name] Is Not Null

Boolean, Date

is not null
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The various operations that can be performed in the Filter window are given below:

Operation Description

Add to Filter Click ADD To Filter button to add a condition to filter list, if the filter list is empty.

AND to Filter Click AND To Filter button to add a condition with logical AND operator to filter
list.

OR to Filter Click OR To Filter button to add a condition with logical OR operator to filter list.

Insert (' Select any condition in the filter list and Click to insert an open parenthesis at
the start of the condition.

Insert ')’ Select any condition in the filter list and Click { to insert a close parenthesis
at the end of the condition.

Delete '(' Select any condition in the filter list and Click & to delete an existing open
parenthesis in the selected condition.

Delete ')’ Select any condition in the filter list and Click ¢ toinsert an existing close

parenthesis in the selected condition.

Delete Condition

Select any condition in the filter list and Click 7 to delete the selected
condition.

Delete All

Click L_Cear Filter_ |+ delete all the conditions in the filter list.
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Microsoft 365 Manager

Manage licenses
Tenant selection

User selection

License changes

Assigning license changes
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Tenant Selection

In this window, select the tenant in which you want to make the license changes.

1. Tenant Selection screen will appear as shown below.

Tenant Selection

Select the tenant for which you wish to modify user bcenses

License Manager “

Select the tenant to modify user licenses:

anctest . |
vyapinrandtest

Next Cancel

2. Select the desired tenant in which you want to make the license changes and Click Next.
3. Onclicking Next, Microsoft 365 Manager will fetch all the license information and user

information corresponding to the selected tenant. This may take some time, depending upon
the size of the tenant attributes.
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User Selection

In this window, you can select the users from a list of available users, to make the license changes.

User Selection screen will appear as shown below.

License Manager

User Selection
Select users from the list of available users to modify user licenses
Users [ Groups: | All Users v
Available Users: Selected Users:

MName Location ™ Mame Location

Corf Room Baker IN Conf Room Baker IN

Davis Brian IN Davis Brian IN

David Longmuir IN David Longmuir IN

Alex Damow IN

Garth Fort IN Add =

Julian lsla IN < Remave

Janet Schorr IN

Gamet Vargas IN

Allie Bellew IN

Sara Davis IN

Brian Johnson (TAILSPIN) IM

Corf Room Rainier IN ¥
[+] &ssign default locationfor users with missinglocation information India W
Mote: Licenses cannot be assigned to users when locationinformation is notset

Back Mext Cancel

You can select a group from Users dropdown, to filter users who are members of the selected group, to
ease selection.

On clicking Next, current license assignments of the selected users will be displayed.
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User Selection

Select users from the list of available users to modify user licenses

Users [ Groups: Executives

Awvailable Users: Selected Users:

Mame: Mame

Denig Dehenne Denis Dehenne
Robin Counts Robin Counts

Assign default locationfor users with missinglocationinformation | India

Mote: Licenses cannot be assigned to users when location information is not set
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License changes

In this window, you can specify the license changes you want to make. You can select between two
options, either to Assign / Remove specific licenses for all the users in bulk or Assign / Remove specific
licenses for each user.

1. Assign / Remove specific licenses for all the users in bulk step will appear as shown below.

License Manager “
License Changes : F
Assign or remove licenses for spedfic users or all the selected users :
(@) Assign [ Remove specific kcenses for all the users in bulk () Assign [ Remove spedfic licenses for each user

Select the license changes you wish to apply:

3 [ |wyepinrandtest- ENTERPRISEPACK
[JRMS_S_ENTERPRISE

License assignment rules:
(®) Add to existing license assignments
() Replace existing license assignments
() Remave from existing icense assignments

Back Finish Cancel

2. Select the License assignments, which you want to be applied for the selected users.
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User Selection

Select users from the list of avaiable users to modify user licenses

Frequent Users

Available Users:

Development Llser

3. Select between the options, Add to existing license assighments, Replace existing license
assignments, or Remove from existing license assignments to make license changes for all the
selected users.

4. Assign / Remove specific licenses for each user screen will appear as shown below:
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License Changes
Assign or remove icenses for spedfic users or all the selected users

() Assign | Remove specific bcenses for all the users in bulk (®) Assign | Remove spedfic licenses for each user
Select the license changes you wish to apply:

User name

Calebs Sils7 [] vyapinrandtest ENTERPRISEPACK
RMS_S_ENTERPRISE
OFFICESUBSCRIPTION
MCOSTANDARD
SHAREPQINTWAC
SHAREPOINTENTERPRISE
EXCHANGE_S_ENTERFRISE

wyapinrandtest ENTERPRISEPACK

OFFICESUBSCRIPTION
MCOSTANDARD
SHAREPOINTWAC
SHAREPOINTENTERPRISE
EXCHANGE_S_ENTERPRISE

O[O 000RiD 00000

5. Make the desired License Changes in the grid. The changes you made will be denoted with
color markings (Green for assigned license and Red for removed license) as shown below:
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License Changes B
Assign or remove censes for spedfic users or all the selected users

() Assign | Remove specific icenses for all the users in bulk (@) Assign [ Remove specific icenses for each user
Select the license changes you wish to apply:
Ulser name License type

Calebs Sills7 [ vyapinrandtest ENTERPRISEPACK

OFFICESUBSCRIFTION

MCOSTANDARD

SHAREPOINTWAC

SHAREPOINTENTERPRISE

EXCHANGE_S_ENTERFRISE

Calebs Sills6 vyapinrandtest ENTERPRISEPACK

OFFICESUBSCRIFTION

MCOSTANDARD

SHAREPOINTWAC

SHAREFQINTENTERPRISE

00000000 & 00

EXCHANGE_S_ENTERPRISE

| Back || Frsh || Cancel |

6. On clicking Finish, the license changes which you selected will be applied for the selected
users.
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Assigning license changes

1. This window shows the process of license assignments which were selected in the previous step
as shown below:

Assigning License Changes
The selected license changes are in progress

Selected Users

© Calebs Sils7
© Calebs Siis6

Assigning license vyapinrandtest:ENTERPRISEPACK: for Calebs Sills7
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Search Attributes

In this feature, list of users for assigning licenses are filtered by the search conditions specified and the
selected licenses are assigned to them.

Search Attributes page will be displayed as shown below:

Search Attributes
Specify attributes to filter users for modifying licenses

User Attribute: Condition: Value: Select licenses:
Select attribute name equals W I lS:l:ct orentervalue ¥ I l Select Licenses

4

Property iti Licenses

[/] Assign default location for users with missing location information

License assignment rules:
@) Add to existing license assignments
) Replace existing license assignments

) Remove from existing license assignments

Select a search attribute from the list of attributes provided, condition based on the selected attribute,
value to filter on the search attribute given and the license to be assigned for this particular search
condition like shown below:
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Search Attributes
Spacify attributes to filter users for madifying licenses

Condition: Value: Select licenses:
eguals *'| |AI||-.: vl |5:Imlj:eruu

select from possible values

Licenses

.Selected Licenses

_Selu:ted Licenses

Assign default location for users with missing location information India

License assignment rules:
#) Add to existing license assignments
) Replace existing license assignments

) Remove from existing license assignments

Select a default location to assign licenses if any selected user’s location information is missing.

Select a license assignment rule to add, remove, or replace the existing license assignments for the
selected user.
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Task Settings

To specify the task name and task settings for the Microsoft 365 Export task, perform the steps given

below:
1. Task Settings screen will appear as shown below:
Export Public Folders Ex
Task settings [ S, |
Entar a unique nama for the task and specify trigger settings. J
Task MNama: bacsh: new| |
Export location: CMUsers'Public' Documents'\yapin Office 365 Management Suite’ Mail Export'SporitedFiles
When to run this task:
(@) Bun now Dasity fart 07:03 PM =
() Schedule
1 =

219

Enter a unique task name in Task Name textbox. Also select an Export location to save the
exported files.

Select a Trigger Option from one of the following options given below:

Run now - to run the task immediately after clicking Finish button




5. Schedule - To create a Windows scheduled task. Microsoft 365 Export will create a scheduled
task in the Windows Scheduled Tasks with the given settings.
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Manage Licenses using Rules - Advanced

Search Attributes

Task Settings
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Search Attributes

In this feature, list of users for assigning licenses are filtered by the search conditions specified and the
selected licenses are assigned to them.

1. Search Attributes page will be displayed as shown below:

Search Attributes
Specify attributes to filter users for modifying licenses

User Attribute: Condition: Value: Select licenses:
Select attribute name equals W I lS:l:ct orentervalue ¥ I l Select Licenses

4

Property iti Licenses

[/] Assign default location for users with missing location information

License assignment rules:
@) Add to existing license assignments
) Replace existing license assignments

) Remove from existing license assignments

2. Select a search attribute from the list of attributes provided, condition based on the selected
attribute, value to filter on the search attribute given, and the license to be assigned for this
particular search condition as shown below:
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Search Attributes
Specify attributes to filter users for modifying licénses

User Attribute: Condition: Value: Select licenses:
Display Name equals L | |..ﬁ.lr_.-.: w | [Sﬂm Licenses
select from possible values

Property iti Licenses
Is Licensed Selected Licenses

Display Name _ Selected Licenses

Assign default location for users with missing location information  India

License assignment rules:
®) Add to existing license assignments
) Replace existing license assignments

) Remove from existing license assignments

Select a search rule to use if multiple search conditions are selected.

Select licenses you wish to apply for the users filtered based on the search conditions provided.
Select a default location to assign licenses if any selected user’s location information is missing.
Select a license assignment rule to add, remove, or replace the existing license assignments for
the selected user.

oukw
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Task Settings

To specify the task name and task settings for the Microsoft 365 Export task, perform the steps given

below:

1. Task Settings screen will appear as shown below:

Export Public Folders Ex

Task settings [ S, |
Entar a unique nama for the task and specify trigger settings. J

(@) Bun now

Task Mame: bask new|

Export location: CMUsers'Public' Documents'\yapin Office 365 Management Suite’ Mail Export'SporitedFiles

When to run this task:

Dady tast 0703 PM 8
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Enter a unique task name in Task Name textbox. Also select an Export location to save the
exported files.

Select a Trigger Option from one of the following options given below:

Run now - to run the task immediately after clicking Finish button




5. Schedule - To create a Windows scheduled task. Microsoft 365 Export will create a scheduled
task in the Windows Scheduled Tasks with the given settings.

Mailbox Permissions

How to Manage Mailbox Permissions?

How to Manage Mailbox Folder Permissions?

How to Manage Public Folder Permissions?

How to Copy Role Permissions?

How to Migrate Permissions?

How to Reset Mailbox Permissions?
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How to Manage Mailbox Permissions?

The Mailbox Permissions feature allows you to assign or remove permissions (Full Access, Send As and
Send On Behalf) for the selected users on selected Mailboxes.

Perform the following steps to Manage Mailbox Permissions:

1. Select Microsoft 365 Manager from the available vertical tabs. Then from left side of the
application, select Mailbox Permissions and then click on Manage Mailbox Permissions.
2. On selecting Manage Mailbox Permissions, a pop - up window is displayed as shown below:

-

4 Manage Mailbox Permissions @
Step 1 of 2 : Select Users/Groups and Mailboxes
Select Users/Groups and Mailboxes for which you wish to assign or remove

permissions for the selected Users or Groups to the selected Mailboxes,

Select Users or Groups Select Mailboxes

ejulsers.. | sGroups.. | X ehailbox. | K

Mext | [ LCancel

3. Select Users / Groups along with the Mailboxes and Click on the Next button to proceed.
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P )

w+ Manage Mailbox Permissions @
Step 1 of 2 : Select Users/Groups and Mailboxes

Select Users/Groups and Mailboxes for which you wish to assign or remove
permissions for the selected Users or Groups to the selected Mailboxes,

Select Users or Groups Select Mailboxes
ejlsers... | gjGroups. | X hdailbox. | 2K
Allie Bellew Sara Davis

Mext l [ Cancel

4. To grant permission, use Grant Mailbox Permissions option and set Full Access, Send As, and
Send On Behalf from available options and Click on Apply button.
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I )

@+ Manage Mailbox Permissions @
Step 2 of 2 : Select Permission(s)

Select Permissions for which you wish to assign or remove permissions for selected
Users to the selected Mailboxes,

%) Grant Mailbox Permissions ) Remove Mailbox Permissions

Permissions
[] Full Access

[] 5end As
Send On Behalf

Back |[ Apply H Cancel

5. To remove a permission, which was set earlier, use Remove Mailbox Permissions option and
Click on Apply button.
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@+ Manage Mailbox Permissions
Step 2 of 2 : Select Permission(s)

Select Permissions for which you wish to assign or remove permissions for selected
Users to the selected Mailboxes,

() Grant Mailbox Permissions ® Eemove Mailbox Permissicns
Permissions
Full Accesc

Send As
Send On Behalf

Back H Apply H Cancel
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i+ Manage Mailbox Permissions @
Step 2 of 2 : Select Permission(s)

Select Permissions for which you wish to assign or remove permissions for selected
Users to the selected Mailboxes.

() Grant Mailbox Permissions ® Bemove Mailbox Permissions
Permr
Current object: Sara Davis

Managing "Mailbox Permissions’...

Processing object: 1in 1
_—

Back || Apply || Cancel
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Step 2 of 2 : Select Permission(s)

Select Permissicns for which you wish to assign or remove permissions for selected
Users to the selected Mailboxes.

i#+ Manage Mailbox Permissions @

() Grant Mailbox Permissions ® Remove Mailbox Permissicns
Permissions
Full [ Vyapin Office 365 Management Suite -'
Send

Sand| Mailbox Permissions are removed successfully.

0K

Back || Apply || Cancel
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How to Manage Mailbox Folder Permissions?

The Mailbox Folder Permissions feature allows you to assign or remove permissions (Owner, Publishing
Editor, Editor, Publishing Author, Author, Non-editing Author, Reviewer and Contributor) for the
selected users on selected Mailbox folders.

Perform the following steps to Manage Mailbox Folder Permissions:

Select Microsoft 365 Manager from the available vertical tabs. Then from left side of the application,
select Mailbox Permissions and then click on Manage Mailbox Folder Permissions.

- Vyapin Micreseft 365 Management Suite - VyapinM3€5-1 - g

Exchange Onlinz Reports  SharePoint Online Reports  Audit and Compliance Reports  Microsoft Teams Reports  Microsoft 365 Manager  Migration Panning

Current Tenant: VyapinM3€5-1 Settings  Help  About
< ¥

g ez LTI - Select Mailbox / Folder:  Refresh now:

‘E“, Mailbox Permissions -

]

2 Adams@MSTND 146857 onmicrosoft.com

o | W g AdeleV@MSTND 146857 onmicrasoftcom

Mailbox Folder Permissions

Copy Role Permissions

Migrate Permissions

Reset Mailbox Permissions

admin@MSTND146857.onmicrosoft.com
AlexW@MSTND146857.onmicrosoft.com
AllanD@MSTND146857.cnmicrosoft.com
Baker@MSTND146857 onmicrosoft.com
BenW@MSTND146857.onmicrosoft.com
Brian)@MSTND146857.cnmicrosoft.com
ChristieC@MSTND146857.onmicrosoft.com

Manage Users and Groups ~
Crystal @MSTND146857.onmicrosoft.com
S [ - DaveD@MSTND146857.onmicrosoft.com
License Reports ~ DebraB@MSTND146857.cnmicrosoft.com
Dashboard Summary = I DiegoS@MSTND146857.onmicrosoft.com
DonaldA@MSTND146857.onmicrosoft.com

Schedule v

EmilyB@MSTND146857.onmicrosoft.com
GradyA@MSTND146857.onmicrosoft.com
HenriettaM@MSTND146857.onmicrasoft.com
Hood @MSTND 146857 onmicrosoft.com
hybtestuser|@MSTND146857.onmicrosoft.com
IninS@MSTND146857.onmicrosoft.com
lsaiahL@MSTND 146857 .onmicrasoft.com
Johannal @MSTND146857.onmicrosoft.com
Jonis@MSTND146857.onmicrosoft.com
LeeG@MSTND146857.onmicrosoft.com

On selecting the mailboxes/folders from the available mailboxes, then the existing folder permissions
will be displayed as shown below:
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| Mailbox Folder Permissions % ™,

Permissions for the Inbox folder

>
P Select Mailbox / Folder: Refresh now: @
3
®
bl 4 Adams@MSTND146857.onmicrosoft.com
> I Archive
Calendar
I Contacts

I Conversation Action Settings
¢ Deleted ltems
Drafts
I ExternalContacts
I Files
O
Journal
' Junk Email
' Notes
Qutbox
I Sent ltems
I Tasks

© Yammer Root

AdeleV@MSTND 146857 onmicrosoft.com
admin@MSTND146857.onmicresoft.com
AlexW@MSTND146857.onmicrosoft.com
AllanD@MSTND146857.onmicrosoft.com
Baker@MSTND146857.onmicrosoft.com
BenW@MSTND146857.onmicroscft.com
Brian)@MSTND 14685 7.onmicrescft.com
ChristieC@MSTND146857.onmicrosoft.com
Crystal@MSTND 146857 onmicrosoft.com
DaveD@MSTND146857.onmicrosoft.com
DebraB@MSTND146857.onmicrosoft.com
DiegoS@MSTND146857.onmicrosoft.com
Donald A@MSTND146857.onmicrosaft.com
EmilyB@MSTND146857.onmicrosoft.com

4 Add # Remove

Name
Default

Anonymous

Permizsions

Permission Level : | None
Read

None

Full Details

Delete ltems
None
Qwn

) All

Write
[[] Create items
[ Create subfolders
[] Edit own
[ Edit all

Other
[] Folder awner
[] Folder contact

[ Folder visible

[ Apply permissions to sub-folders Apply Permissions

To assign or remove user permissions for the mailbox/folder, use Add Or Remove option to add or
remove users to the list and set the permission level from the dropdown. If None option was chosen
from dropdown, we can set custom permission such as Read, Write, Deleted Items and the other

condition as applicable
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| Mailbox Folder Permissions %

; Select Mailbox / Folder: Refresh now: @ Permissions for the Inbox folder
Kl 4 Adams@MSTND146857.onmicrosoft.com - & Add # Remove
= ¢ Aechive Name Permission Level
Calendar Default Nane
! Contacts Anonymous None
I Conversation Action Settings Alex Wilber Editor
¢ Deleted ltems Allan Deyoung Publishing Editor
Drafts
I ExternalContacts
b Files
Inbox
b Joumnal
¢ Junk Email
¢ Notes Permissions
Outbox Permission Level ; | Publishing Editor -
I Sent ltems Read Write
! Tasks None /| Create items
! Yammer Roat ® Full Details V] Create subfolders
AdeleV@MSTND146857.onmicrosoft.com /] Edit own
admin@MSTND146857.onmicrosoft.com | Editall
AlexW@MSTND146857.onmicrosoft.com
AllanD@MSTND146857.onmicrosoft.com Delete Items Other
Baker@MSTND146857 onmicrosoft.com None Folder owner
BenW@MSTND146857.onmicrosoft.com Qv Folder contact
Brian) @MSTND 146857 onmicrosoft.com ® Al ¥ Folder visible
ChristieC@MSTND146857.onmicrosoft.com
Crystal @MSTND146857.onmicrosoft.com
DaveD@MSTND146857.onmicrosoft.com
DebraB@MSTND146857.onmicrosoft.com
DiegoS@MSTND146857.onmicrosoft.com
DonaldA@MSTND146857.onmicrosaft.com
EmilyB@MSTND146857.onmicrosoft.com = [ Apply permissions to sub-folders

Use Apply permissions to sub-folders option to assign the permissions to all the sub-folders.

Click on Apply Permissions to proceed.
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J| Mailbox Folder Permissions % ™,

Select Mailbox / Folder: Refresh now: |§| Permissions for the Inbox folder
4 Adams@MSTND146857. onmicrosoftcom “||[ A add | [ Remove |
Archive Name Permission Level
Calendar Default Nene
Contacts Anonymous None
Conversation Action Settings Alex Wilber Editor
Deleted ltems Allan Deyoung Publishing Editor
Drafts
ExternalContacts
Files
Inbox
Journal
Junk Emsil Vyapin Microsoft 365 Management Suite Il
Notes
Outbox Mailbox Folder Permissions are modified successfully.
Sent ltems

Write

oK
Tasks o ] ) Crete s

Yammer Root

= runl vesis /| Creste subfolders
AdeleV@MSTND146857.onmicrosoft.com | Edit own
admin@MSTND146857.onmicrosoftcom 7| Edit all
AlexW@MSTND146857.0nmicrosoft.com
AllanD@MSTND146857.onmicrosoft.com Delete ltems Other
Baker@MSTND 146857 onmicrosaft.com Nene Folder owner
BenW@MSTND 146857.onmicroscft.com Own Folder contact
Brian)@MSTND 146857 .onmicrosoft.com ® Al /| Folder visible

ChristieC@MSTND146857.onmicrosoft.com
Crystal@MSTND146857.onmicrosoft.com
DaveD@MSTND146857 onmicrosoft.com
DebraB@MSTND146857.onmicrosoft.com
DiegoS@MSTND146857.onmicrosoft.com
DonaldA@MSTND146857.onmicrosoft.com
EmilyB@MSTND146857.onmicrosoft.com

= [ Apply permissions to sub-folders Apply Permissions

How to Manage Public Folder Permissions?

The Public Folder Permissions feature allows you to assign or remove permissions (Owner, Publishing
Editor, Editor, Publishing Author, Author, Non-editing Author, Reviewer and Contributor) for the
selected users on selected Public folders.

Perform the following steps to Manage Public Folder Permissions:

Select Microsoft 365 Manager from the available vertical tabs. Then from left side of the application,
select Mailbox Permissions and then click on Manage Public Folder Permissions.

On selecting "Manage Public Folder Permissions", the list of Public Folders in your tenant will be
displayed as shown below:
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[ Public Folder Permissions x ™

Select Mailbox / Folder: Refresh now: IEI

4 Public folder 1
bosub 1.2

4 public folder 2
bosub 1

b osub 2

On selecting the folder from the list of available folders, then the existing folder permissions will be
displayed as shown below:

[ Public Folder Permissions ™\

Select Mailbox / Folder: Refresh now: @ Permissions for the sub 1 folder

4 Public folder 1

o Add # Remove Refresh permission:
b sub 1.2

Name Permission Level
4 public folder 2 Johanna Lorenz Reviewer
b sub 1 Debra Berger Custom
b osub 2 Christie Cline Nonediting Author
Alex Wilber

Contributor

Allan Deyoung Reviewer

Adele Vance Custom

Permissions

Permission Level : | Reviewer

[] Create items

[] Folder owner
Read items

[] Folder contact
Folder visible
[] Delete own
[ Delete all

[] Create subfolders
[] Edit own
[ Editall

[ Apply permissions to sub-folders Apply Permissians

To assign or remove user permissions for a folder, use Add Or Remove option to add or remove users to
the list and set the permission level from the dropdown. If None option was chosen from dropdown,
we can set custom permission such as Read, Write, Deleted Items and the other condition as applicable.
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blic Folder Permi

Select Mailbox / Folder: Refresh now: @

Permissicns for the sub 1 folder

4 Public folder 1
sub 1.2

4 public folder 2
sub 1

sub 2

& Add ¥ Remove

Refresh permission: @

Name
Johanna Lorenz

Debra Berger

Permission Level
Reviewer

Custom

Christie Cline Nanediting Author
Alex Wilber Contributor

Allan Deyoung Reviewer

Adele Vance Custom

Lee Gu Custom
Permissions

Permission Level : | Custom

[[] Create items

Read items
Create subfolders
[ Edit own

[ Editall

[] Folder owner
[[] Folder contact
Folder visible
Delete own
[] Delete all

[J Apply permissions to sub-folders Apply Permissions

Use Apply permissions to sub-folders option to assign the permissions to all the sub-folders.

Click on Apply Permissions to proceed.
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[ Public Folder Permissions % ™\,

Select Mailbox / Folder: Refresh now: |§| Permissions for the sub 1 folder
4 Public folder 1 e Add X Remove Refrash permission:
s 12 Name Permission Level
4 public folder 2 Johanna Lorenz Reviewer
sub 1 Debra Berger Custom
sub2 Christie Cline Nonediting Author
Alex Wilber Contributor
Allan Deyoung Reviewer
Adele Vance Custom
Lee Gu Custom
Vyapin Microsoft 365 Management Suite L

Public Folder Permissions are medified successfully.

[] Folder owner

[ Folder contact

R Folder visible
[] Edit own Delete own
[] editall [] Delete all

[] Apply permissions to sub-folders Apply Permissions

How to Copy Role Permissions?

The Copy Role Permissions feature allows you to copy exchange role permissions from one user to
multiple users at the same time.

Perform the following steps to Copy Role Permissions:

Select Microsoft 365 Manager from the available vertical tabs. Then from left side of the application,
select Mailbox Permissions and then click on Copy Role Permissions.

On selecting "Copy Role Permissions", a pop - up window is displayed as shown below:
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Select User(s)

Asszign Roles to multiple users, You may assign role permissicns from one user to
multiple users at the same time.

Copy Role Permissions From:

Enter Email Address: View Roles

e.g., Username@domain.cnmicrosoft.com

Copy Role Permissions To:

emAdd Users... | >
Display Mame Email Address

Enter the user email address for which you wish to copy role permissions from.

Add one or more users for which you wish to copy role permissions to.
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Select User(s)

Asszign Roles to multiple users, You may assign role permissicns from one user to
multiple users at the same time.

Copy Role Permissions From:

Enter Email Address: |MeganB@mod?ggﬂ?ai.onmicmsoﬂ.coni | View Roles

e.g., Username@domain.cnmicrosoft.com

Copy Role Permissions To:

emAdd Users... | >

Display Mame Email Address
David Longmuir david@mod T99074.cnmicrosoft.com
Emnily Braun EmilyB@MODTI2074.onmicrosoft.com
Jim Gordon JimG@MODTI9074.onmicrosoft.com
John Hastings john_contosc.com#FEXTH@MODTIA074 onmicros

oK || Cancel

Click OK button to proceed.
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o Copy Role Permissions
Select User(s)

Assign Roles to multiple users, You may assign role permissions from one user to
multiple users at the same time,

Copy Role Permissions From:

Enter Email Addrecs: | MecanB@med799074.onmicrosoft.com | View Roles
Processing...
Copy Role
smAdd U
|
David Lec Caneel
Emily Braun EmilyB@MODTI90T4.cnmicrosoft.com
Jim Gorden JimG@MODT99074.0nmicrosoft.com
John Hastings john_contoso.comEEXTH@MODTI0074.onmicro:
oK | | Cancel

Once the exchange role permissions is copied, then the copy role permissions window will be closed
automatically.
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How to Migrate Permissions?

In the Migrate Permissions feature, you can migrate permissions (Full Access, Send As and Send On
Behalf) from on-premise mailboxes to Microsoft 365 Mailboxes.

Perform the following steps to Migrate Mailbox Permissions:

1. Select Microsoft 365 Manager from the available vertical tabs. Then from left side of the
application, select Mailbox Permissions and then click on Migrate Permissions.
2. On selecting Migrate Permissions, a pop - up window is displayed as shown below:

. Migrate Permissions @

Step 1 of 2 : Exchange Server

-

Connect to Exchange Server

Exchange Version : ---Select--- Pow

Exchange Server Name:

e.g., rd70.contoso.com

User Mame :

Password :

Connection Status : Mot Connected

Mext | [ Cancel

3. Enter the Exchange Server Name, User Name, and its Password to connect to Exchange Server.
Then click on Next button to proceed.

242



P

= Migrate Permissions
Step 1 of 2 : Exchange Server

Connect to Exchange Server

Exchange Version :

Exchange Server Mame :

User Mame :

Paszword

Connection Status :

Exchange 2013 -

rd70.planet.local

e.g., rd7.contoso.com

el anet&administratorl -
LA AL L Ll L LR
Connected ﬂ

Mext

| [ Cancel

4. Choose the mailbox for which we have to set the permission from On-premise to Office

mailboxes and Click on Apply button.
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' =5

- Migrate Permissions
Step 2 of 2: Select Mailboxes to Migrate Permissions

Select Mailbox.. for which you wish to migrate permissions from the Cn-premise
Mailboxes to the Exchange Cnline Mailboxes,

e ailbox...

User Alias L
R

Mailbox Alias  Mailbox EmailAddress  User Name
BelindaM BelindaMN@planetlocal | Rob Young RobY
Belindal BelindaN@planet.local | Denis Dehenne | DenisD De

BelindaM@planetlocal [ Julian Isla lulianl Ju
R

Display Name
Belinda Newman
Belinda Newman

Belinda Mewman | Belindal
Belinda Mewman | Belindal BelindaMN@planet.local | Reb Young RabY

[2]

L] [ |

Back IE Apply i[ Cancel l
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- Migrate Permissions

Step 2 of 2: Select Mailboxes to Migrate Permissions

Mailboxes to the Exchange Cnline Mailboxes.

Select Mailbox... for which you wish to migrate permissions from the On-premise

e Mailbox...
DISP'E}" Alm oo - RA_CTIL — .. AN LI [ | WS oI . TR [P [P I SR, ') I IISET.A.IIES U'
Belindg  Migrating Mailbox Permissions... Y Rc
Belinda  Cyrrent mailbax: Belinda Newman enisD 1 De
Belinda p ) bo: 3in 4 ianl Ju
Belinda oo e =i pov R
—
4 m | r
Back ] [ Apply ] [ Cancel
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et Migrate Permissions
Step 2 of 2: Select Mailboxes to Migrate Permissions

Select Mailbox.. for which you wish to migrate permissions from the Cn-premise
Mailboxes to the Exchange Cnline Mailboxes,

s Mailbox..
Display Nanf Vyapin Microsoft 365 Management Suite -' User Alias L
Belinda New RobY Re
Belinda New Mailbox Perrmissi i g ecsful ine [ DenisD De
—Belinda Nem ilbox Permissions are migrated successfully. Julian 0
Belinda New RobY Re
QK

[ | [2]

L]

Back IE Apply 1[ Cancel l
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How to Reset Mailbox Permissions?

The Reset Mailbox Permissions feature allows you to reset all non-owner mailbox permissions (Full
Access, Send As and Send On Behalf) for the selected set of Mailboxes.

Perform the following steps to Reset Mailbox Permissions:

Select Microsoft 365 Manager from the available vertical tabs. Then from left side of the application,
select Mailbox Permissions and then click on Reset Mailbox Permissions.

On selecting Reset Mailbox Permissions, a pop - up window is displayed as shown below:

Select Mailbox(s)

Select a set of mailboxes from the available mailbox to reset mailbox access
permissions.

Select mailboxes to reset permissions: c Find...

Display Name Email Address

Alex Darrow AlexD@vyapindemof.onmicrosoft.com
Allie Bellew AllieB@vyapindemo.onmicroscft.com
Anne Wallace AnneW@vyapindemof.onmicrosoft.com
Aziz Hassouneh AzizH @vyapindemod.onmicrosoft.com
Belinda Mewman BelindaMN @wvyapindemo.onmicrosoft.com
Bonnie Kearmey BonnieK@wvyapindemo8.onmicrosoft.com
Erian Johnson (TAILSPIN) Brian)@vyapindemaod.onmicrosoft.com
Conf Room Adams Adams@vyapindemaod.cnmicrosoft.com

Oooooooo

Apphy || Cancel

Select the Mailboxes for which you want to reset all non-owner mailbox permissions and Click on the
Apply button to proceed.
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Select Mailbox(s)

Select a set of mailboxes from the available mailbox to reset mailbox access
permissions.

Select mailboxes to reset permissions: c Find...

Display Name Email Address

Alex Darrow AlexD@wyapindemol.onmicrosoft.com
Allie Bellew AllieB@vyapindemo8.onmicrosoft.com
Anne Wallace AnneW@vyapindemol.onmicrosoft.com
Aziz Hassouneh AzizH @vyapindemol.onmicrosoft.com
Belinda Mewman BelindaMN@wyapindemo8.onmicrosoft.com
Bonnie Kearney BonnieK@wvyapindemobl.onmicrosoft.com
Brian Johnson (TAILSPIN) Brian)@vyapindemad.onmicrosoft.com
Conf Room Adams Adams@vyapindemal.ocnmicrosofteom

L]
L]
L]
L]
Ll
{

Apply || Cancel
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Reset Mailbox Permissions

Select Mailbox(s)

Select a set of mailboxes from the available mailbox to reset mailbox access

permissions.

Select mailboxes to reset permissions: c Find... | ;-)
Disp!=- Marn [T W A P
Ales  Managing ‘Reset Non-Owner Access'...
Allie  Current mailbox: Alex Darrow
Ann  Processing mailbooc: 1in 3
[ Az |
[] Eeli Cancel m
[] Bonnie Kearney BonnieK@vyapindemob.onmicrosoft.com
[] EBrian Johnson (TAILSEIN) Brian)@vyapindemaod.onmicrosoft.com
[] ConfRoom Adams Adams@vyapindemaol.onmicrosoft.com W
{ *
Apphy | | Cancel
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s Reset Mailbox Permissions

Select Mailbox(s)

Select a set of mailboxes from the available mailbox to reset mailbox access
permissions.

Select mailboxes to reset permissions: o Find... | p

Display Name Email Address

Mailbox Permissions are reset successfully.
Aziz Hassg

Belinda Mg
Bonmie Ke
Brian Joh

Conf Room Adams Adams@vyapindemod.onmicrosoft.com

TO00000RKE
1
:

| Apply || Cancel
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Manage Users and Groups

How to Provision Users?

How to De-Provision Users?

How to Manage Group Members?

How to Manage Admin Role Members?

Manage Users

Manage Groups
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How to Provision Users?

The Provision Users feature allows you to create and provision users in your Office 365 tenant. It
provides useful features for administrators like assigning licenses, mailbox permissions, group

membership, administrator roles and Exchange admin roles.

Select Microsoft 365 Manager from the available vertical tabs. Then from left side of the application,

select Manage Users and Groups category and then click on Provision Users.

On selecting "Provision Users", a page will be displayed as shown below:

<

Excha

Vyapin Micrescft 365 Management Site - VyapinM365-1

nge Onilin: Repurls  SharePuint Online Reporls | Audit and Compliance Reperls | Miciosolt Teams Repor s

Current Tenant: VyapinM3€5-1

Provision Users |

Settings  Help  About

4 User Login Information

First Name:
Last Name:

Mail Address: * @ | M365x456987.onmicrosoft.c ~
Display Name: *
Sign-in status: @) Sign-inallowed O Sign-in blocked

Weak 7

IMake this user change their password when they first sign in.

[ Send password in email

Enter e-mail address:

Note: Email will be sent From connected tenant user: DiegoS@M365x456987.0nMicrosoft.com and
the machine running the application must be configured to send external mails.

4 User Settings
Load the settings: | None "
} [ Conditional Access
p [ ticenses
» [ Mailbox Permissions
» [[] Group Membership
» [] Admin Roles

» [[] Exchange Roles

[] Save the settings in this name

EREEE

The list of options available for administrators in this feature are General Details, Licenses, Mailbox

Permissions, Group membership, Admin roles and Exchange roles.
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e General Details option allows you to specify the general information required for user creation
like First Name, Last Name, Mail Address, Display Name etc.

4 General Details

First Mame: |Bruce

Last Name:  |'Wayne
Mail Address: ™ |Bruce'W @  M365x456987.onmicrosoftc
Display Marme: * | Bruce Wayne

Sign-in status: @) Sign-in allowed ) Sign-in blocked

* ----------| Strong »

Make this user change their password when they first sign in.

Send password in email

Enter e-mail address:

MNote: Email will be sent From connected tenant user: Diego5@M365x456987.0nMicrosoft.com and
the machine running the application must be configured to send external mails.

Additional Details..

Licenses option allows you to assign licenses for the user to be created. You can select a license to be
assigned or you can use the "Copy Product licenses", if you want to copy the licenses which are assigned
to another user in the tenant
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4 Licenses
@ Assign product licenses ) Copy product licenses

Select Usage Location @ | United States w

M3E65x456087:EMSPREMIUM -
ADALLOMS_STAMDALOME
RMSS_PREMIUMZ
RME5_PREMIUM
RMS5_ENTERPRISE
INTUNEA
AADPREMIUNM_P2
MFAPREMIUM
AADPREMIUM
[] M365x456987-ENTERPRISEPREMIUM
(] BPOSS TODO_3
] FORMSPLAM_ES
[ ] STREAMO365_E5
[ ] THREATINTELLIGENCE
[ Deskless -

Mailbox Permissions option allows you to assign mailbox permissions for the user mailbox to be
created. You can select the permissions to be assigned or you can use the "Copy Mailbox Permissions", if
you want to copy the permissions which are assigned to another mailbox in the tenant.
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4 Mailbox Permissions

@ Assign Mailbox Permissions () Copy Mailbox Permissions

Send As

The Send As permission allows a delegate to send e-mail from this mailbox. The message will appear to have been sent by the mailbox owner.
=]

Display Name Email Address -
Adele Vance AdeleV@M385x456987.0nMicrosoft.c:

AdamW@M365x456987.onmicrosoft.c

Adam Wallen

4

Send on Behalf

The Send on Behalf permission allows the delegate to send e-mail on behalf of this mailbox.
=]

Display Name Email Address -
Alda Muller AldoM@M365x456987 .onmicrosoft.co
Alex Wilber AlexW@M365x456987.0nMicrosoft.co
Ll 1]
Full Access

The Full Access permission allows a delegate to open this mailbox and behave as the mailbox owner,

Display Name Email Address -
Achim Maier AchimM@M365x456987 onmicrosoft.c

Adam Wallen AdamW@M365x4560987.onmicrosoft.c

Group Membership option allows you to add the created users to groups. You can select the groups for

adding the users or you can use the "Copy Group Membership", if you want to copy the group
membership from another user in the tenant
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' Group Membership

® Add to existing group ) Copy group membership

| Add ||Rfmmre|

Display Name Email Address -
Executives Executives@M3265x456987 onmicrosof
All Employees Employees@M365x456987 onmicrosot

Admin Roles option allows you to add administrator roles for the created user. You can select the roles

for adding to the user or you can use the "Copy Admin Roles", if you want to copy the admin roles from
another user in the tenant

A Admin Roles

@) Assign Admin Roles ) Copy Admin Roles

() User (no administrator access)

This user won't have permissions to the Office 365 admin center or any admin tasks.
() Global administrator

This user will have access to all features in the admin center and can perform all tasks in the Office 365 admin center.
(@ Customized administrator

You can assign this user one or many roles so they can manage specific areas

of Office 365,

Billing Administrator -

Dynamics 365 service administrator

Exchange administrator

] Passward administratar

[] Skype for Business administrator

] Power Bl service administrator

] Service administrator

Exchange Roles option allows you to add Exchange admin roles for the created user. You can select the

roles for adding to the user or you can use the "Copy Exchange Roles", if you want to copy the Exchange
admin roles from another user in the tenant
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P Exchange Roles

@ Assign Exchange Roles ) Copy Exchange Roles

Compliance Management -
Discovery Management
Help Desk

Hygiene Management

[] Organization Management
[ ] Recipient Management
[] Records Management

After specifying all the inputs required for user creation, click on "Create" for creating the user in your
Microsoft 365 tenant, assign licenses, mailbox permissions, roles etc.

How to De-provision Users?

The De-provision Users feature allows you to manage users, it contains several useful options for
admins to use before removing a user account from Office 365 tenant.

When someone leaves the organization, it is important to make sure that you secure all the confidential
data and files. Organization would never allow the user to retain the sensitive information. De-
provisioning a user improperly, can result in data loss and security breaches.

Perform the following steps to De-provision Users:

Select Microsoft 365 Manager from the available vertical tabs. Then from left side of the application,
select Manage Users and Groups category and then click on De-provision Users.

On selecting "De-provision Users", a pop - up window is displayed as shown below:
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attnbutes.

Refresh now: @ Find...

All Users Display Mame Email Address

Users who have Admin Roles
Users based on Groups
Mobile Device Access

Users based on Attributes

[ ] Select All

ok || Cancel

0 user(s) found.
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attnbutes.

Data collected on:  06/07/2016 5:46:25 PM Refrezh now: @

Find... |

All Users Display Name
Gary Sobers
e Brian Johnson (TAILSPIN)
David Longmuir

MOD Administrator

Users based on Groups

Mobile Device Access Belinda Newman

Users based on Attributes Junmin Hao
Julian Isla
Allie Bellew
Fabrice Canel
Katie Jordan

Alex Darrow

Tony Krijnen

[ S u, T,

Ooo0oOooooooood

[] select All

Emiail Address
GaryS@vyapindemaod.onmicrosoft.com
Brian)@wvyapindemo8.onmicroscft.com
DavidLi@wvyapindemod.ocnmicrosoft.com
admin@wvyapindemo8.onmicrosoft.com
BelindaMN@vyapindemo8.onmicrosoft.com
JunminH@vyapindemof.onmicrosoft.com
Julianl@wyapindemod.onmicrosoft.com
AllieB @vyapindemod.onmicrosoft.com
FabriceC@vyapindemo8.onmicrosoft.com
Katiel@vyapindemaod.onmicrosoft.com
AlexD@vyapindemod.onmicrosoft.com
TonyK@wyapindemof.onmicrosoft.com

[ Uy V., TSP JUN [Sp— |

oKk || Cancel

0 user(s) selected.

35 user(s) found.

Select the desired user(s) and Click on OK button to display the respective user details.
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes.

Data collected on:

All Users

Users who have Admin Roles

Users based on Groups
Maobile Device Access

Users based on Attributes

06/07/2016 5:46:25 PM

Refrech now: @

Find...

Display Name
Tony Krijnen

Sara Davis

Rob Young

Garth Fort

Conf Room Baker
Robin Counts
Conf Room Hood
Aziz Hassounsh
Pavel Bansky

Conf Room Adams
Conf Room Stevens

Molly Dempsey

Tl RN .

10000000000 WME

[] select Al

Email Address
TonyK@wyapindemof.onmicrosoft.com
SaraD@vyapindemo8.onmicrosoft.com
RobY@vyapindemod.onmicrosoft.com
GarthF@vyapindemo8.onmicrosoftcom
Baker@vyapindemo8.onmicrosoft.com
RobinC@vyapindemod.onmicrosoft.com
Hood@vyapindemod.onmicrosoft.com
AzizH@wyapindemo8.cnmicrosoft.com
PavelB@vyapindemo8.onmicrosoft.com
Adams@wvyapindemod.onmicrosoft.com
Stevens@vyapindemod.onmicrosoft.com

MollyD@vyapindemod.cnmicrosoft.com

jar S Y R, DAL PSS ; (IR S  R—

]

QK

| | Cancel

3 uszer(s) selected.

35 user(s) found.

Select options from the list displayed to perform on removing the users from Office 365 tenant.

- o mEm

S Vyapin Microsoft 365

Suite - i 1

Exchange Online Reports  SharePoint Online Reports | Audit and Compliance Reports | Microsoft Teams Reports | Microsoft 365 Manager

Current Tenant: VyapinM365-1 Settings  Help About

|Search [+ 1=/ De-provision Users = ™.
[License Mansger = [ — <] 3 sove e settinge it mame
| Maitbox Parmissions - M= -
Manage Users and Groups = ] Remave access from user mabile device
Provision Users [ Remave licenses sasigned for the user
I
| De-provision Users ‘ } [ Replace user account with another account
Manage Group Members b [ ] Archive user OneDrive content
Manage Admin Role Members [ (et i
b [ Copy administrator roles
Manage Users
b [ ] Copy greup membership
Manage Groups
[] Remave email forwarding
| Security Reports -~
[ < | [ Forward user incoming emails to another maitbox
| (P M= | ST = L] Convert user mailbax to shared mailbax
| Scheduls = [ ————
[] Remove user from exchange role permissions
[] Remave user from administrator roles |
Kl ] [»]
= | aeoy | Reset

Reset user password option can be used to reset the password for the selected account. When a user
leaves, the first thing you want to do is reset the password on their account, so that they can no longer
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access their account. Resetting their password means you can still access their mailbox but prevents
them from accessing sensitive information once they have left.

la Reset user password v
Send password in email:
Enter email address: hadd
g, Username@domain.onmicrosoft.com
Email the new password to the following recipients:
To Addresses Add
SaraD@mod625253.onmicrosoft.com

[] Make this user change their password when they first sign in.

Note: Email will be sent From connected tenant user: SaraD@mod625253.onmicrosoft.com and the machine running the application must be configured to send external mails.

Once you reset their password, auto-generated password will be sent to the selected e-mail addresses.

You may use Make this user change their password when they first sign in option to prompt user to
change their password, next time they login.

e Remove access from user mobile device option can be used to remove mobile device access
for the configured users from Office 365. If there are mobile devices connected to Office 365,
you can either ask the employee to remove this on their mobile devices or, if the employee has
been terminated under unfavorable circumstances, you may need to remotely wipe their
mobile devices to prevent them from accessing corporate data or information from the device.

¢ Remove licenses assigned for the user option can be used to remove all the Office 365 licenses
/ services assigned for the user.

e Replace user account with another account option can be used to replace user account with
another account in Office 365. When a user leaves, you can rename the leaver’s account with
the new account.

4 Replace user account with another account v
Tony Krijnen First name: Stephen
Sara Davis Last name: Flemming

*Display name: | Stephen Flemming

*User name: StephenF @ | modb25253.onmicrosoft.com L

Additional Details...

If you want to replace additional details for the selected users, click Additional Details..., then the
window will be displayed as shown below:
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Additional Details

Enter the additional details:

Job title: Product Manager
Department: Sales & Marketing
Office: 34128

Cffice phone:

Mabile phone:

Fax number:

Street address: 8055 Microsoft Way

City: Birmingham
State or province: AL
ZIP or postal: 35243

Country or region: |United States

o

Archive user OneDrive content option can be used to export the OneDrive folders and files for the
selected users from Office 365. OneDrive for Business is a bundle that comes with Office 365 used for
storing and organizing your work related documents. All the files that you store on OneDrive for
Business are private unless you share them, so when employee leaves your organization, you should
check to see if there are any documents to archive before deleting the user account.

F] Archive user OneDrive content o
Admin URL: https://mod625253-admin.sharepoint.com
Export location: Ch\Users\Public\Documents\Wyapin Office 365 Management Suite v l:l

Click View documents to view the OneDrive documents for that selected user. OneDrive document
viewer window will be displayed as shown below:
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One Drive Document
Select User(s):

Select user(s) for which you want to view the folders and files in one drive

4 URL |/personal/ftonyk_mod625253_onmicrosoft_com/Documents

Tony Krijnen MName Modified Date Modified
Personal Information 4/2016 8:37 AM  Tony Krij
Sara Davis
delete me 52772016 230 AM  Sara Dav

85 Q3 Preliminary Financial Projection  4/1/2016 636 AM  Tony Krij
&% Budget Planning Session.docx 472016 236 AM Tony Krij
@7 Q2 and O3 Budget Numbersxlsx  4/1/2016 636 AM  Tony Krij

G5 Q3 Asia Shipping Budget Review.p 4/1/2016 &:36 AM  Tony Krij

@' QT9007 Budget Analysis.dsx 4172016 836 AM Tony Krij
@' Sales Budget Analysis.xlsx 472016 236 AM Tony Krij

#

Close

Copy exchange role permissions option can be used to copy role permissions from the selected de-
provision user to another user automatically. When a user leaves, you may want to automatically copy
role permissions from one user to another user.

4 [7] Copy exchange role permissions v

10D799074. i Enter e-mail address to copy permissions:

AlexW@MOD799074.onmicrosoft.com LidiaH@mod799074.onmicrosoft.com

Please enter 2 valid email address, for example, Username@domain.onmicrosoft.com

Copy administrator roles option can be used to copy admin roles from the selected de-provision user to
another user automatically. When a user leaves, you may want to automatically copy roles from one
user to another user.

4 Copy administrator roles \{
10D799074. i com Enter e-mail address to copy permissions:
0070007 4.cnmicrasoft com LidiaH@mod798074 onmicrosoft.com

Please enter a valid email address, for example, Username@domain.cnmicrosoft.com
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Copy group membership option can be used to add the group membership of the selected de-provision
user to another user automatically. When a user leaves, you may want to automatically group
membership from one user to another user.

=l Copy group membership v

AdeleV@MOD799074.onmicrosoft.com Enter e-mail address to copy permissions:

AlexW@MODT99074.onmicrosoft.com LidiaH@mod799074.cnmicrosoft.com

Please enter a valid email address, for example, Username@domain.cnmicrosoft.com

e Remove email forwarding option can be used to remove forwarding address which you have
already configured for the selected mailbox.

e Forward user incoming emails to another mailbox option can be used to forward all your
incoming emails to another mailbox automatically. When a user leaves, you may want to
automatically forward the user new incoming emails to another mailbox.

If you want to forward all your incoming emails to another mailbox, then click on users and enter the
valid e-mail address to forward incoming mails.

r Forward user incoming emails to another mailbox 4

Tony Krijnen Forwarding Address:

5 Admin@med625253.onmicrosoft.com
Sara Davis

Please enter a valid email address, for example, username@domain.onmicrosaft.com

e Convert user mailbox to shared mailbox option can be used to convert an user mailbox to a
shared mailbox. Office 365 allows you to have any number of shared mailboxes. These
mailboxes do not require a license. The mailboxes have all the same functions of a regular
mailbox. The shared mailbox has a storage limit of 10 GB. Once the user mailbox is converted to
a shared mailbox, you can remove the license from the user account, freeing up the license for
use with another user.

¢ Remove user from groups option is used to remove a specific user from all groups the user
belongs, so that the user can no longer access any information related to the groups.

e Remove user from exchange role permissions option can be used to remove a specific user
from all the exchange roles assigned for that user.

e Remove user from administrator roles option can be used to remove a specific user from all
the administrator roles assigned for that user.

e Restrict user access option can be used to prevent the selected user to sign-in to Office 365.

e Delete user account option can be used to delete the selected user account from Office 365
tenant. Deleting the user account also frees the Office 365 license assigned to that user. When
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you delete a user account, you don’t lose their data and the user becomes inactive. The user’s
data is stored for 30 days, the user account and all associated data can be restored.

Once you have selected the options to perform on de-provisioning users, click on Apply button to run
the de-provision task.

Task Runner -Vyapin Microseft 365Management Suite

Start Time : Monday, June 27, 2016 6:14:22 PM

Feature Mame: De-provision Users

User Name: Saral@MODa25253. onmicrosoft. com

Status: Removing user from distribution groups. ..

Elapsed Time: 00.00:00:12 Stop

How to Manage Users?

The Manage Users feature is used to update user license and also other preliminary information such
as First Name, Last Name, Designation, City, State, Country, Office Address etc.

To access the feature follow the below steps:-

Click on the Microsoft 365 Manager from the vertical tabs. Then select Manage Users and Groups tab
from the available options and click Manage Users.

On selecting, Manage Users from the list, a pop - up window is displayed as shown below:
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes.

Refrezh now: @

Find...

All Users Display Mame
Users who have Admin Roles

Users based on Groups

Mobile Device Access

Users based on Attributes

[ ] Select All

Email Address

ok || Cancel
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes.

User Picker

Data collected on:  23-06-2016 10:54:45

Refresh now: @

Find:

> | 10 ‘J H

All Users Display Name Email Address
[] Alex Darrow AlexD@MOD625253 . onmicrosaft.com
Users who have Admin Roles (] Allie Bellew AllieB@mod625253.onmicrosoft.com
e e [ Andy Murray AndyM@MOD625253.onmicrosoft.com
[ Anne Wallace AnneW@MOD625253.onmicroscft.com
Mobile Device Access [[] Aziz Hassounsh AzizH@MODE25253.onmicrosoft.com
Users based on Attributes [] Belinda Mewman BelindaN@MOD625253.onmicrosoft.com
[] Ben Andrews ben@OD625253 . onmicrosoft.com
[] Bob Erian Bobb@MOD625253 . onmicrosoft.com
[] Bonnie Kearney BonnieK@MODE25253.cnmicrosoft.com
[] Brian Jehnson (TAILSFIN) Brian) @MOD625253 onmicrosoft.com
[l Chris Green chris@MOD625253.onmicrosoft.com
[l ConfRoom Adams Adams@MODE25253.onmicrosoft.com
-C_ >
[] select All
QK | | Cancel
0 user(s) selected. 1037 user(s) found.

Select the desired user(s) and Click on OK button to display the respective user details.
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o User Picker
Select users: ‘1
Select users. You may query and select users based on their roles, groups, devices and attributes. ‘

Data collected on:  23-06-2016 10:54:48 Refresh now: @ Find:
All Users Display Name Email Address "

[] Katie Jordan Katie)@MOD625253.onmicrosoft.com
Users who have Admin Roles [ Melissa MacBeth melissa@MOD625253.onmicroscft.com
e e [l MOD Administrator admin@MODB25253.onmicrosoft.com

(1 Molly Dempsey MollyD@MOD625253.onmicrosoft.com
Mobile Device Access [] Nate Diaz NateD@MODE25253.onmicrosoft.com
Users based on Attributes [] Pavel Bansky PavelB@MODE25253.cnmicrosoft.com

[] Rob Young RobY@MOD625253.onmicrosoft.com

Robin Counts RobinC@MODG625253.onmicrosoft.com

Sara Davis SaraD@MODB25253 onmicrosoft.com

B Tony Krijnen TonyK@meodb25253.onmicrosoft.com

] User1 User1@MODE25253 . onmicrosoft.com

[0 User1o User10@MOD625253.onmicrosoft.com

{_ )

[] select All

QK | | Cancel
3 user(s) selected. 1037 user(s) found.

The respective user information along with the license will be displayed as shown below.
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T
License Manager v || Manage Users ¥ ™\

Data Collection Time: 27-06-2016 16:27:06

=
2 Mailbox Permissions v
5 Display Name First Name Last Name Licences Designation
11| Manage Users and Groups -
e Sara Davis Sara Davis Select Licences.. | Product Manager
£l De-provision Users Tony Krijnen Tony Krijnen Select Licences.. | CVP Finance
Robin Counts Robin Counts Select Licences.. | Marketing Assistant
Manage Group Members

Manage Admin Role Members

Manage Users

Manage Groups

Security Reports -
License Reports |
Dashboard Summary -
Schedule |

To edit user information, click on the desired cell. The cell background is changed to yellow, once the
cell gets the focus. It is then changed to green after information is updated on the particular cell as
shown below:-

rManage Users %

Data Collection Time: 27-06-2016 16:27:0¢

First Name Last Name Licences Designation Department Office Mobile Phone

Sara Davis Select Licences.. | Product Manager Sales & Marketing ~ |20/2107 Null

Tony Krijnen Select Licences. | CVP Finance Finance 34M128 Null

Robin Counts Select Licences., | Marketing Assistant | Sales & Marketing | 18/1106 Null

[V Features v

( Manage Users % ™,

Data Collection Time: 27-06-2016 16:2

Last Name Licences Designation Department Office Mobile Phone Office Phone
Davis Select Licences.. | Product Manager Sales & Marketing 20/2107, Broadway, +1918 555 C
Krijnen Select Licences.. || CVP Finance Finance 34/112 B MNull +1 205 555 C
Counts Select Licences.. | Marketing Assistant Sales & Marketing 18/11086 MNull +1954 555 C
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User can select from the list of options for columns such as Designation, Department, City and State as

shown below:

rI\.'1anage Users x|

>

g First Name Last Name

52 Davis

b Tony Blair
Robin Counts

Licences

Select Licences..

Designation Department

Product Manager Sales &

‘ Select Licences.. ‘

Paralegal v | Finance

Marketing

Select Licences..

Product Manager
[T Manager

VP Marketing

CVP Finance

CVP Operations
Accountant Il
Auditor

5r. VP Sales & Marketing
Paralegal
Marketing Assistant
QA

ereting

JELLNY>

neip HU

Data Collection Time: 27-08-2016 17:2

Office

20/2107, Broadway
34/1128

18/1106

Mobile Phone
+1 918 666 12
Null
Null

To change the license, click on "Select licenses" button. A window is displayed as shown below:-
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Licence Picker

Showing Licence for Robin Counts

Select Usage Location : | United States

MOD6&25253:ENTERPRISEPREMIUM

B[] ADALLOMS_0365
EQUIVIOANALYTICS
[] LOCKBOXENTERPRISE
[] EXCHANGEANALYTICS
SWAY
MCOEV
MCOMEETADV
[] BIAZURE_P2

Licence Picker

Showing Licence for Robin Counts

Select Usage Location :

MOD625253:ENTERPRISEP
I /] ADALLOMS 0365
EQUIVIOANALYTICS
[] LOCKBOXENTERPRISE
[] EXCHANGEANALYTICS
SWAY
MCOEV
MCOMEETADV
[] BIAZURE_P2

Uruguay

Tunisia

Turkey
Turkmenistan
U.AE.

Ukraine

United Kingdom
United States

Uruguay
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Uzbekistan
Vietnam

Yemen
Zimbabwe




e To clear the changes made onto a single user, use refresh button provided at left corner of

each row. To undo all the changes made, use "Undo All" button at the right corner of
application.

e Click on the "Update" button to update all the changes made on all the selected users.
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Once the update is successful, an alert will be displayed as shown below:

( Manage Users % \

:signation

oduct Manager

v Features v

‘P Finance

P Research & Development
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Department
Sales & Marketing
Finance

Sales & Marketing

Office Mobile Phone

20/2107, Broadway +1 918 bbb 1232

34/112B Null
18/1106 Null

Update User

o Updated Successfully.

Data Collection Time : 27-06-2016 17:20:06

Office Phone

+1918 555 0107
+1 205 555 0108
+1954 5550118

FAX
MNull
Null
Mull

Street
7633 E
3535 C
6750 b



How to Manage Groups?

The Manage Groups feature allows to change owners and members of all the available groups.
To access the feature follow the below steps:-

Click on the Microsoft 365 Manager from the vertical tabs. Then select Manage Users and Groups tab
from the available options and click Manage Groups.

On selecting, Manage Groups from the list, a pop - up window is displayed as shown below:

Group Picker

Select Groups:

Select Groups. You may query and select groups based on their distribution groups, security groups,
attributes and group membership.

Data collected on:  23-06-2016 10:57:49 Refresh n::.-.-,-:‘ Find: -

All Groups Display Mame Email Address ~
(] Al Employees Employees@MOD625253.onmicrosoft.co
Distribution Groups [] Building 1 Rooms Building1Rooms@MOD625253.onmicros
e [] Building 2 Rooms Building2Rooms@MODE25253.0nmicros
[0  Executives Executives@MODB25253 . onmicrosoft.cor
Groups based on Group [] Finance Team Finance@MOCD625253.onmicrosoft.com
Attributes
[l Legal Team Legal@MOD625253 . onmicrosoft.com
Groups based on User Attributes [] Morthwind Traders MNorthwind @MODE25253.onmicrosoft.co
[] Project Falcon ProjectFalcon@MODE25253 . anmicrosoft,
[] 5ales Team Sales@MOD6E25253 . onmicrosoft.com
'
[] Select Al Clear Filte
) Exclude Distribution Groups ) Exclude Security Groups

() Exclude Groups based on User Attributes | Attributes.

| QK | | Cancel

11 greup(s) found.

Select the desired group(s) and Click OK... button to display the respective group details.
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@ Group Picker
Select Groups: 1
Select Groups. You may query and select groups based on their distribution groups, security groups,
attributes and group membership. ‘
Data collected on:  24-06-2016 18:59:33 Refresh now: @ Find:
All Groups Display Mame Email Address ~
[ Al Employees Employees@MODB25253.onmicrosoft.co
Distribution Groups [] Building 1 Rooms Building1Rooms@MOD625253.onmicros
ey e [] Building 2 Rooms Building2Rooms@MOD625253.0nmicros
Executives Executives@MODE25253 . onmicrosoft.cor
Groups based on Group i#l  Finance Team Finance @MOD625253.onmicrosoft.com
Attributes
[] Legal Team Legal@MOD625253.onmicrosaft.com
Groups based on User Attributes [] Morthwind Traders MNorthwind @MODE25253.cnmicrosoft.co
[] Project Falcon ProjectFalcon@MOD625253 . onmicrosoft,
[] sales Team Sales@MODG25253.onmicrosoft.com
{'_| - - - : b
[] select Al
) Exclude Distribution Groups ) Exclude Security Groups

) Exclude Groups based on User Attributes | Attributes...

(8] 4 | | Cancel

2 group(s) selected. 11 group(s) found.

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

274



[rrewrE———

[RrrTey Prre— =
[—— . Cabs Sodicies T IT-0EFI2T IRAICH
Sinplay Fsme fra— [r—
Wlasia sl i —
danage Pt B tosoree 530 CATHE TS | SEI MDY
- proinn- s 1 Fra~ge Team S TR [Sﬂt'l !

Blaruge Groap Memzo
Blaruge fdnin Ak Menbos

BAagE e

To update the members for a group, click on the "Select Members" button of the respective group. A
window is shown as below:

- Property Settings

Showing Members of Finance Team

Find Search

Display Name Email Address )

Alex Darrow AlexD@MODB25253 . onmicrosoft.com

Allie Bellew AllieB@MODE25253.cnmicrosoft.com

Katie lordan Katie/@MODB25253.onmicrosoft.com

Moally Dempsey MallyD@MOD625253.onmicrosoft.com

Bob Brian Bobb@MODE25253. onmicrosoft.com

User 778 User77T8@MOD625253 . onmicrosoft.com

User 779 User/7T9@MOD625253.onmicrosoft.com

Sara Davis SaraD@MODe25253.onmicrosoft.com

[] User78 User73@MODE25253.cnmicrosoft.com

[] uUser780 User730@MOD625253.onmicrosoft.com

[] User781 User721@MOD625253 . onmicrosoft.com

[] User782 User732@MOD625253.onmicrosoft.com

1 I lmmee T2 Il e T AAMMETETED mmmm i memm i E4 mmimm N

K
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To search for a user, type the user name in the provided field at the top of the window and click on the
"Search" button.

- Property Settings

Showing Members of Finance Team

Find == Search
Display Name Email Address

|:| Melissa MacBeth melissa@MOD625253.onmicrosoft.com

Sara Davis SaraD@MOD625253 . onmicrosoft.com

Likewise to update the owners for a group, click on the "Select Owners" button of the respective group.
A window will be shown as below:
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- Property Settings

Showing Owners of Finance Team

Find Search
Display Name Email Address f~

MOD Administrator admin@MODB25253 . onmicrosoft.com

User 778 Userf7T8@MODE25253 . onmicrosoft.com

User 779 User7T9@MODE25253 . onmicrosoft.com

zer 78 UserfB@MODE25253.0nmicrosoft.com

User 780 User730@MODG25253 . onmicrosoft.com

[] User781 User731@MODE25253.onmicrosoft.com

[] User7a2 User732@MODB25253 . onmicrosoft.com

[] uUser7s3 User733@MODG25253 . onmicrosoft.com

[] User784 User784@MODBE25253 onmicrosoft.com

[] User78s User735@MODE25253 . onmicrosoft.com

[] uUser78s User736@MODE25253 . onmicrosoft.com

[] User787 UserTE7@MODBE25253 . onmicrosoft.com

1 1lrne 70O e TOOAAAMNDETE TED nimnimemm e e

KN =1

To clear the changes made onto a single group, use refresh button provided at left corner of each row.
To undo all the changes made, use "Undo All" button at the right corner of application.

Click on the "Update" button to update all the changes made on all the selected groups.
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Once the update is successful, an alert will be displayed as shown below:
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How to Manage Group Members?

The Manage Group Members feature allows you to assign or remove selected set of users from the
selected groups. You may assign or remove users to multiple groups at the same time.

Perform the following steps to Manage Group Members:

1. Select Microsoft 365 Manager from the available vertical tabs. Then from left side of the
application, select Admin Tasks and then click on Manage Group Members.
2. On selecting Manage Group Members, a pop - up window is displayed as shown below:
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Select Groups and Users

Asszign or Remove users to multiple groups. You may assign or remove users to
multiple groups at the same time.

suSelect Groups.. | F.4 sjuSelect Users.. | ~

Assign or Remove:
®) Assign users to selected groups
() Remaowve users from selected groups

3. Select groups along with the users for which you wish to manage group members.
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Select Groups and Users

Asszign or Remove users to multiple groups. You may assign or remove users to
multiple groups at the same time.

suSelect Groups.. | F.4 sjuSelect Users.. | ~

Sales Team Sara Davis

Test group

Assign or Remove:

®) Assign users to selected groups
() Remaowve users from selected groups

Assign users to selected groups: This option is used to assign users to the selected groups.
Remove users from selected groups: This option is used to remove users from the selected groups.

4. Click Apply button to proceed.
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s Manage Group Members
Select Groups and Users

Asszign or Remove users to multiple groups. You may assign or remove users to
multiple groups at the same time.

seSelect Groups... | X guSelect Users., | &

Sales Team | | Rara Navne

Testgro  Managing ‘Group Members'..

Current obyect: Test group

Processing object: 2in 2
|
Cancel

Assign or Remove:
® Assign users to selected groups
() Remowve users from selected groups

Apply || Cancel
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Manage Group Members

Select Groups and Users

Assign or Remove users to multiple groups. You may assign or remowve users to

multiple groups at the same time.

ejaSelect Groups.. | .4 ejSelect Users.., | .9

Sales Team

Test group

Group Members are added successfully.

Assign or Remove:
@) Assign users to selected groups
i) Remowve users from selected groups
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How to Manage Admin Role Members?

The Manage Admin Role Members feature allows you to assign or remove selected set of users from
the selected roles. You may assign or remove users from multiple roles simultaneously.

Perform the following steps to Manage Admin Role Members:

1. Select Microsoft 365 Manager from the available vertical tabs. Then from left side of the
application, select Admin Tasks and then click on Manage Admin Role Members.

2. On selecting Manage Admin Role Members, a pop - up window is displayed as shown below:

Select Roles and Users

Assign or Remove users to multiple roles. You may assign or remove users to multiple
roles at the same time,

ejSelect Roles... | X ejSelect Users.., | X

Assign or Remove:
®) Assign users to selected roles
() Remove users from selected roles

3. Select roles along with the users for which you wish to manage admin role members.
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Select Roles and Users

Asszign or Remove users to multiple roles. You may assign or remove users to multiple
roles at the same time,

ejSelect Roles... | ~ sjuSelect Users.. | ~

Discovery Management Sara Davis

Compliance Management Tony Krijnen

Assign or Remove:
®) Assign users to selected roles
) Remaove users from selected roles

Assign users to selected roles: This option is used to assign users to the selected roles.
Remove users from selected roles: This option is used to remove users from the selected roles.

4. Click Apply button to proceed.
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3 Manage Admin Role Members
Select Roles and Users

Assign or Remove users to multiple roles. You may assign or remove users to multiple
rcles at the same time,

gjpSelect Roles.. | X guSelect Users.., | 2%

Discﬂ'l.l'er‘.f MHF‘IW‘IF‘IIT\FH{' | | QHT.FI nl.m.'ir.

Complia  Managing " Admin Roles Members”..

Current object: Discovery Management

Processing object: 1in 2
|
Cancel

Assign or Remove:
®) Assign users to selected roles
() Remove users from selected roles

| Apply || Cancel
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i Manage Admin Role Members
Select Roles and Users

Asszign or Remove users to multiple roles. You may assign or remove users to multiple
rcles at the same time,

gjuSelect Roles.. | ~ eSelect Users.., | F

Discovery Management Sara Davis

Compliance

Adrnin Role Members are added successfully.

Assign or Remowve:
®) Assign users to selected roles
) Remowe users from selected roles

Apply || Cancel
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Security Reports

How to generate Security Impact Report for Users?

How to generate OneDrive User Permissions Report?

How to generate OneDrive Non-Owner Permissions Report?

How to generate Site Collection Administrator Access?

How to generate OneDrive Permissions Report?

How to generate Non-Owner Mailbox Access

How to generate Shared Mailbox Access

How to generate Exchange Admin Roles?
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How to generate Security Impact Report for Users?

Security Impact Report for Users shows who has access to which mailboxes and other related
information so that you analyze the security implications of user’s access rights, roles, and group
memberships within Office 365. This report shows information about Group Membership, Distribution
Group Membership, Administration Roles, Other User Mailbox Access, Shared Mailbox Access, Public

Folder Access, and Licenses assigned for users. Additionally, it also gives information about users One
Drive content.

Perform the following steps to generate Security Impact Report for Users:

1. Select Microsoft 365 Manager from the available vertical tabs. Then from left pane of the
application, select Security Reports and then click on Security Impact Reports for Users.

On selecting Security Impact Reports for Users Report, a pop-up window will be displayed as
shown below:
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes.

Refresh now: @ Find...

All Users Display Mame Email Address

Users who have Admin Roles
Users based on Groups
Mobile Device Access

Users based on Attributes

[] Select All

ok || Cancel

0 user(s) found.

2. Select the desired user(s) and Click on OK button to display the respective user details.
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes.

Data collected on:  06/07/2016 5:46:25 PM Refresh now: @ Find...

All Users Display Mame Email Address

Tony Krijnen TonyK@wvyapindemo8d.ocnmicrosoft.com

Users who have Admin Roles Sara Davis SaraD@vyapindemo8.onmicrosoft.com

Users based on Groups Rob Young RobY@vyapindemod.onmicrosoft.com

Garth Fort GarthF@wvyapindemod.onmicrosoft.com
Mobile Device Access Conf Room Baker Baker@vyapindemod.onmicrosoft.com
Users based on Attributes Robin Counts RobinC@vyapindemo8.onmicrosoft.com
Conf Room Hood Hood@vyapindemod.onmicrosoft.com
Aziz Hassouneh AzizH@wyapindemo8.onmicrosoft.com
Pavel Bansky PavelB@vyapindemo8.onmicrosoft.com
Conf Room Adams Adams@wvyapindemod.onmicrosoft.com
Conf Room Stevens Stevens@vyapindemod.onmicrosoft.com

Molly Dempsey MellyD@vyapindemo8.onmicrosoft.com
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[] select All

ok || Cancel

3 uszer(s) selected. 35 user(s) found.

3. During data collection, the window is displayed as shown below.
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4. Once the data collection process is complete, the report data will be displayed in a report
window as shown below:

| Security bmpact Report for Users ®

 Name Service States.
« I EEEEEEEE—— )

291



How to generate OneDrive User Permissions Report?

Before generating an OneDrive report, a valid admin site should be connected with proper credentials
in the Configuration Settings. Perform the following steps to generate a OneDrive report:

OneDrive User Permissions Report shows the list of folders and files in all the personal sites that a
selected users has access to. It shows the access rights of a user to other user's folders and files in
OneDrive site within office 365. This report shows information such as Account Name, Folder or File
Name, Folder or File URL, Account Type, Permission Type, Permission Level, Author, Editor and Size (in
MB) of folders and files access to the selected users.

Perform the following steps to generate OneDrive User Permissions Report:

Select Microsoft 365 Manager from the available vertical tabs. Then from left pane of the application,
select Security Reports and then click on OneDrive User Permissions Report.

On selecting "OneDrive User Permissions Report" Report, a pop-up window will be displayed as shown
below:
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attnbutes.

Refrech now: @ Find...

All Users Display Mame Email Address

Users who have Admin Roles
Users based on Groups
Mobile Device Access

Users based on Attributes

[ ] Select Al [] Include Files

ok || Cancel

0 user(s) found.
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attnbutes.

Data collected on:  06/07/20716 :46:25 PM Refrezh now: @ Find... |

All Users Display Mame Email Address

Gary Sobers GaryS@vyapindemaod.onmicrosoft.com
Users who have Admin Roles Brian Johnson (TAILSPIN)  Brian)@wyapindemo8.onmicrosoft.com

e David Longmuir DavidlL@vyapindemo8.onmicrosoft.com

MOD Administrator admin@wyapindemo8.onmicroscft.com
Mobile Device Access Belinda Mewman BelindaM@vyapindemod.onmicroscft.com
Users based on Attributes Junmin Hao JunminH@wvyapindemod.onmicrosoft.com
Julian Isla Julanl@vwyapindemod.ocnmicrosoft.com
Allie Bellew AllieB@vyapindemaod.onmicrosoft.com
Fabrice Canel FabriceC@vyapindemof.onmicrosoft.com
Katie Jordan Katiel@vyapindemod.onmicrosoft.com
Alex Darrow AlexD@vyapindemod.cnmicrosoft.com

Tony Krijnen TonyK@wyapindemo8.onmicrosoft.com

e TR o [ gy ¥, TSNP SR [Sp— |

lO0o00O0oOoo0oOoooooo

[] Select &l [ ] Include Files

oKk || Cancel

0 user(s) selected. 35 user(s) found.

Select the desired user(s) and Click on OK button to display the respective user details.
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attnbutes.

Data collected on:  06/07/2016 5:46:25 PM

All Users

Users who have Admin Roles

Users based on Groups

Muaobile Device Access

Users based on Attributes

Refrezh now: @

Find...

10000008000 &"E

[] select Al

Display Mame
Tony Krijnen

Sara Davis

Rob Young

Garth Fort

Conf Room Baker
Robin Counts
Conf Room Hood
Aziz Hassouneh
Pavel Bansky

Conf Room Adams
Conf Room Stevens

Molly Dempsey

Tl AN .

[] Include Files

Email Address
TonyK@wyapindemo8.onmicrosoft.com
SaraD@wvyapindemo8.onmicrosoft.com
RobY@wyapindemo8d.onmicrosoft.com
GarthF@wyapindemof.onmicrosoft.com
Baker@vyapindemof.onmicrosoft.com
RobinC@vyapindemod.onmicrosoft.com
Hoocd@vyapindemo8.onmicrosoft.com
AzizH@wyapindemo8.onmicrosoft.com
PavelB@vyapindemod.onmicrosoft.com
Adams@vyapindemo8.onmicrosoft.com
Stevens@vyapindemod.onmicrosoft.com

MellyD@vyapindemo8.onmicrosoft.com

o S Y N APPSR PSR ; PN S < R—

]

oKk || Cancel

3 user(s) selected.

35 user(s) found.

During data collection, the window is displayed as shown below.
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Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

|| Cnalrive User Permasions «
Bocr Beau D oaehen Data Collection Teme: 24-06.2016 17:5234

Roten Courts  delete me Folder Jpersonaltomk_mos62515)_ . nbarites
Robin Counts  Personal Folder Jpersonal/atieb_modsisisd h_comDx inherited
Robin Counts  D365-C08 Folder Tpersonaliatied_modsisis)_camiromwft_com/Oocumentsy/0165-000 nherited
Bobin Counts  Gelate me Feider Tpatsonal/adnd_moosisis) ft_comDx = Inherited
Roben Coonts  pard Feider [personal/alied_modSIsrs3 X mhentes
Robin Counts  Account Files. Folder /personal/alieb_mods2ss3 ¢ X Files inherited
Robin Counts  Alle Belew Documents  Folder Tpersonal/atieb_mods 25733 s e Befiew nh
Bobin Counts  Personsl Tolder Tparsonaliatnew_modbi515) _ nherited
Wobtan Counts  delete me Felder Jpersonal/asnew _mos515153 comicecion comDocuments/delete me nbenited
Robin Counts  Community Projects Folder [personal/anzh_mods151s3 ft_comyD Projects mhented
Robin Counts  Personal Foider Ipersonal/tetindan_mad625253_ & _c nhented
Bobin Counts  Perscnal Folder Tpersonalionmiak_mod6151%3 " nherited
Roban Counts  Shared With Everyone Folder Tpersonalitonniet mod625253, X fShared With :
Robin Counts  Penonsl info Folder Ipersonal)evdl_mod62535) ¢ o mherited
fobin Counts  Perscnal folder Tparscealidenisd_models2s) 'O mhatited
Robin Courts  Private Seiser Tpersonalidorensp_mod6s2s3 _com/D nherted
Robin Counts  Comemunity Projects Foider 4 LX rojects

Fobin Counts  D363-008 Folder fpersonalatecec_mode2sIs3_onmicrosclt_comyDocuments/ 0365008 inherted
Bobin Counts My StuMt Folder [personal/gatrety ¢ h_ y Sttt inherited
Robin Counts  Community Service: Folder Tparscnaligantht mod8525) ¢ _coen/D y Service

Roben Counts  Private Feider Ipersonal/anets_modsSIS3 " nherited
Foben Counts  Jamet Schoer Documents  Folder fpersonal/janets_moosISIs3 ¢ R Schorr o1
Fobin Courts  Personal Folder Ipersonalioly_mod613253 ¢ f_com/Do wherited
Fobin Counts  10MD Folder Tparsonsliroly_mod6l52%) " Inbarited
Fobin Counts  Contents. Folder Ipersonaliroby_mod6ia5253 . mhentes
Robin Counts  delete me oider Tperscaalieoly modtls15) ¢ /Ox me nherited
Robin Coonts My Stult Felder Tpersondl/phani_modsisiss_comicrolol_com/Documents/My Stuff nharites
Robin Courts  partd Feider Jpersonal/pbani_modsTss3 X mhented
Robin Coants  Engineenng Compeotion  Folder fpersonal/unminh_mode2s233 X e % Competiton  inherited
fobin Cogrits  Personal info Folder Jpersomalfiand_modt25253_ - who mherited
Robin Counts  Contoss Dlectronics Tolder Fpersonalfiatel_modelsiss ] A e nherited
Robin Courts  Private iefo TFolder Tprtscnal/eate]_medbsrs ¢ PPrwvate olo mherited
Rotan Counts  Clarss Documents Folder /personal/ate]_ mod625253 o osoft {Cass o
e e >
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How to generate OneDrive Non-Owner Permissions Report?

Before generating an OneDrive report, a valid admin site should be connected with proper credentials
in the Configuration Settings. Perform the following steps to generate a OneDrive report:

OneDrive Non-Owner Permissions Report shows the users who has access to the folders and files
within the personal site. It displays the users with permissions assigned on folders and files of a
personal OneDrive site. This report shows information such as Folder or File Name, Object Type, Folder
or File URL, Account Name, Permission Type, Permission Level, Author, Editor and Size (in MB).

Perform the following steps to generate OneDrive Non-Owner Permissions Report:

Select Microsoft 365 Manager from the available vertical tabs. Then from left pane of the application,
select Security Reports and then click on OneDrive Non-Owner Permissions Report.

On selecting "OneDrive Non-Owner Permissions Report" Report, a pop-up window will be displayed as
shown below:
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes.

Refresh now: @ Find...

All Users Display Mame Email Address

Users who have Admin Roles
Users based on Groups
Mobile Device Access

Users based on Attributes

[ 1 Select Al [] Include Files

ok || Cancel

0 user(s) found.
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes.

Data collected on: 06/07/2016 5:46:25 PM Refrezh now: @

Find... |

All Users

Users who have Admin Roles

Users based on Groups

Mobile Device Access

Users based on Attributes

Display Name

Gary Sobers

Brian Johnson (TAILSPIN)
David Longmuir
MOD Administrator
Belinda Mewman
Junmin Hao

Julian Isla

Allie Bellew

Fabrice Canel

Katie Jordan

Alex Darrow

Tony Krijnen

e T o

Ooo0ooooOoooood

[] select &l [] Include Files

Email Address
GaryS@vyapindernaod.onmicrosoft.com

Brian)@wvyapindemod.onmicrosoft.com
DavidL@wyapindemod.onmicrosoft.com
admin@wvyapindemof.onmicrosoft.com
BelindaM@vyapindemo8.onmicrosoft.com
JunminH@wyapindemod.onmicrosoft.com
Julianl@vyapindemod.onmicrosoft.com
AllieB@vyapindemod.onmicrosoft.com
FabriceC@vyapindemof.onmicrosoft.com
Katiel@vyapindemod.onmicrosoft.com
AlexD@vyapindemad.onmicrosoft.com

TonyK@vyapindemof.onmicrosoft.com

[ S o T T SR [P |

ok || Cancel

0 user(s) selected.

35 user(s) found.

Select the desired user(s) and Click on OK button to display the respective user details.

299



Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes.

Data collected on:

All Users

Users who have Admin Roles

Users based on Groups

Mobile Device Access

Users based on Attributes

06/07/2016 5:46:25 PM

Refrech now: @

Find...

100000 0DRO0O0FME

[] select All

Display Name
Tony Krijnen

Sara Davis

Rob Young

Garth Fort

Conf Room Baker
Robin Counts
Conf Room Hood
Aziz Hassounsh
Pavel Bansky

Conf Room Adams
Conf Room Stevens

Mally Dempsey

Tl R .. .

[] Include Files

Email Address
TonyK@vyapindemo8.onmicrosoft.com
SaraD@vyapindemof.onmicrosoft.com
RobY@wyapindemo8.onmicrosoft.com
GarthF@vyapindemo8.onmicrosoft.com
Baker@vyapindemof.onmicrosoft.com
RobinC@vyapindemo8.onmicrosoft.com
Hood@wvyapindemo8.onmicrosoft.com
AzizH@wvyapindemo8.onmicrosoft.com
PavelB@vyapindemod.onmicrosoft.com
Adams@vyapindemod.onmicrosoft.com
Stevens@vyapindemod.onmicrosoft.com

MollyD@vyapindemod.cnmicrosoft.com

jar Sy N N ., RPN S PSRN ; [ ' R—

]

ok || Cancel

3 user(s) selected.

35 user(s) found.

During data collection, the window is displayed as shown below.
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Corsert s Sorn D
Frocenting User 1in 3

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

| OneDrwve Non-Owrer Permasons ®

@ rccr Wit D Rebeiy Show permsons for | memaland ectarmal s~ | |~ Selectconenrs <+ < | O Collection Time: 24-06-2016 17:52:34

¥ Tony Kifjnen

P Saea Davis

4 Robin Counts

Folder of file Name  Object Type  Folder or File URL Account Name Accosnt Type  Pen
Communtty Service  Foider Tperscnalieclee, modbS2S3 " _com/D y Sereve Everpone GROUP e
Commmrnty Service  Feider Tparscnaljrobing_ modbs2s) _com/Dx /< Y Serecn [raryoos except externsl wiers  GROUP e
Commuenty Service  Folder Jperscnaliroting_mods25253 X y Secvice  Zrinka Makovac USER e
Community Service  Folder Jpersonalirobing mod625253_onmirosoft_comyDocuments/Community Service  Sara Davis USER Inbe
Community Service  Folder Ipersonalieobine_mod6lslsd ~ ) Service  Moly USER Inbe
Comemunty Sarvice  Folder Tpersonalirobing mod625283 _com/Dx < y Service  Docens Paschin user e
Comemunity Service  Folder Ipersonalirebing mod62S2S3 " Service  David Long) USER e
Commundty Service  Folder /personalirobing mod625253_onmicrosoft_comyDocuments/Community Service  Alex Darow USER Indw
Communty Service  Folder Ipersonalirobing_modt25233_ X o Y Service  Albe Dellew USER e
Comemunty Seevice  feider Tperscaalrobine_mod6ls2s)_onmicrosol_com/Dotumenty/Community Servie  Asne Wallace UsER Inhe
Communty Service  Foider fpersonal/roding mod62S253 e _com,'Dx G Servee An h USER e
Communty Service  Folder /persooalrobing mod625253 ¢ o y Servce  Belnda Newman USER Inhe
Comemuniy Service  Folder [perscnal/robing mosb2S253 oDy G Servce  Bonnke Xeattey USER nhe
Communiy Service  Folder /personalirobing, mod625253 X y Servce  Fatrice Canel USER b
Communiy Service  Folder Ipersonal/robing_mod6lsds) ¢ ~_comy e y Service  Garret Vargn USER Inhe
Comemmunty Sarvice  Folder , i _mos615253 _com/D )< Secveh  Garth fon ustn I
Communty Service  Felder Tpersonalirebisg, modb25283 _comyDx 'c Servce Janet Schorr USER e
Communtty Service  Foider Jpersonalirobing mod625253_onmacrosoft_comy'Documents/Community Service  Jullan bila USER e
Commenty Service  Folder /personal/robing_mod6152%3_onmiroac®_com/Documenti/Community Service  Junmin Mo USER Inhe
Communiy Sarvice  Ioider Tpenscnalirobing_ mod6ls2s) = _com/x e y Servce an Forw ustn e
Commontty Service  Folder Jpersonalirotine mosbS253 ¢ ! D Service Yabe Jordan USER L
Community Service  Foider /personal/robing mod625253_onmicrosoft_comyDocuments Community Service  Pavel Sansky USER nhe
Communy Service  Folder Ipersonalirobing_mod6ls2%3 o Service  Job Young USER Inb
Communty Service  Tolder P frobing_modeds2s) ¢ _comy,'Ox 4 y Sarvce  Oeni Dehenne UStR I
Communty Service  Folder Ipersonalirobing_mod615253_onmuroso®t_com Documenty/Community Tory Krinen USER Irhe

How to generate Site Collection Administrator Access
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Before generating an OneDrive report, a valid admin site should be connected with proper credentials
in the Configuration Settings. Perform the following steps to generate a OneDrive report:

Site Collection Administrator Access report shows the users who are the site collection administrators
or site collection owners in the selected OneDrive personal site. This report shows information such as
Personal Site Of (User), Personal Site URL and Site Admin Access.

Perform the following steps to generate Site Collection Administrator Access:

Select Microsoft 365 Manager from the available vertical tabs. Then from left pane of the application,
select Security Reports and then click on Site Collection Administrator Access.

On selecting "Site Collection Administrator Access" Report, a pop-up window will be displayed as shown
below:

Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes. ‘

Refresh now: @ Find... | jo.

All Users Display Name Email Address

Users who have Admin Roles
Users based on Groups
Muaobile Device Access

Users based on Attributes

Select All

oKk || Cancel

0 user(s) found.
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes.

Data collected on:  06/07/2016 5:46:25 PM Refresh now: @

Find... |

All Users Display Mame
Gary Sobers

Users who have Admin Roles Brian Johnson (TAILSPIN)

Users based on Groups David Longmuir

MOD Administrator
Molbile Device Access Belinda Newman
Users based on Attributes Junmin Hao
Julian lsla
Allie Bellew
Fabrice Canel
Katie Jordan
Alex Darrow
Tony Krijnen

[ A o YR

lO0o00OoooOooooog

[] select Al

Email Address
GaryS@vyapindemaod.onmicrosoft.com
Brian) @vyapindemc8.onmicrosoft.com
Davidl@vyapindemo8.onmicrosoft.com
admin@vyapindemod.onmicrosoft.com
BelindaMN@wyapindemo8.onmicrosoft.com
JunminH@vyapindermod.onmicrosoft.com
Julianl@wyapindemod.cnmicrosoft.com
AllieB@vyapindemaod.onmicrosoft.com
FabriceC@vyapindemo8.onmicrosoft.com
Katiel @vyapindemod.onmicrosoft.com
AlexD@vyapindemof.cnmicrosoft.com
TonyK@vyapindemo8.onmicrosoft.com

LAl ' JU [Pp—; |

ok || Cancel

0 user(s) selected.

35 user(s) found.

Select the desired user(s) and Click on OK button to display the respective user details.
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Uszer Picker

Select users:

Select users. You may query and select users based on their roles, groups, devices and attnbutes.

Data collected om: 23-06-2016 10:34:45 Refresh now: @ Find:
All Users Display Mame Email Address
Alex Darrow AlexD@MODB25253.onmicrosaft.com
Users who have Admin Roles Allie Bellew AllieB@mod625253.onmicrosoft.com
I Andy Murray AndyM@MODB25253.onmicrosoft.com
Anne Wallace AnneW@MOD625253 . onmicrosoft.com
Mobile Device Access Aziz Hassouneh AzizH@MODE25253.onmicrosoft.com
Users based on Attributes Belinda Mewman BelindaN@MOD625253.onmicrosoft.com
Ben Andrews ben@MOD625253.onmicrosoft.com
Bob Brian Bobb@MOD625253 . onmicrosoft.com
Bl Bonnie Kearney BonnieK@MODE25253.cnmicroscft.com
[] Erian Johnsan (TAILSPIN) BrianJ @MOD625253.onmicrosoft.com
[] Chris Green chris@MOD625253.onmicrosoft.com
[] ConfRoom Adams Adams@MODE25253.onmicrosoft.com g
<_ b
[] select all
(8] 4 | | Cancel
9 user(s) selected. 1037 user(s) found.

During data collection, the window is displayed as shown below.
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Y Manage Users and Groups -
I D perition Lusrs
Manage Group Members

Manage Admin Role Memben
Manage Uie

MERgE Groups

Security Repedts .

Securty Impact Beport for Lisers
ol e e CaSE

OviaeDered Ulsad Parsagssed Currend Usar. Aziz Hassouneh
Oralehen M- Frpcppng s S i

P iddion Carcal
Sne Collecneze Adsanitralon

ACTEIL

Cmaelerer Perminions

Mon-Dwned Maslb Arcess

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

Ste Colecson Adminitrator Accesy *
B Epot T Fiter ™ Eoad JRetech Data Colecnon Teme: 24-08-2014 191802

ryonal Site Persoral Sie

Alex Darrow hetps//modt2S25 5oy shacepont.com/ Aex Darrow: Anne Walace
perscnal/aend modi2s253 onmecrosoft_com/

Ao Eellew Mps//en0db 2525 3.0y shavepont.com/ At Betew
perscnal/alhed_modh2$253_onmucrosoft_comy

Anne Wallace  hetps//modid 525 3-mysharepontcom/ Anme Walace
perscnal aenen_modblSiS] onmurooft_com/

Az Hassouneh RMIps//snodb25253-my sharepont.com/ Sara D
perscnal/azah modbl5253 onmicrosoft_comy

Behnda Newman https//modb2 5253 .oy shacepont.com/ Sara Dave
perscosy
Belndan modi2sls3 cemicroactt com/

Bonree Kearmney  hitps//modb2S253- ey shacepont comy/ Sara Daves
personal/

bonniek_modb2$253_onmicrosoft_com/

How to generate OneDrive Permissions Report?

Before generating an OneDrive report, a valid admin site should be connected with proper credentials
in the Configuration Settings. Perform the following steps to generate a OneDrive report:

OneDrive Permissions Report shows the users who has access to selected OneDrive personal site
within Office 365. This report shows information such as Personal Site Of (User), Personal Site URL, User

or Group Name, Type and Permissions Levels.

Perform the following steps to generate OneDrive Permissions Report:
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Select Microsoft 365 Manager from the available vertical tabs. Then from left pane of the application,
select Security Reports and then click on OneDrive Permissions Report.

On selecting "OneDrive Permissions Report" Report, a pop-up window will be displayed as shown
below:

Select users:

Select users. You may query and select users based on their roles, groups, devices and attnbutes.

Refrezh now: @ Find...

All Users Display Name Email Address
Users who have Admin Roles

Users based on Groups

Mobile Device Access

Users based on Attributes

[ Select All

ok || Cancel

0 user(s) found.
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attnbutes.

Data collected on:  06/07/20716 :46:25 PM Refrezh now: @

Find... |

All Users Display Mame
Gary Sobers

Users who have Admin Roles Brian Johnson (TAILSPIN)

Users based on Groups Bl agapnss

MOD Administrator
Mobile Device Access Belinda Newman
Users based on Attributes Junmin Hao
Julian Isla
Allie Bellew
Fabrice Canel
Katie Jordan
Alex Darrow
Tony Krijnen

e TR o

lO0o00O0oOoo0oOoooooo

[] select Al

Email Address
GaryS@vyapindemaod.onmicrosoft.com
Brian)@wvyapindemo8.onmicrosoft.com
DavidlL@vyapindemo8.onmicrosoft.com
admin@wyapindemo8.onmicroscft.com
BelindaM@vyapindemod.onmicroscft.com
JunminH@wvyapindemod.onmicrosoft.com
Julanl@vwyapindemod.ocnmicrosoft.com
AllieB@vyapindemaod.onmicrosoft.com
FabriceC@vyapindemof.onmicrosoft.com
Katiel@vyapindemod.onmicrosoft.com
AlexD@vyapindemod.cnmicrosoft.com

TonyK@wyapindemo8.onmicrosoft.com

[ gy ¥, TSNP SR [Sp— |

oKk || Cancel

0 user(s) selected.

35 user(s) found.

Select the desired user(s) and Click on OK button to display the respective user details.
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Select users:

Select users. You may query and select users based on their roles, groups, devices and attributes.

Data collected on:

All Users

Users who have Admin Roles

Users based on Groups

Mobile Device Access

Users based on Attributes

06/07/2076 5:46:25 PM

Refresh now: IE'

Find... |

00000080 00R®

[] select &ll

Display Name
Tony Krijnen

Sara Davis

Rob Young

Garth Fort

Conf Room Baker
Robin Counts
Conf Room Hood
Aziz Hassouneh
Pavel Bansky

Conf Room Adams
Conf Room Stevens

Molly Dempsey

o JEC Y R W P P

[] Include Files

Email Address
TonyK@vyapindemof.onmicrosoft.com
SaraD@wvyapindemod.onmicrosoft.com
RobY@wvyapindemo8.onmicrosoft.com
GarthFi@wvyapindemo8.onmicrosoft.com
Baker@vyapindemof.onmicrosoft.com
RobinC@wvyapindemo8.onmicrosoft.com
Hood@wyapindemo8.onmicrosoft.com
AzizH@wyapindemo8.onmicrosoft.com
PavelB@vyapindemof8.onmicrosoft.com
Adams@vyapindemo8.onmicrosoft.com
Stevens@vyapindemog.onmicrosoft.com

MellyD@wyapindemo8.cnmicrosoft.com

o R

3 user(s) selected.

35 user(s) found.

During data collection, the window is displayed as shown below.

Licwnse Maruges

Madlo Permisssons
Mlanage Users ard Groups
Sedusily Repistts

Seouriy Impact Beport for Users

Pyerniidions

Site Colbection Admaniiraton

Onelaive Permissons

Nen O Multsae Asgess

Shared Madbox Acoess.

License Feports

Danhbsoard Summary
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Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

» | OneDrive Permasons &

B W Lipon T Fiter W Bl O Febeh | thow parmasions for | mterel and extemel wsers «on Sabact cohgmng > C  Colection Teme: 2606200 192204
Peesonad Sita - Personal Sita Uses or Group .
1 Of (User URL Name ype
b Saca Davs hitpe//modbl5253-my sharepont com/ Adex Darrow USER Limvted Access
pecsonal/sarad moab2S253_cnmicrosoft_com/
Sars Davis htps//modidS53-my sharepont comy Al Bellew USER Limited Access
Peesonal/sannd_modt2s253_camicrosof_com/
Sara Davs MIpa//modb25 253y sharepont.com/ Aore Wallace USER Limvted Access
personal/sarad_modb2 253 _comicrosoft_comy
Sars Davis Mg/ /modblS 253 -my sharepomnt com/ Asz Hasouneh USER Limited Access
personal/satad_modf25253_cnmicrosoft_comy
Saca Davs s/ /mod62S5253-my shatepont.com/ Bednda Newman USER Limsted Access
persondlsand modt25253 camicrosomt com/
Sara Davis Mps//modb2525 3y sharepont.com/ Bonrve Kearney USER Lisited Access
personal/sarad_modi2S253_comicrosoft_comy
Sara Davs hitps//modbd5253-my shatepont.com/ Dwadt Longmuir USER Limated Access
personal/sand modb2sls3 camicroscl com/
Sara Davs hpa//mod625253 ey sharepont.com/ Dorss Dehonew USER Lisvted Access
peesonalisand modi2sisS3 camicrosom com/
Saca Dave hitps//mod625253-my sharepont com/ Dorena Paschice USER Limeted Access
E personal/sarad_modh2S253_onmicrosoft_comy
o Sara Daves hitps//modb25253-my sharepont.comy Everyone GROUP Limited Access
personal/satad modt2S253 camicrosof comy
v Sara Davs Mepa//mod625253-my shatepontcom/ Everyone except externad users GROUP Read Limaed Access
personal/sarad_modt25253_onmucrosoft_comy
Saca Daves hitps//modi25253-mysharepont.comy Fabnce Canel USER Limited Access
personal/sarad modt25253 comicrosoft_com/
Sara Davs MIps//modb25 25 3-my shatepontcom/ Gaeret Vargas USER Lissted Access
peesonal/sanad modblsis] comicrodon comy/
Sara Daves hitps//mod625253-mysharepoint.com/ Garth Fort USER Limited Access
personal/sarad_modb25253_oomicrosoft_comy/
Sara Davs hitps//modb2S253-my sharepont.com/ lanet Schont USER Limited Access
peesonal/sannd modb2slsS3 cnmicrosoft com/
Sara Davis Mipa//modb2S253-my sharepont.com/ Job Yeung USER Listad Access
personal/sarad modi2Sl53 camicrosolt com/
Sara Daves hitps//modb2$ 253 my sharepont.comy Whan Isly USER Limited Access
personal/sarad_modi25253 _onmicrosoft_com/
Sara Davs s/ /modbS253-my sharepont.com/ Jusmin Hao USER Limted Access
personal/eatad modi25253 comicrosoft com/
Saes Davs MIpa//mOdEIS 253y ARarepontcom/ Kan Futse USER Lissted AlCess
Personal/sanad_modb2S253 _oomicrosoft_com/

Number of records: $2

How to generate Non-Owner Mailbox Access?

Non-Owner Mailbox Access shows the list of all users who have permissions to the other user's
mailboxes. This report shows information such as Mailbox Name, Mailbox E-mail Address, Identity,
User Name, User E-mail Address, and Access Rights.

Perform the following steps to generate Non-Owner Mailbox Access:

1. Select Microsoft 365 Manager from the available vertical tabs. Then from left pane of the
application, select Security Reports and then click on Non-Owner Mailbox Access.
2. On selecting Non-Owner Mailbox Access report, a window is displayed as shown below:
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=1 Nea-Owner Madoos Access *

License Maruger s Boper T Fer B Emal D Rebeh | o Selectcommg > - O Dota Colaction Teme: O7-03-2017 121027
Mailbox Permissions - Mallbox Name Malibox E-mall 1dentity Uter or Geoup Account Type User or Grosy
Address Name mad Address
Manage Users and Geoups *]  Adele Vance AdeieVBITRM389341 crmicrosoftcom  AdeleV Lidia Holioway ~ USER UdiaH @I TRM:
Security Reports a  Alex Witer AlexWSITRMI9341 onmicrosoftcom  AlexW MOD Adminstrator USER 2@ TRM!
Adex Wiber NexWSITRMISSL Lonmicrosoftcom Alex\W MO0 Adminatrator USER @I TRM!
Secunty impact Report for Users Brian Johnson (TAILSPIN) Brian)@ITRM35934 1 onmacrosoftcom  Brian Johnson (TAILSPIN) MOD Adminmtrator USER AW @ITRME
Bran Johvson (TAILSPINY Brian) @ITRM3E3341 comicrosofticom  Brian Johrson (TAILSPIN) MOD Adminstrator USER 2@ ITRMI
OweOrmve User Permassions Chwistie Chne ChrateCITRMIEI 341 onmicrosaft.com Chented Uda Holloway  USER UduH@ITRM:
Conf Rooes Ada bom Adaest MOD Administrator USER 2B ITRME

Colecng regort daca
OneDrive Non-Owner Permissions Conf Room Ada PomAdaws  MOD Adminstrator USER oD TRM:
Conf Room Bak  Come mex: Con Room Adame Bom Bater MOO Adminstrator USER s @ITRM:
Sta Coection Administzator Access Conf Room Bak “_"‘"“"’“‘“ Zia X4 Bom Baker MOD Adminstratoe USER *mnBITRM:
1
Conf Rooes Cryt ?cm Cryseal MOOD Adminmratoe USER e @ITRM:
OneDrve Cancel
Lt o Conf Room Cry: bom Crystal MOD Adminatrator USER 2dmn®ITRM!
Ooelrve Provisioned Users

OneCrive Non-provisiooed Users

Non-Owner Maiox Access

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

l' ‘-;#m-Ml;mktm .

Bivon T Ehe W Egal Zhebesh o Select columns » c Data Colection Teme: 07-03-2017 129127
Maibox Name Masibon E-enail Iderstity User o¢ Group P User o Grosy
Addoss Narme mail Address
Adele Vance AoV OITRM3E334 L onmucrosoftcom  AdelaV Udia Hollomay USER LaMITRM:
Aex Wilber AexXWOITRMI23934 onmicrosoficom  Alex'W MOD Adminutrator USER dminGITRM:
Alex Wikter AexXWOITRMIZG34 1 .onmicrescficom  Alex'W MOD Adminsarator USER dmnGITRM:
Seian Johngon (TAILSPIN) Bran)SITRM38934 1 ommicrosoftcom  Brian Jobnacn (TARLSPIN) MOD Adminastrator USER adminS{TRMI
Brian Johnson (TAILSPIN) Eran)@ITRM389341 cmmicrosoftcom  Brian Jobraon (TARLSHING MOD Adminatrator USER Admn@ITRM:
Cheistie Chne ChrstieCSITRMIS934 1.onmicrosoft.com OhvistieC Licia Holloway USER LhaMSITRME
Conf Room Adams AdasGITRM38534 ) comcrosoftcom  Conf Room Adams MOD Agmnatrator USER dmin@ITRM:
Conf Rocen Adams AdasGITRM38934 L ocnmsicrosoftcom  Conf Room Adams MOD Adrmunatrator USER AdminGITRM:
Cont Room Baker Eaker@ITRM359341 comicrosoficom  Conf Room Baker MOD Administrator USER adminSITRM:
Conf Room Baker Baker@ITRM389341 comicrosoftcom  Conf Room Baker MOD Adminatrator USER 2dmin@ITAM:
Conf Rocm Crystal Cryntal@ITRM 359341 onmicrosoftcom  Conf Room Crystal MOD Adminastrator USER adminGITRM:
Conf Roces Crystal Crystal@ITRM38534 T.onmicrosoft.com  Conf Room Crystal MOD Adminatrater USER admin@TRM:

How to generate Shared Mailbox Access?

Shared Mailbox Access shows the list of all users who have permissions to the shared mailboxes. This
report shows information such as Mailbox Name, Mailbox E-mail Address, Identity, User Name, User E-
mail Address, and Access Rights.

Perform the following steps to generate Shared Mailbox Access:

1. Select Microsoft 365 Manager from the available vertical tabs. Then from left pane of the
application, select Security Reports and then click on Shared Mailbox Access.
2. On selecting Shared Mailbox Access report, a window is displayed as shown below:
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Licerrie Manager ':

Mailboa Peamitiions ':
Manage Users and Groups "'_
Security Reposts -

Sacurity Impact Rapan for Uiars
DrvtDyres Uiar Parmikeces

Cnelriee Mon-Cwrer
Permimisgnd

Site Collection Adminitrator
Astid

DrviDvrd Parmckiese

Maon-Carer Mailbas Accens Coment madliz: Rk Toung
Froceasing masdbea 1 1
|
Shaned Mailoox Acoess - -

Liirrid REports -
Dushbaard Summary ":
Schediube |

Once the data collection process is complete, the report data will be displayed in a report window as
shown below:

_ Sefings  Melp  Abowd
= | Shared Mallbos Accest =

" W Epr T Fite | ™ Emad | 3 ebeth ats Collection Tame: OUZR20TH 42000 Pl
1 Maillsa E-rasil U E-rraail

'r_ Mailbow Bamae P Ideniity UUser Mami e AccesaRights

& Rob voung Rob¥@wapndemol onmicredaitoom Roby S Danas SaraDdvwrapindersal onmicrosoftoom FullAooess
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How to schedule a Manager Report task?

Report Selection

OneDrive Details

User Selection

Delivery Options

Task Settings
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Report Selection

Select a report from the list of available reports which you like to be scheduled. The report selection
window appears as shown below:

Report Selection

Select a report to schedule

El |5 Security Reports
Security Impact Report for Users
ik OneDrive Report for Users
il Mon-Owner Mailbox Access

Shared Mailbox Access

1k Crganization
b License type by users
b Users by license type
b License count by license type
. Dashboard Summary
List of Users Mailboxes

Recently added Users/Groups

Recent Password changes

i
1
ik Recently Deleted Users
[t
[t

List of Shared Mailboxes

L _|ist nf Mohile Devices
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OneDrive details

If the selected report is OneDrive Report for Users, specify the OneDrive details like Admin URL,
credentials, and tenant name to store the generated data. This window will appear as shown below:

Specify OneDrive Settings

Specify the URL and credentials of a OneDive site to viewthe reports

Admin URL: |hﬁps::",-’vyapindemoﬁ-admin.sharepoirrt.com

OneDrive user credential:

Use the following credential to connect to OneDrive:

User Name: |sa|ad@wapindemn8.onmimsuﬂ.cnrn

(jochndoe@contoso.com)

Password: |

Tenant name:

user selection and manager
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User Selection

Based on the type of report selected, security impact report for users, OneDrive report for users will be
displayed in this window.

This selection window will appear as shown below for a Security Impact Report for Users,

User Selection

Select the desired users to generate the reports

Enumeration time: 01/23/2016 5:18:03 PM @ Users [ Groups: | All Users

Dizplay Mame

Alex Damow

Allie Bellew

[] Anne Wallace

[] Aziz Hassouneh
[] Belinda Newman
[] Bonnie Keamey
[ Brian Johnson (TAILSPIN)
[] Corf Room Adams
[] Corf Room Baker
[] Conf Room Crystal
[] Corf Room Hood
[] Conf Room Rainier
[] Conf Room Stevens
[] David Longmuir
[] Denis Dehenne
[] Dorena Paschke
[] Fabrice Canel

[] Gamret Vargas

[] Garth Fort

[] Gary Sobers

Email Address

AlexD@vyapindemod.onmicrosoft.com
AllieB@vyapindemo§.onmicrosaft.com
Anne\W @vyapindemo&.onmicrosoft.com
AzizH@vyapindemo8 onmicrosoft com
Belinda M @vyapindemo onmicrosoft.com
BonnieK@vyapindemo & .onmicrosoft .com
BrianJ @vyapindemao 8 .onmicrosoft.com
Adams@vwyapindemo&.onmicrosoft.com
Baker@vyapindemo8.onmicrosoft.com
Crystal @vyapindemaod onmicrosoft com
Hood@vyapindemo 8 .onmicrosoft . com
Rainier@vyapindemo & onmicrosoft.com
Stevens@vyapindemo? onmicrosoft.com
David L@vyapindemo8 onmicrosoft . com
Denis D @vyapindemo® onmicrosoft com
DorenaP @vyapindemo8 onmicrosoft com
FabriceC@vyapindemo8.onmicrosoft.com
GametV@vyapindemo 8. onmicrosoft.com
GarthF@vwyapindemo§.onmicrosoft.com
GanyS@vyapindemod.onmicrosoft.com

[] Select All

315

Finish




Delivery Options

In this window, select a delivery option, to export / e-mail the generated report on scheduled run. This
window appears as shown below:

Delivery Options :
Select the report delivery option. You can Export, or E-mail the. reportusing the options given below. -

Export to local drive

Export Path: |

File Conditions:
If the file with same name already exists,

(@) Owverwrite the existing file
{_) Rename the existing file by appending the time stamp value.

Finish

If you want to e-mail the generated report on scheduled run, specify SMTP server name, From Address,
To address, mail subject, mail content, attachment format, and option to compress the attachment.
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Delivery Options
Select the report delivery option. You can Export, or E-mail the. reportusing the options given below.

|Emmt| E-mail |

E-mail this report

SMTP Server: |s.erver name

From... |admin@mmpany.onmimsoﬂ.mm|

Tou. |

Subject: |

Attachment Format: | sV W | Compress the attachment

Body Content:
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Task Settings

To specify the task name and task settings for the Microsoft 365 Export task, perform the steps given
below

1. Task Settings screen will appear as shown below:

Export Public Folders Ex

Task settings -
Entar a unique nama for the task and specify trigger settings. J

Task Mame: bask new| |

Export location: CMUsers'Public' Documents'\yapin Office 365 Management Suite’ Mail Export'SporitedFiles

When to run this task:
P ——

@Bmmw i Drasity 0703 PM =
() Schedule

2. Enter a unique task name in Task Name textbox.

3. Click Finish to create a Windows Scheduled task and save the corresponding task settings.
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Frequently Asked Questions

For any questions about the product, please refer to the Frequently Asked Questions section of our
website.
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Technical Support

If and when a problem arises, please forward the following information to support@vyapin.com to
revert back to you with a solution. These files will be available where Vyapin Microsoft 365 Management
Suite is installed.

Error Log File

e.g., <Application Data Folder>\Vyapin Microsoft 365 Management Suite\Log\Vyapin Microsoft 365
Management SuiteErrorLog.txt

Note:

<Application Data Folder> is the common area where Vyapin Microsoft 365 Management Suite settings
will be stored in the computer running Vyapin Microsoft 365 Management Suite. The path will be as
follows:

Windows 8.1, Windows 8, Windows 2008, Windows 2012 - C:\Users\Public\Documents
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Permissions required

Here are the permissions required to use all the modules in Vyapin Mlcrosoft 365 Management Suite:
Exchange Online Reports
* The entered user credential should be of a user who is a member of one of the following groups:

Organization Management (Microsoft Exchange Security Groups)

Hygiene Management (Microsoft Exchange Security Groups)

Recipient Management (Microsoft Exchange Security Groups)

Records Management (Microsoft Exchange Security Groups)

View-Only Organization Management (Microsoft Exchange Security Groups)

* The Mail Item reports required Applicationlmpersonation role to access other mailboxes.
SharePoint Online Reports

Must be a valid user to view the basic information.
Must have Edit or Contribute rights to view content level information.
Must have Full Control or Administrator level rights to view security related information.

Audit and Compliance Reports
To perform the audit log search you must be assigned View-Only Audit Logs or Audit Logs role in
Exchange role groups. By default, these roles are available with the Organization Management
role group and Compliance management role group. If you do want to assign these role groups
to the user, you can always create a custom role group with either of these roles and add users
to them.

Microsoft Teams Reports

The entered user credential should be a Global Administrator or Teams Administrator to get
Teams module reports..

Microsoft 365 Manager

The entered user credential should be a Global Administrator to add, remove, or modify license
assignments.
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How to Assign Application Impersonation role?

The Application Impersonation role enables the application to impersonate users in an organization in
order to perform tasks on behalf of the user. Here are the steps, to assign this role for a user:

1. Logon to your Exchange Admin Center
2. Click on “Permissions” in the left pane and then click on “New” button in the Admin Roles tab for
adding a new role group.

Exchange admin center

dashboard admin roles user roles Cutlook Web App policies
recipients
5 o 2 Br g |
permissions tlFrare
_ NAME N
compliance management
Compliance Management
organization Discovery Management
Help Desk

protection Helpdeskadmins_- 1393828762

Hygiene Management
advanced threats v J

Organization Management

mail flow Recipient Management
Records Management
mobile RIM-MailboxAdmins108ac1 106d95459dad5bb2c27dcB60bS

Security Administrator
public folders Security Reader

B ) TenantAdmins_-1467296826
unified messaging UM Management

) View-Only Organization Management
hybrid e g

Vyapin Impersonation

3. In the “new role group” window, give a unique name for role group in the Name field.
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new role group

*Mame:

Impersocnation

4. In the field given for roles, click on ‘Add’ button and select ‘ApplicationImpersonation’ from the list of
available roles.

Roles:
+ —

MAME &

Applicationimpersonation

5. Add members, in the field given for the users, you wish to assign this role.

hMembers:
+ —

MAME DISPLAY MAME -
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Enabling Audit Logs in Office 365 Security and Compliance center

1. Before you start using the Audit Reports feature in Vyapin Mlcrosoft 365 Management Suite, an
admin must enable the auditing option in the Security and Compliance center. To enable this, go
to Audit Log Search page in Security and Compliance center -> Search & Investigation and click
on Start recording user and admin activity. This is a one-time action to perform.

Audit log search

Start recording user and admin activities

Search
Activities

Show results for all activities -

Start date

2016-10-07 00:00 v
End date

2016-10-15 00:00 v
Users

Leave blank to show results for all users

File, folder, or site

Add all or part of a file name, folder name,
or site URL

~+ Add an alert
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2. If the link is not available it means that auditing is already enabled in your tenant. After enabling, a
message will be shown that the audit log is being prepared and that you can run a search in a couple of
hours after the preparation is complete. A message is displayed that says the audit log is being prepared
and that you can run a search in a couple of hours after the preparation is complete.

3. To perform the audit log search you must be assigned View-Only Audit Logs or Audit Logs role in
Exchange role groups. By default, these roles are available with the Organization Management role
group and Compliance management role group. If you do want to assign these role groups to the user,
you can always create a custom role group with either of these roles and add users to them.

How to enable Mailbox Auditing?
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Before you begin to mailbox activity events, you have to use Exchange Online
PowerShell to enable mailbox audit logging on every mailboxes you want to audit
To connect your Exchange Online organization with PowerShell, see Connect to
Exchange Online using remote PowerShell
After you connect to your Exchange Online organization, you can enable mailbox
auditing for all mailboxes in your organization. This example enables mailbox audit
logging for all user mailboxes in your organization.
»  Get-Mailbox -ResultSize Unlimited -Filter {RecipientTypeDetails -eq
"UserMailbox"} | Set-Mailbox -AuditEnabled Strue
Then you have to specify owner actions to audit:
* Get-Mailbox -ResultSize Unlimited -Filter {RecipientTypeDetails -eq
"UserMailbox"} | Set-Mailbox -AuditOwner
@{Add="Create","HardDelete","MailboxLogin","Move","MoveToDeletedltem

s","softDelete","Update","UpdateCalendarDelegation","UpdateFolderPermiss
ions","UpdatelnboxRules"}
Additionally for some of the reports like "Copied Message to another folder", "Moved
message to another folder / deleted items folder", "Deleted messages from Deleted
Items folder", you have to enable the admin and delegate permissions before running
these reports. Run these commands to enable these audit events,

* Get-Mailbox -ResultSize Unlimited -Filter {RecipientTypeDetails -eq
"UserMailbox"} | Set-Mailbox -AuditAdmin
@{Add="Copy","FolderBind","MessageBind","Move","Create","HardDelete","
MoveToDeletedIltems","SendAs","SendOnBehalf","SoftDelete","Update","Up
datelnboxRules","UpdateCalendarDelegation","UpdateFolderpermissions"}

*  Get-Mailbox -ResultSize Unlimited -Filter {RecipientTypeDetails -eq

"UserMailbox"} | Set-Mailbox -AuditDelegate



https://docs.microsoft.com/en-us/powershell/exchange/exchange-online/connect-to-exchange-online-powershell/connect-to-exchange-online-powershell?view=exchange-ps
https://docs.microsoft.com/en-us/powershell/exchange/exchange-online/connect-to-exchange-online-powershell/connect-to-exchange-online-powershell?view=exchange-ps

@{Add="Create","FolderBind","Move","HardDelete","MoveToDeleteditems",
"SendAs","SendOnBehalf","SoftDelete","Update","UpdatelnboxRules"}
6. To verify if the mailbox auditing is enabled correctly,
* Get-Mailbox -ResultSize Unlimited -Filter {RecipientTypeDetails -eq
"UserMailbox"} | FL Name,Audit*

If the value shown after running the above command is 'True' for the
'AuditEnabled' property, the mailbox audit logging is enabled without issues
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Alert messages

Vyapin Microsoft 365 Management Suite

I.-”"_"\-.I This Module requires Tenant settings to proceed. Click Settings to
"' provide Tenant settings, Database settings and Exchange settings.

1. Ensure that the Tenant settings and Database Settings are provided to collect data from
Exchange Online.

SharePoint Login “

This module requires SharePoint Settings to proceed. Click Settings and
r l ., click SharePoint Online Settings to provide SharePoint Site URL and
credentials to view the report.

oK

2. Ensure that you have entered a valid SharePoint site URL and credentials in SharePoint Online
Settings.
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How to Install Microsoft Exchange Online PowerShell Module?

1. Before configuring the MFA authentication in the Vyapin Microsoft 365 Management Suite
application, Exchange Online Remote PowerShell module needs to be installed on machine which is
running the application.

2. To install the Exchange Online Remote PowerShell Module, in Internet Explorer or Edge, open the
Exchange admin center (EAC) for your Exchange Online organization. Log on to your Exchange admin
center in the below URL,

https://outlook.office365.com/ecp/

3. In the EAC, go to Hybrid > Setup and click the appropriate Configure button to download the
Exchange Online Remote PowerShell Module for multi-factor authentication.

Office 365 Admin

Fuchange admin conter

conlpare

4. In the Application Install window that opens, click Install.

Do you want to install this application? ﬁ;

o
#

Hame:
Microsoft Bchenge Online Powershell Module

Fram (Haver aver the siring below 1o see the full domaink
crmdietpreamod ule. blob.corewandowsnet

Fublisher:

Micros f 30

Don't Install
1
-

I Whale applications from the Intemet can be wseful, they can potentially harm pour computer. If
You G nok trust the source, do nat install this sofware. More Information
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How to uninstall Vyapin Microsoft 365 Management Suite

When you uninstall Vyapin Microsoft 365 Management Suite through Control Panel - Add / Remove
Programs applet, Windows Installer program will remove only the application files from your computer.
But, the application related files created by Vyapin Microsoft 365 Management Suite remain in the
computer. In order to remove Vyapin Microsoft 365 Management Suite worker files completely, the
uninstall wizard provides a set of cleanup options, which are performed based on your selection.

Use this wizard to clean-up the files that are created by Vyapin Microsoft 365 Management Suite
application selectively and uninstall Vyapin Microsoft 365 Management Suite completely from the
computer.

1. Launch the Uninstall wizard by clicking Start ——> Programs ——> Vyapin Microsoft 365
Management Suite ——> Uninstall Vyapin Microsoft 365 Management Suite.

The Vyapin Microsoft 365 Management Suite Uninstall dialog will be shown as below:

g “Vyapin Microsoft 365 Management Suite Uninstall Wizard

This wizard helps you to cleanup and uninstall the Vaapin Microsoft 365 Management Suite

Welcome to Vyapin Microsoft 365 Management Suite Uninstall Wizard
completehy. @

“This wizard will guide you through the steps to cleanup the files that are created by Vyapin Microsoft 365 Management
Suite application.
sing this wizard you can:

* Cleanup export tasks and task histony.

* Cleanup Viyapin Microsoft 365 Management Suite application settings.
* Cleanup log files.

* Uninstall Vyapin Microsoft 365 Management Suite application.

=
2
e

Cancel

2. Click Next to proceed.
3. Select required Cleanup Options as shown below:
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4.
5.

IE:_

s

“Vyapin Microsoft 365 Management Suite Uninstall Wizard “

Welcome to Vyapin Microsoft 365 Management Suite Uninstall Wizard

This wizard helps you to cleanup and uninstall the Vyapin Microsoft 365 Management Suite

completehy.

(@) Uninstall Vyapin Microsoft 365 Management Suite application
Remove all application files and uninstall Vyapin Microseft 365 Management Suite application from the machine.

i) Uninstall Vyapin Microsoft 365 Management Suite application and cleanup application settings

Remove all application files and uninstall Viyapin Microsoft 365 Management Suite application from the
machine. Also cleanup all scheduled tasks, task histories, log file, exported files and other reports settings.

< Back Nest > Finish Cancel

Click Next to proceed.

Con

firm the Cleanup and/or Uninstall process.



vy “Vyapin Microsoft 365 Management Suite Uninstall Wizard H

s

This wizard helps you to cleanup and uninstall the Vyapin Micrasoft 365 Management Suite

Welcome to Vyapin Microsoft 365 Management Suite Uninstall Wizard
completely.

Click "Finish’ button to proceed with the cleanup process or click ‘Cancel” button to terminate the uninstall wizard .

< Back Neset Finish Cancel

6. Click Finish to run cleanup and/or uninstall process. Click Cancel to close the wizard.
7. Once the file cleanup process is complete, the uninstall wizard will automatically run Windows
Installer program to remove Vyapin Microsoft 365 Management Suite application from the

computer.
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